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EXECUTIVE SUMMARY

In 1995, an American Magazine called Newsweek published a 
piece stating that the Internet will never be successful1. 27 years 
later, that magazine now operates exclusively as an online pub-
lication. The internet has captured the world at an unthinkable 
speed. Governments all around the world are scrambling to regu-
late the online space , including the data, platforms, information 
and security relating to the cyberspace. Technology changes pace 
at a rapid speed and governance is often unable to keep up with it. 
This is coupled with the desire of political regimes to control the 
ÀRZ�RI�LQIRUPDWLRQ��UDWKHU�WKDQ�UHJXODWLQJ�LW��$�NQHH�MHUN�UHDFWLRQ�
WR�UHJXODWH� WKH�ÀRZ�RI� LQIRUPDWLRQ� LV�E\�EORFNLQJ�FRQWHQW�� ,QIRU-
mation spreads on the internet within a few clicks and seconds, 
IDVWHU�WKDQ�D�ZLOG¿UH��,W�EHFRPHV�HVVHQWLDO� WR�FRQWURO� WKH�VSUHDG�
of this information and blocking content has become an easy and 
popular tool to do just that.

Between January 2015 to September 2022, 55,580 websites, You-
tube channels, applications, etc., have been blocked in India. This 
number by no means is exact. Information sought to understand 
WKH� EORFNLQJ� LV� GHQLHG� FLWLQJ� FRQ¿GHQWLDOLW\� E\� WKH� JRYHUQPHQW��
The amount of information available in the public domain is far 
too limited to undertake a robust analysis.

Blocking is carried out in response to content that falls under the 
exceptions laid in Article 19(2) of the Constitution of India and 
Section 69A of the Information Technology Act, 2000. Content 
is also taken down when it is in violation of copyright under the 
Copyright Act, 1957 and The Digital Millennium Copyright Act, 
1998.

1 Zee, Newsweek in 1995: Why the Internet will Fail, The Newsweek, 
�)HEUXDU\������������KWWSV���WKHQH[WZHE�FRP�QHZV�QHZVZHHN������
buy-books-newspapers-straight-intenet-uh.
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By means of this report, an attempt has been made to decode the 
EORFNLQJ�UHJLPH�LQ�,QGLD��:H�KDYH�VLPSOL¿HG�WKH�OHJDO�IUDPHZRUN��
highlighted the lacunas and provided recommendations for a re-
vamped blocking regime more in line with our Fundamental rights. 
There are various existing and upcoming mechanisms that are 
used by Internet Service Providers to block content upon receiving 
orders from the judiciary and executive. The various techniques 
for breaking access ranging from SNI based blocking to QUIC 
have been discussed in the report as well. We have also made an 
H̆RUW�WR�EULQJ�WRJHWKHU�WKH�HPHUJLQJ�LQWHUQDWLRQDO�MXGLFLDO�WUHQG�
to decode the blocking regime around the world. At the outset, we 
believe that there needs to be more transparency around the web-
site blocking orders and numbers in India.

The report has made the following observations and 
recommendations:

1. The existing mechanism of blocking content online as 
laid down under Section 69A of the Information Technol-
ogy Act, 2000 is opaque and lacks checks and balances. 
Non-publication of orders results in the aggrieved person 
not getting a chance to challenge the same, thereby violat-
ing the principles of natural justice. The Review Commit-
tee comprises members solely belonging to the executive 
which results in there being no real check on executive 
action.

2. Rule 16 of the Information Technology (Procedure and 
Safeguards for Blocking for Access of Information by 
3XEOLF��5XOHV�������PDQGDWHV�FRQ¿GHQWLDOLW\�WR�EH�PDLQ-
tained with respect to all the information related to web-
VLWH�EORFNLQJ��$�EODQNHW�FRQ¿GHQWLDOLW\�FODXVH�OLNH�WKLV�LV�
unconstitutional and ultra vires section 69A of the Infor-
mation Technology Act, 2000. Rule 16 is in derogation of 
principles of natural justice as non publication of orders 
results in a denial of opportunity to challenge the decision 
of blocking of website. It is also ultra vires section 69A for 
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EHLQJ�LQ�FRQÀLFW�ZLWK�WKH�ODQJXDJH�RI�WKH�VHFWLRQ�DQG�WKH�
interpretation attached to it by the Supreme Court of In-
dia in the case of Shreya Singhal v. Union of India2.

3. The maximum number of blocks can be attributed to sec-
tion 69A. This quantum worsens the existing concerns re-
lated to the lack of transparency of the mechanism.

4. The second highest number of websites are blocked due 
to copyright infringement decided by the Indian Courts. 
However, this number is not a true representation of 
blocking done due to copyright infringement as rampant 
blocking of access to content happens under the DMCA 
regime.

By means of this report, an attempt is being made to de-
code the website blocking regime in India.

2 Shreya Singhal v. Union of India (2015) 5 SCC 1.
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INTRODUCTION

The non-absolute nature of rights enables the State to reserve with 
itself the power to censor free expression. The exception to such 
rights, in a system set around the rule of law, would be in the larger 
public interest, or to protect a certain person, or groups of persons, 
in the interest of equal protection. The Indian Constitution follows 
this standard as well, where the State is enabled to carry out cen-
sorial exercises. Empowered by Article 19(2) of the Constitution, 
the State may introduce restrictions on free speech3. Drawing its 
powers from this exception, the Legislature and the Executive in 
India introduces laws and rules respectively, as active attempts to 
catch up with technologically advancing methods of expression.

The primary legislation governing the digital space is the Infor-
mation Technology Act, 2000. The Statement of Objects and Rea-
sons of the statute establishes its domain: the purpose of the Act 
is to recognise transactions electronically through data and other 
means of communication, “which involve the use of alternatives to 
paper-based methods of communication…”, and to amend other 
statutes concerned with the laws of evidence, and the penal code, 
to accommodate the evolution of technology. This proportional 
expansion of avenues of expression, and the regulation of both the 
new avenue and the novel forms of expressions it enables legiti-
mizes an exploration of the impact they have on rights which were 
entrenched in the Indian Constitution, drafted in an age where 
the need for such regulation could not have been conceived. The 

3 IndIa Const., art. 19, cl. 2 - Nothing in sub-clause (a) of clause (1) shall 
D̆HFW�WKH�RSHUDWLRQ�RI�DQ\�H[LVWLQJ�ODZ��RU�SUHYHQW�WKH�6WDWH�IURP�
making any law, in so far as such law imposes reasonable restrictions 
on the exercise of the right conferred by the said sub-clause in the in-
terests of 4 [the sovereignty and integrity of India], the security of the 
State, friendly relations with foreign States, public order, decency or 
morality, or in relation to contempt of court, defamation or incitement 
WR�DQ�R̆HQFH�
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purpose of this report is to accomplish the same. Through a careful 
study of the law of blocking websites in India, their interpretation 
by Courts, this Report seeks to establish the impact on the funda-
mental right of free speech and expression, both doctrinally, and 
empirically.

The Report begins with a study of the statutory instruments, both 
parent and subordinate legislations, which are enablers for the 
Executive and the Judiciary to block access to content on the inter-
net in Chapter 1. As an important corollary, the limitations on the 
powers of these organs of government to block websites are also 
laid out. Importantly, it is able to identify shortcomings of the leg-
islative and judicial regime. Website blocking in India also occurs 
where copyright is concerned- the circulation of pirated material 
without permission or owed payments results in a complete take-
down of websites. As such, the Chapter also studies the domestic 
and foreign statutory instruments which legitimizes the takedown 
of websites.

Followed by this textual survey and analysis, Chapter 2 of the 
Report compiles data from various primary and secondary sourc-
es. It combs through the various blocking orders to identify the 
broad reasons for the blocking which have been rendered by the 
concerned authorities. An understanding of the extent of control 
in the digital space, exercised by an authority when a website is 
blocked, is contingent on the processes which occur at the ‘digital 
LQIUDVWUXFWXUH¶�OHYHO��&KDSWHU����WKHUHIRUH��VLPSOL¿HV�WKH�OD\HUV�RI�
the internet in a blocking order or types of blocking order which 
may be issued. This information will be key in guiding the analysis 
relating to the degrees of blocking orders, and their legality.

As the introduction to Chapter 4 lays out, the strength of Consti-
tutional promises does not solely rest on the text of the guarantee, 
EXW�PRUH�VLJQL¿FDQWO\�RQ�WKH�LQWHUSUHWDWLRQ�RI�WKH�WH[W��DQG�WKH�LQ-
stitutional framework within which the law is enforced. By way of a 
comparative analysis, Chapter 4 of this Report studies judgements 
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from across jurisdictions other than India’s, to observe interpre-
tations of similarly worded constitutional guarantees (such as 
freedom of speech and expression), when they are confronted with 
the State’s power of blocking websites. The Chapter aims to supply 
learnings, both by way of considering interpretations which have 
been protective of fundamental rights, and highlighting instances 
where their erosion was sanctioned by the judiciary. Since Chapter 
1 of the Report considers the legal framework which enable copy-
right-oriented website blockings, the latter half of Chapter 4 also 
considers landmark judgements from abroad, where the rights of 
copyright holders are balanced against the overarching right to 
free expression, when a website is blocked for alleged and actual 
instances of privacy.

The concluding chapter lays down the conclusions that we have 
reached to, after conducting the analysis in the preceding chapters. 
Further, it outlines the recommendations made by the report.



Methodology

14

METHODOLOGY

This report undertakes a comprehensive study of the process of 
blocking websites in India, and the legal framework that governs 
the rules that enable the blocking of websites. It also studies em-
pirically the number of websites which were blocked, and the rea-
sons rendered by the Government for such blocking. For a study 
of the law and subordinate legislations which bring about the 
powers of the Government to block websites, the Gazetted copies 
of the instruments were relied on. To undertake a meaningful un-
derstanding and analysis of the impact of website blocking on the 
concerning fundamental rights (primarily the freedom of speech 
and expression), data was collated from a combination of primary 
and secondary sources. Responses by the Central Government to 
WKH� DSSOLFDWLRQV�XQGHU� WKH�5LJKW� WR� ,QIRUPDWLRQ�$FW�� �����¿OHG�
by the Software Freedom Law Centre, India sourced the primary 
information. Secondary sources for the data include records of the 
Ministry of Electronics and Information Technology, the Ministry 
of Information and Broadcasting, and the Department of Tele-
communications, Government of India. Judicial orders blocking 
websites aided in both the collection of data on the number of web-
sites blocked and in understanding the interpretation undertaken 
by Courts of the statutes enabling website blocking. Reliance was 
also placed on debates and exchanges in the Parliament of India. 
Other secondary sources of data were publications of the Press In-
formation Bureau. Reports of blockings by newspapers were also 
relied on. Data from the Open Observatory of Network Interface 
(OONI) provided in great detail the number of websites blocked in 
India, and the provided reasons for blocking.

All attempts have been made to ensure that the data collected and 
analysed has been accurate. However, where for example the data 
ZDV�FROOHFWHG�EDVHG�RQ�DSSOLFDWLRQV�¿OHG�XQGHU�WKH�5LJKW�WR�,QIRU-
mation Act, 2005, the ambiguity and delay in response received 
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from the Government is a cause of concern. These applications 
ZHUH�SULPDULO\�¿OHG�EHWZHHQ�0DUFK�������DQG�-XO\�������IRU�ZHE-
site blocking orders issued by the Government from 2015 to 2022.
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CHAPTER 1

LEGAL FRAMEwORk OF wEBSITE BLOCkING IN INDIA

Censorship of thoughts and expression takes many forms. The 
measures so adopted majorly depend on the kind of medium be-
LQJ�XVHG��*RYHUQPHQWV�DOO�DFURVV�WKH�ZRUOG�KDYH�GHYLVHG�GL̆HUHQW�
modalities to censor the internet. In India as well, the legislature 
and the executive, in attempts to match up to technological devel-
opments, have time and again made laws and rules that govern 
censorship of the internet. A sound understanding of these laws is 
the starting point to identifying the areas of the law which result 
in overbroad restriction of speech. The legal framework within 
ZKLFK� WKH�JRYHUQPHQW� LV�ERXQG� WR�DFW��RXJKW� WR�EH�ZHOO�GH¿QHG�
and transparent, complying with the principles of natural justice. 
This can be achieved either through judicial determination or pol-
icy change.

In India, the Information Technology Act, 2000 (hereinafter “IT 
Act”) is the primary legislation regulating the digital space. Under 
this law, the blocking of websites, applications, and social media 
DFFRXQWV�FDQ�EH�RUGHUHG�LQ�WZR�ZD\V��7KH�¿UVW�LV�XQGHU�VHFWLRQ���$�
of the IT Act4 and the second is the content notice and takedown 
regime under section 79 of the IT Act5. Section 69A of the IT Act 
empowers the Central Government to block access to information 
hosted on the internet, including websites, applications, and social 
media accounts. For example, the TikTok Mobile App was banned, 
among many other mobile applications, in India by the Central 
Government under section 69A6. Section 79 of the IT Act, also 

4 The Information Technology Act, 2000, § 69A, No. 21, Acts of Parlia-
ment, 2000 (India) [hereinafter The Information Technology Act, 
2000].

5 The Information Technology Act, 2000, § 79.
6 Ministry of Electronics and Information Technology, Government Bans 

59 mobile apps which are prejudicial to sovereignty and integrity of 
India, defence of India, security of the state and public order, Press 
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known as the safe harbour provision, requires the intermediaries 
to take down content in accordance with the rules under the IT Act, 
government orders and court orders. The current legal framework 
places the decision-making power with the executive branch and 
the judiciary.

This Chapter traces the primary and secondary legislations that 
govern website blocking in India. It analyses Section 69A of the IT 
Act and the Information Technology (Procedure and Safeguards 
for Blocking for Access of Information by Public) Rules, 2009 
(hereinafter “The Blocking Rules, 2009)7. The rules lay down the 
procedure to be followed by the Ministry of Electronics and Infor-
mation Technology (hereinafter “MEITY”) to block a website. The 
chapter also discusses the recently introduced Information Tech-
nology (Intermediary Guidelines and Digital Media Ethics Code) 
Rules, 20218 (hereinafter “Intermediary Guidelines, 2021”) and its 
impact on the blocking regime and power of the Ministry of In-
formation and Broadcasting (hereinafter “MIB”) to block content 
under these rules on the grounds laid down in section 69A. Lastly, 
it will discuss website blocking under the Copyright regime. It will 
DOVR�KLJKOLJKW� WKH� LQ¿UPLWLHV� LQ� WKH� OHJDO� IUDPHZRUN� DQG�XUJHQW�
changes which must be addressed.

%XUHDX�RI�,QGLD���-XQH������������KWWSV���SLE�JRY�LQ�3UHVV5HOHVH'H-
tailm.aspx?PRID=1635206; Ministry of Electronics and Information 
Technology, The government further banned “VPN for Tiktok” Gov-
ernment Blocks 118 Mobile Apps which are Prejudicial to Sovereignty 
and Integrity of India, Defence of India, Security of State and Public 
Order��3UHVV�%XUHDX�RI�,QGLD���6HSWHPEHU�����������KWWSV���SLE�JRY�
LQ�3UHVV5HOHDVH3DJH�DVS["35,' �������

7 The Information Technology (Procedure and Safeguards for Blocking 
for Access of Information by Public) Rules, 2009 [hereinafter The 
Blocking Rules, 2009].

8 The Information Technology (Intermediary Guidelines and Digital 
Media Ethics Code) Rules, 2021 [hereinafter Intermediary Guidelines, 
2021].
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SECTION 69A OF THE INFORMATION TECHNOLOGY ACT 2000 AND 
THE INFORMATION TECHNOLOGY (PROCEDURE AND SAFEGUARDS FOR 
BLOCkING FOR ACCESS OF INFORMATION BY PUBLIC) RULES, 2009

Section 69A was added to the IT Act in the year 2009 through 
the Information Technology (Amendment) Act, 20089. Section 
69A enables the Central Government to direct any agency of the 
government or an intermediary to block public access to any infor-
mation generated, transmitted, received, stored or hosted in any 
computer resource. This can be done when the government is sat-
LV¿HG�WKDW�VXFK�DFWLRQ�LV�QHFHVVDU\�RU�H[SHGLHQW�RQ�WKH�IROORZLQJ�
grounds:

1. interest of sovereignty and integrity of India
2. defence of India
3. security of the State
4. friendly relations with foreign states
5. public order
6. preventing incitement of commission of any cognizable 

R̆HQFH�UHODWLQJ�WR�WKHVH�JURXQGV10

The Central Government is required to issue an order in writing 
stating the reasons for blocking of the internet to direct any agency 
or intermediary to block information. Further, sub-section 3 pro-
vides that an intermediary failing to comply with the government 
order shall be liable to imprisonment for a term which may extend 
WR�VHYHQ�\HDUV�DQG�D�¿QH��6XE�VHFWLRQ���SURYLGHV� WKDW� WKH�SURFH-
dure and safeguards for blocking of access are to be prescribed by 
the government.

The Central Government introduced the Blocking Rules in 2009 
under section 69A read with section 87 of the IT Act11. The rules 
lay down the precise procedure to be followed by the government 

9 The Information Technology (Amendment) Act, 2008 No. 10, Acts of 
Parliament, 2009 (India).

10 The Information Technology Act,2000, § 69A(1).
11 The Information Technology Act, 2000, § 87.
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to block access to information. The following stages are provided 
for the blocking of access:

1. Sending of Request: Request for blocking is to be sent by 
WKH�1RGDO�2̇FHU�RI�D�JRYHUQPHQW�RUJDQLVDWLRQ�WR�WKH�'HVLJQDWHG�
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2̇FHU12 13. The format of the request is provided in the Form an-
nexed to the Rules7. The form contains 4 sections which are dis-
cussed as follows:

1. Section A of the Form deals with the details of the complainant 
such as name, address, telephone number, e-mail ID etc.
���,Q�VHFWLRQ�%�GHWDLOV�UHODWHG�WR�WKH�ZHEVLWH�LQWHUPHGLDU\�FRP-
SXWHU�UHVRXUFH�RU�R̆HQGLQJ�LQIRUPDWLRQ�DUH�WR�EH�SURYLGHG��7KH�
FRPSODLQDQW�KDV�WR�¿OO�LQ�LQIRUPDWLRQ�VXFK�DV�85/�ZHE�DGGUHVV��
IP Address, server address, name of the intermediary and URL 
of the intermediary. It also has a residual column where the ad-
dress or location of the intermediary can be provided in case the 
LQWHUPHGLDU\� LV� D� WHOHFRP�QHWZRUN�LQWHUQHW� VHUYLFH� SURYLGHU�
(such as Airtel, BSNL), web-hosting service provider (example: 
Amazon AWS or Digital Ocean), cyber cafe or other forms of in-
termediary for which no other information is available.
3. Section C is related to the consideration of a request by the 
government department forwarding the request. The form seeks 
information on whether the ministry forwarding the request has 
any recommendations or comments, the designation of the of-
¿FHU�ZKR�DSSURYHG�WKH�FRPPHQWV�RQ�WKH�UHTXHVW��XQGHU�ZKLFK�
ground does the complaint fall- defence of India, security of 
State, friendly relations with a foreign state, public order or for 
SUHYHQWLQJ� LQFLWHPHQW� RI� D� FRJQLVDEOH� R̆HQFH� UHODWHG� WR� WKHVH�
grounds.
���/DVWO\��VHFWLRQ�'�UHTXLUHV�GHWDLOV�RI�WKH�1RGDO�2̇FHU�VXFK�DV�
name, designation, address, telephone etc.

The request may contain the printed sample content from the 
website. A request can be sent by any other person to the Nodal 
2̇FHU� RU� GLUHFWO\� WR� WKH� 'HVLJQDWHG� 2̇FHU� DIWHU� UHFHLYLQJ� DS-
proval from the Chief Secretary of the State14. However, no direct 
requests from any person shall be entertained by the Designated 

��� %ORFNLQJ�5XOHV��������5XOH���F��GH¿QHV�³'HVLJQDWHG�2̇FHU´�DV�DQ�Ṙ-
cer not below the rank of Joint Secretary in the Central Government.

13 Blocking Rules, 2009, Rule 6(1).
14 Blocking Rules, 2009, Rule 6(1).
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2̇FHU15. The organisation upon receiving such a request from any 
person, shall examine it on the grounds given in section 69A and 
WKHQ�IRUZDUG�LW�WR�WKH�'HVLJQDWHG�2̇FHU16��7KH�'HVLJQDWHG�2̇FHU�
VKDOO�DFNQRZOHGJH�WKH�UHFHLSW�RI�WKH�UHTXHVW�WR�WKH�1RGDO�2̇FHU�
within a period of twenty-four hours of its receipt17.

2. Examination of Request: Rule 7 provides for the constitution 
of an examination committee before which every request received 
E\�WKH�'HVLJQDWHG�2̇FHU�LV�ODLG�GRZQ��7KH�FRPPLWWHH�FRQVLVWV�RI�
WKH�'HVLJQDWHG�2̇FHU�DV�LWV�FKDLUSHUVRQ�DQG�KDV�D�UHSUHVHQWDWLYH�
HDFK�IURP�WKH�0LQLVWULHV�RI�/DZ�DQG�-XVWLFH��+RPH�$̆DLUV��,QIRU-
mation and Broadcasting, and the Indian Computer Emergency 
Response Team (CERT-IN). The representative cannot be below 
the rank of a Joint Secretary18.

The request is examined by the committee to determine wheth-
er the sample content falls under the grounds of sovereignty and 
integrity of India, defence of India, security of the State, friendly 
relations with foreign States, public order or for preventing in-
FLWHPHQW�WR�WKH�FRPPLVVLRQ�RI�DQ\�FRJQL]DEOH�R̆HQFH�UHODWLQJ�WR�
WKHVH�JURXQGV��DQG�LI�LW�LV�MXVWL¿DEOH�WR�EORFN�SXEOLF�DFFHVV�WR�WKLV�
LQIRUPDWLRQ��$�VSHFL¿F�ZULWWHQ�UHFRPPHQGDWLRQ�DULVLQJ�RXW�RI�WKH�
committee meetings is to be submitted to the Secretary in the De-
partment of Information Technology under MEITY, Government 
of India. The secretary has the power to accept or reject the recom-
mendation. Upon approval of the committee’s recommendation 
E\�WKH�6HFUHWDU\��WKH�'HVLJQDWHG�ṘFHU�VKDOO�GLUHFW�IRU�EORFNLQJ�RI�
access to the information. The order is issued to the ISPs, which 
block access to the content through various methods which have 
been discussed in the following chapter. In case the secretary does 
QRW�DSSURYH�RI�WKH�UHFRPPHQGDWLRQ��WKH�'HVLJQDWHG�2̇FHU�VKDOO�

15 Blocking Rules, 2009, Rule 6(3).
16 Blocking Rules, 2009, Rule 6(2).
17 Blocking Rules, 2009, Rule 6(5).
18 Blocking Rules, 2009, Rule 7.
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FRPPXQLFDWH�WKH�VDPH�WR�WKH�1RGDO�2̇FHU19.

3. Opportunity of hearing:�7KH�'HVLJQDWHG�2̇FHU� LV� UHVSRQ-
sible for identifying the person or intermediary who has hosted 
the information as well as the computer resource on which infor-
mation under contention is being hosted.20 If he can identify the 
SHUVRQ��LQWHUPHGLDU\��FRPSXWHU�UHVRXUFH�KH�PXVW�LVVXH�D�QRWLFH�
WR�VXFK�SHUVRQ�� LQWHUPHGLDU\� WR�VXEPLW� WKHLU� UHSO\�DQG�FODUL¿FD-
WLRQ�WR�WKH�FRPPLWWHH�RQ�D�VSHFL¿HG�GDWH�DQG�WLPH��7KH�WLPH�JLYHQ�
WR�¿OH�D�UHSO\�PXVW�QRW�EH�OHVV�WKDQ����KRXUV�21�,Q�FDVH�WKH�SHUVRQ��
LQWHUPHGLDU\� VR� QRWL¿HG� GRHV� QRW� DSSHDU� EHIRUH� WKH� FRPPLWWHH��
the committee may make its recommendation without providing 
another chance of hearing22.

4. Review Committee: The Review Committee to review the 
¿QDO�RUGHUV�RI�ZHEVLWH�EORFNLQJ�LV�IRUPHG�DFFRUGLQJ�WR�UXOH����$�
of the Indian Telegraph Rules, 1951 and shall review the orders 
PDGH�E\�WKH�'HVLJQDWHG�2̇FHU23. The rule was added through the 
Indian Telegraph (Amendment) Rules, 200724. The amendment 
was based on the guidelines laid down by the Supreme Court in 
the landmark decision of PUCL v. Union of India25 (1997). 
The court provided for the constitution of the Review Committee 
as an oversight mechanism on telephone tapping orders and also 
laid down the composition of the Review Committee which was 

19 Blocking Rules, 2009, Rule 8(4), Rule 8(5), Rule 8(6).
��� $Q�DSSOLFDWLRQ�XQGHU�WKH�5LJKW�WR�,QIRUPDWLRQ�$FW�������ZDV�¿OHG�ZLWK�

the Ministry of Electronics and Information Technology asking if any 
internal standard procedure has been established that is to be followed 
E\�WKH�'HVLJQDWHG�2̇FHU�WR�LGHQWLI\�WKH�SHUVRQ�KRVWLQJ�LQIRUPDWLRQ��
1R�VẊFLHQW�UHVSRQVH�ZDV�UHFHLYHG��FRQVHTXHQWO\�D�)LUVW�$SSHDO�ZDV�
¿OHG��5HIHU�WR�$QQH[XUH���

21 Blocking Rules, 2009, Rule 8(1).
22 Blocking Rules, 2009, Rule 8(2).
23 Blocking Rules, 2009, Rule 2(i).
24 Indian Telegraph (Amendment) Rule, 2007.
25 PUCL v. Union of India (1997) 1 SCC 301.
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adopted by the Amendment.26

According to the Rule, there are two review committees, one, at the 
central level to review orders issued by the Central Government 
and two, at the state level to review orders issued by the respective 
state governments. As only the Central Government issues orders 
related to blocking of content online, only the central committee 
is relevant for the discussion. Accordingly, the Review Committee 
for the Central Government consists of members solely of the ex-
ecutive branch of the government:

1. Cabinet Secretary Chairman;
2. Secretary to the Government of India Incharge, Legal Af-

fairs
3. Secretary to the Government of India, Department of 

Telecommunications.27

The committee must meet at least once in two months and record 
LWV�¿QGLQJV�RQ�WKH�GHFLVLRQ�RI�WKH�VHFUHWDU\��ZKHWKHU�WKH�GLUHFWLRQV�
issued under these rules are in accordance with the provisions sec-
tion 69A of the Act. If the review committee is of the opinion that 
the directions are not in accordance with the provisions of sec-
tion 69A and the rules thereunder, it may set aside the directions 
and issue an order for unblocking of said information28. SFLC.in 
KDG�¿OHG�DQ�DSSOLFDWLRQ�XQGHU�WKH�5LJKW�WR�,QIRUPDWLRQ�$FW�������
(hereinafter “RTI Act”) seeking information related to Review 
Committee meetings under section 69A and it was informed by 
the MEITY that the review committee met 39 times in the year of 
202129.

7KH�UXOHV�SURYLGH�IRU�GL̆HUHQW�SURFHGXUHV�WR�EH�IROORZHG�LQ�FDVH�
there is an emergency and when the court requires access to infor-
mation to be blocked. These are discussed below:

26 Id.at ¶ 35.
27 Indian Telegraph Rules, 1951, Rule 419A (16).
28 Blocking Rules, 2009, Rule 14.
29 Refer to annexure-2.
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1. Emergency Blocking:�³(PHUJHQF\´�KDV�QRW�EHHQ�GH¿QHG�LQ�
the Act or the Rules, 2009. Rule 9 of the Blocking Rules, 2009 states 
the procedure which has to be followed in case of an emergency. 
The emergency procedure essentially bypasses the examination 
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PDGH�E\�WKH�FRPPLWWHH��7KH�'HVLJQDWHG�2̇FHU�KLPVHOI�H[DPLQHV�
the request and makes the recommendation on whether a website 
has to be blocked or not.30 At this stage, the recommendation made 
E\�WKH�'HVLJQDWHG�2̇FHU�LV�QRW�ODLG�EHIRUH�WKH�FRPPLWWHH��,W�LV�ODLG�
before the Secretary for approval or disapproval and accordingly a 
direction is issued. 31. The request is then laid before the examin-
ing committee, within 48 hours of issuing the blocking direction, 
WR� JLYH� VSHFL¿F� UHFRPPHQGDWLRQ32. On receipt of the recommen-
GDWLRQ�E\�WKH�FRPPLWWHH��WKH�6HFUHWDU\�VKDOO�SDVV�WKH�¿QDO�RUGHU�
for approval or disapproval. It must be noted that the Designated 
2̇FHU�GHWHUPLQHV�ZKHWKHU�WKHUH�H[LVWV�DQ�HPHUJHQF\�RU�QRW33.

2. Court Order Blocking: Rule 10 lays down the procedure 

30 Blocking Rules, 2009, Rule 9(1).
31 Blocking Rules, 2009, Rule 9(2).
32 Blocking Rules, 2009, Rule 9(3).
33 Blocking Rules, 2009, Rule 9(4).
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for blocking in case any competent court in India issues an order 
IRU�EORFNLQJ�RI�LQIRUPDWLRQ��,Q�VXFK�D�FDVH�WKH�'HVLJQDWHG�2̇FHU�
XSRQ�UHFHLYLQJ�WKH�FHUWL¿HG�FRS\�RI�WKH�FRXUW�RUGHU�PXVW�LPPHGL-
ately submit it to the Secretary and initiate action as directed34.

One of the more problematic clauses is the Rule 16 which provides 
IRU� EODQNHW� FRQ¿GHQWLDOLW\� UHODWHG� WR� DQ\� LQIRUPDWLRQ� UHJDUGLQJ�
the requests for website blocking and action taken upon those re-
quests. Rule 16 states the following:

“5HTXHVWV�DQG�FRPSODLQWV�WR�EH�FRQ¿GHQWLDO����6WULFW�FRQ¿GHQWLDOL-
ty shall be maintained regarding all the requests and complaints 
received and actions taken thereof.”35

A host of information regarding the blocking of content is sought 
by civil society organisations and aggrieved parties, often under 
the RTI Act. The information sought pertains to blocking orders, 
the number of URLs, websites, applications and social media ac-
counts blocked, and the names of the blocked websites. The re-
sponse is often limited to statistical information and the rest of the 
information sought is denied based on Rule 16.

$Q�H[DPSOH�RI� WKLV� FDQ�EH�DQ�DSSOLFDWLRQ�¿OHG�E\�6)/&�LQ�RQ����
May 2022 under the RTI Act seeking information related to block-
ing of websites from 2015 to 2022. The questions asked under the 
application were:

1. 1XPEHU�RI�:HEVLWHV��85/V�FXUUHQWO\�EORFNHG�
2. 1XPEHU�RI�:HEVLWHV�85/V�EORFNHG�LQ������DQG�����
3. Names or URLs of the websites that are blocked.
4. Copy of blocking orders issued in 2021 and 2022.
5. The number of hearings conducted by the committee as 

provided under Rule 7 of the Information Technology 
(Procedure and Safeguards for blocking for access of In-
formation by Public) Rules, 2009.

34 Blocking Rules, 2009, Rule 10.
35 Blocking Rules, 2009, Rule 16.
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The response that was received on 2 June 2022 provided the num-
ber of websites, URLs and social media accounts blocked. However, 
no orders were provided36. Upon running the OONI application37 
it was observed that some websites were blocked. Consequently, 
DQRWKHU�DSSOLFDWLRQ�XQGHU� WKH�57,�$FW�ZDV�¿OHG�DVNLQJ�ZKHWKHU�
these websites are blocked or not. However, no information was 
provided on the ground of Rule 16 of the Blocking Rules, 2009 and 
section 8 of the RTI Act 38.

The Supreme Court in the landmark judgment Shreya Singhal 
v Union of India22 decided the constitutionality of section 66A, 
section 69A and section 79 of the IT Act. While strengthening 
the fundamental right of freedom of speech and expression the 
court observed that section 66A is unconstitutional as the grounds 
mentioned in the section to restrict speech such as annoyance, in-
FRQYHQLHQFH�RU�JURVVO\�R̆HQG��GR�QRW�KDYH�DQ� imminent causal 
connection with the grounds laid down in Article 19(2). Further, 
WKH�FRXUW�REVHUYHG�WKDW�WKHUH�LV�D�GL̆HUHQFH�EHWZHHQ�DGYRFDF\�DQG�
incitement and it is important to respect this distinction to main-
tain the free trade of ideas39.

With respect to section 79, the court read down sub-section 79(3)
(b) to uphold its constitutional validity. It was observed that “ac-
tual knowledge” must be interpreted in a limited manner to only 
include:

1. A court order that has been passed asking the intermediary to 
expeditiously remove or disable access to certain material

���$�QRWL¿FDWLRQ�E\�WKH�DSSURSULDWH�JRYHUQPHQW�RU�LWV�DJHQF\�WKDW�
unlawful acts related to Article 19(2) of the constitution will be 

36 Refer to Annexure-2.
37 Refer to Annexure-3.
38 Right to Information Act, 2005, § 8, No. 22, Acts of Parliament, 2005 

(India); Refer to Annexure-3.
39 Shreya Singhal v. Union of India (2015) 5 SCC 1, ¶ 47.
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committed40.

The constitutionality of section 69A was upheld by the court on 
the ground that enough safeguards have been adopted within the 
section and the Rules. The court further held that section 69A in-
tends that a written order providing the reasons for blocking shall 
be made available, thereby giving reasonable opportunity to chal-
lenge such blocking under Article 226 (power of High Courts to 
issue writs) of the Indian Constitution41.

The following observation was made by the court while upholding 
the constitutionality of the Section and the Rules made thereunder:

“It will be noticed that Section 69-A unlike Section 66-A is a 
narrowly drawn provision with several safeguards. First and 
foremost, blocking can only be resorted to where the Central 
*RYHUQPHQW�LV�VDWLV¿HG�WKDW�LW�LV�QHFHVVDU\�VR�WR�GR��6HFRQGO\��
such necessity is relatable only to some of the subjects set out in 
Article 19(2). Thirdly, reasons have to be recorded in writing in 
such blocking order so that they may be assailed in a writ peti-
tion under Article 226 of the Constitution.42

The Rules further provide for a hearing before the Committee 
set up—which Committee then looks into whether or not it is 
necessary to block such information. It is only when the Com-
PLWWHH�¿QGV�WKDW�WKHUH�LV�VXFK�D�QHFHVVLW\�WKDW�D�EORFNLQJ�RUGHU�
is made. It is also clear from an examination of Rule 8 that it is 
not merely the intermediary who may be heard. If the “person” 
L�H�� WKH�RULJLQDWRU� LV� LGHQWL¿HG�KH� LV�DOVR� WR�EH�KHDUG�EHIRUH�D�
blocking order is passed. Above all, it is only after these proce-
dural safeguards are met that blocking orders are made and in 
FDVH�WKHUH�LV�D�FHUWL¿HG�FRS\�RI�D�FRXUW�RUGHU��RQO\�WKHQ�FDQ�VXFK�
blocking order also be made. It is only an intermediary who 
¿QDOO\�IDLOV�WR�FRPSO\�ZLWK�WKH�GLUHFWLRQV�LVVXHG�ZKR�LV�SXQLVK-

40 Id., ¶ 122.
41 IndIa Const., art. 226.
42 Id. at ¶ 114.
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able under sub-section (3) of Section 69-A43.”
7KH�VDIHJXDUGV�LGHQWL¿HG�E\�WKH�FRXUW��ZKLFK�DOVR�IRUPHG�WKH�EDVLV�
for declaring section 69A as constitutional are:

i. blocking can only be resorted to where the Central Government 
LV�VDWLV¿HG�WKDW�LW�LV�QHFHVVDU\�VR�WR�GR��DQG

ii. such necessity is related only to some of the subjects set out in 
Article 19(2)

However, Rule 16 makes these safeguards otiose, it prevents the 
D̆HFWHG�SDUW\�IURP�NQRZLQJ�WKH�JURXQGV�IRU�EORFNLQJ�ZKLFK�IXU-
ther leaves them with no resort to challenge the blocking order. 
Moreover, there is a certain degree of opaqueness around the en-
WLUH�SURFHGXUH�ZKLFK�PDNHV� LW�GL̇FXOW� WR�DVFHUWDLQ� LI�VDIHJXDUGV�
are being followed.

7KLV�FRQFHUQ�KDV�FRPH�WR�WKH�IRUHIURQW�ZLWK�WKH�SHWLWLRQ�¿OHG�E\�
Twitter Inc. in the Karnataka High Court44. It challenges the block-
ing of 39 accounts blocked vide 10 blocking orders issued by the 
government over the span of one year from February 2021 to Feb-
ruary 2022. The petition challenges the orders on the ground that 
the URLs are being blocked for reasons other than laid down in 
section 69A. Further, the orders are overbroad and disproportion-
ate. The petition has also challenged these orders for being proce-
durally non-compliant as the government has failed to provide any 
prior notice to the originator of the information. As of the date of 
publication of this report, a notice has been issued by the court. It 
is yet to be seen how Rule 16 is interpreted by the High Court.

43 Id. at ¶ 115.
44 Aditya K, Account- level blocking violated rights of users; blocking 

of 39 URLs challenged: Why Twitter has moved the Karnataka High 
Court��%DU�DQG�%HQFK���-XO\�����������KWWSV���ZZZ�EDUDQGEHQFK�FRP�
QHZV�OLWLJDWLRQ�H[FOXVLYH�DFFRXQW�OHYHO�EORFNLQJ�YLRODWHV�ULJKWV�RI�XV-
ers-blocking-of-39-urls-challenged-why-twitter-has-moved-the-karna-
taka-high-court.
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Another recent example highlighting this issue is the case of block-
ing Dowry Calculator (dowrycalculator.com), a satirical website 
which allows a person to calculate their dowry. According to jour-
nalist Tanul Thakur, the purpose of this website is to ridicule the 
practice of dowry. The website was created in the year 2011 and 
received a positive response. In 2018, however, the website was 
blocked after a Union Minister found it to be in a bad taste and to 
be promoting the practice of dowry45.

Tanul Thakur the owner of the website was never provided with 
the order directing the blocking of his website nor was he given 
DQ\�RSSRUWXQLW\�RI�KHDULQJ��)ROORZLQJ�WKLV��KH�¿OHG�PXOWLSOH�DSSOL-
cations under the Right to Information Act, 2005. After receiving 
QR�VDWLVIDFWRU\�UHVSRQVH�IURP�WKH�JRYHUQPHQW��D�SHWLWLRQ�ZDV�¿OHG�
in the Delhi High Court in 2019. On 11 May 2022, an interim order 
was passed by the court directing the government to provide the 
order directing blocking of his website as well as a post decisional 
hearing. This order is a step towards bringing transparency to the 
process of website blocking46.

THE INFORMATION TECHNOLOGY (INTERMEDIARY GUIDELINES AND 
DIGITAL MEDIA ETHICS CODE) RULES, 2021

The Intermediary Guidelines, 2021 which replaces the previous 
Information Technology (Intermediaries Guidelines) Rules, 2011, 
provides the framework for content regulation of online publishers 
such as news publishers, audio-video content curators and social 
media intermediaries. The Intermediary Guidelines, 2021 envisages 
providing a comprehensive mechanism to regulate content hosted 
on the internet and to enhance the transparency between the users 

��� 6WD̆�5HSRUWHU, High Court seeks centre’s response on blocking ‘dowry 
calculator��7KH�+LQGX���'HFHPEHU������������KWWSV���ZZZ�WKHKLQGX�
FRP�QHZV�FLWLHV�'HOKL�KF�VHHNV�FHQWUHV�UHVSRQVH�RQ�EORFNLQJ�GRZ-
U\�FDOFXODWRU�DUWLFOH���������HFH�

��� 7DQXO�7KDNXU�Y��8QLRQ�RI�,QGLD��:3�&��������������'HO�+&���KWWSV���
ZZZ�OLYHODZ�LQ�SGIBXSORDG�����������������SGI�
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and platforms, thereby, increasing accountability. The Rules lay 
down the graded due diligence standards for social media interme-
diaries; an internal grievance redressal mechanism; a Code of Ethics 
for publishers of news and online curated content; self-regulation 
for publishers and an over-arching executive oversight mechanism.

Chapter IV of the Intermediary Guidelines, 2021 provides for the 
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Oversight Mechanism. Rule 1447 provides for the constitution of an 
Inter-Departmental Committee which shall examine complaints 
or grievances. The Committee, upon the examination of a com-
plaint regarding the violation of the Code of Ethics, may make the 
following recommendations amongst many others:

i. delete or modify content for preventing incitement to the com-
PLVVLRQ�RI�D�FRJQLVDEOH�R̆HQFH�UHODWLQJ�WR�SXEOLF�RUGHU�

LL��LQ�FDVH�RI�FRQWHQW�ZKHUH�WKH�&RPPLWWHH�LV�VDWLV¿HG�WKDW�WKHUH�LV�
a need for taking action in relation to the reasons enumerated in 
sub-section (1) of section 69A of the Act, it may recommend such 
action.48

Following the recommendation, the Secretary to the MIB shall 
issue an order with respect to the recommendation. The proce-
dure for issuing the direction is along similar lines as the Blocking 
Rules, 2009. The recommendation will be sent by the Authorised 
2̇FHU��DQ�ṘFHU�IURP�WKH�0,%�QRW�EHORZ�WKH�UDQN�RI�-RLQW�6HFUH-
tary) to the Secretary for approval or disapproval. Upon approval 
E\�WKH�6HFUHWDU\��WKH�$XWKRULVHG�2̇FHU�FDQ�GLUHFW�DQ\�SXEOLVKHU��
government agency or intermediary to delete, modify or block the 
FRQWHQW�ZLWKLQ�WKH�VSHFL¿HG�WLPH�IUDPH�49

47 Intermediary Guidelines, 2021, Rule 14.
48 Intermediary Guidelines, 2021, Rule 14(5).
49 Intermediary Guidelines, 2021, Rule 15.



Chapter 1

33

Rule 1650 provides for blocking access to information in case of an 
emergency (“Emergency Blocking”). It is stated that in case of an 
HPHUJHQF\�� WKH�$XWKRULVHG�2̇FHU�ZLOO�H[DPLQH� WKH�FRQWHQW�DQG�

50 Intermediary Guidelines, 2021, Rule 16.
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GHFLGH�ZKHWKHU�EORFNLQJ�LV�QHFHVVDU\�RU�H[SHGLHQW�DQG�MXVWL¿DEOH�
to block such information, as per the grounds mentioned in Section 
69A. This recommendation will be sent to the Secretary of Ministry 
for interim approval or disapproval. Pertinently, such measures 
can be taken without providing any opportunity of hearing to the 
creator of the content. Subsequently, the order is then laid before 
the Inter-Departmental Committee within 48 hours for consider-
DWLRQ�DQG�WKH�¿QDO�UHFRPPHQGDWLRQ��7KH�6HFUHWDU\�KDV�WKH�SRZHU�
WR�¿QDOO\�DSSURYH�RU�GLVDSSURYH�WKH�¿QDO�UHFRPPHQGDWLRQ�

Rule 1751 provides for Review Mechanism which is the same as 
under the Blocking Rules, 2009. The Review Committee formed 
under Rule 419A of the Indian Telegraph Rules, 1951 reviews these 
decisions as well.

The introduction of these rules essentially gives concurrent power 
to the MIB to censor websites under section 69A of the Informa-
tion Technology Act. Since 2021, the Ministry has so far blocked 
at least 95 websites, URLs or social media accounts52. All these 
blocking orders were issued under Rule 16 (Emergency Blocking) 
only. The Ministry has not blocked any website under Rule 15.53

The Ministry for Broadcasting and Information in December 2021 
blocked 20 channels on YouTube and 2 websites for spreading 
anti-India propaganda and fake news. In the press release, it was 
stated that these channels and websites were associated with a 
Pakistani network called The Naya Pakistan Group (NPG). These 
channels cumulatively had a base of over 35 lakh viewers. The no-
tice further states that these channels were posting content related 
to Kashmir, the Indian Army, minority communities, Ram Mandir, 

51 Intermediary Guidelines, 2021, Rule 17.
52 Lok Sabha Unstarred Question No. 1602, (July 26, 2022), IXth Session 

RI�6HYHQWHHQWK�/RN�6DEKD��KWWS���ORNVDEKDSK�QLF�LQ�4XHVWLRQV�45H-
sult15.aspx?qref=40509&lsno=17; Ministry of Information and Broad-
FDVWLQJ��'LJLWDO�3UHVV�5HOHDVH��KWWSV���PLE�JRY�LQ�GLJLWDO�SUHVV�UHOHDVH�

53 Refer to Annexure-4.
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and General Bipin Rawat. These channels attempted to incite the 
minorities against the Government of India. It was also feared 
that these YouTube channels would be used to post content to un-
GHUPLQH�WKH�GHPRFUDWLF�SURFHVV�RI�WKH�XSFRPLQJ�HOHFWLRQV�LQ�¿YH�
states.54

In April 2022, the MIB blocked another set of YouTube Channels 
and social media accounts. These channels were also blocked for 
spreading fake news and coordinated disinformation over social 
media on subjects prejudicial to national security, foreign rela-
tions and public order.55 This blocking was also issued under the 
Emergency Blocking rule.

It is apposite to mention that these rules do not contain any rule 
corresponding to Rule 16 in the Blocking Rules, 2009. This im-
plies that the MIB has to make information related to the block-
ing of websites under the Intermediary Guidelines, 2021 publicly 
available. Further, when any information-related to blocking is 
sought through an application under the RTI Act, the Ministry 
cannot deny providing this information unless it falls under the 
ambit of Section 8 of the RTI Act, therefore, resulting in increased 
transparency when compared to the blocking procedure under the 
Blocking Rules, 2009.

54 Ministry of Information and Broadcasting, India dismantles Pakistani 
coordinated disinformation operation, Press Information Bureau, 
�'HFHPEHU������������KWWSV���SLE�JRY�LQ�3UHVV5HOHDVH3DJH�DVS[-
?PRID=1783804.

55 Ministry of Information and Broadcasting, Ministry of I&B blocks 22 
YouTube channels for spreading disinformation related to India’s 
national security, foreing relations and public order, Press Infor-
PDWLRQ�%XUHDX���$SULO�����������KWWSV���SLE�JRY�LQ�3UHVV5HOHDVH3DJH�
aspx?PRID=1813603.
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wEBSITE BLOCkING UNDER THE COPYRIGHT ACT 1957 AND CIVIL 
PROCEDURE CODE, 1908 

Copyright is a statutory right56 which allows the owner to use 
WKHLU�ZRUN�LQ�D�PDQQHU�ZKLFK�WKH\�¿QG�DSSURSULDWH�DQG�WR�SUR-
tect their economic and moral interests arising from that work 
from the rest of the world. There are multiple recourse and rem-
edies available to the copyright owner in case of an infringement. 
The advent of the internet poses new and unique challenges to 
the protection of this right. However, the courts also remain 
cognizant of the fact that aggressive protection of this proprietary 
right may result in unreasonably restricting free speech. Against 
this backdrop, the Indian judiciary has developed the jurispru-
dence for blocking infringing content online. The courts have 
DWWHPSWHG�WR�EDODQFH�WKHVH�WZR�FRPSHWLQJ�LQWHUHVWV�WR�¿QG�DQ�
ḢFLHQW�UHPHG\�WR�SURWHFW�LQWHUHVWV�XQGHU�WKH�FRS\ULJKW�UHJLPH�
in India. The section will trace this line of precedent.

Section 5157 of the Copyright Act prescribes the acts which con-
VWLWXWH�D� FRS\ULJKW� LQIULQJHPHQW��:KHQ�DQ�RZQHU�FUHDWRU�RI� WKH�
website does not have the ownership rights or license for the con-
tent hosted on his website, it amounts to an infringement of the 
copyright of the owner of the content, as per section 51(a)(i) and 
(b)(ii).

Section 5258 deals with instances which do not constitute an in-
fringement of copyright. According to Section 52(1)(c) transient or 
incidental storage of a work does not amount to an infringement 
of copyright. Such incidental or transient storage can be done for 
electronic links, access or integration and where doing so is not 

56 Statutory Right is a right which arises from a legislation as opposed to 
the constitution, common law etc.

57 The Copyright Act, 1957, § 51, No. 14, Acts of Parliament, 1957 (India) 
[hereinafter The Copyright Act, 1957].

58 The Copyright Act, 1957, § 52.
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expressly prohibited by the owner of the copyright. An exception 
to this is that the person storing it is aware that such storage is of 
an infringing copy. Further, the proviso of section 52 states that 
upon receiving a written complaint, the person responsible must 
stop access to such a copy for 21 days or till a court order is ob-
tained. However, if no court order is obtained within 21 days then 
the content can be unblocked.

Rule 7559 of the Copyright Rules, 2013 prescribes the format for 
the written complaint to be sent to the person who has stored the 
work. The complaint must contain the description of the work to 
identify it, and information which establishes that the complainant 
is the owner or exclusive licensee of the copyright in the work.

Sub-rule 3 provides that, upon receiving the written complaint, the 
SHUVRQ�UHVSRQVLEOH�IRU�VWRUDJH��LI�VDWLV¿HG�ZLWK�WKH�FRPSODLQW��KDV�
to take “measures to refrain from facilitating such access” for a 
period of twenty-one days from the date of receipt of the complaint 
or till the court order is received. This must be done within 36 
hours of receiving the complaint. The person responsible for stor-
age also has to display a notice containing reasons for restraining 
such access. Once the 21-day period is over and the complainant 
fails to provide a court order, the person responsible for storage 
can restore the content. Further, in case of a failure to produce a 
court order, the person responsible for storage is not obliged to 
respond to another notice sent by the same complainant, on the 
same work, stored in the same location.

In addition, chapter XII of the Act provides for the remedies avail-
able to the owner or the license holder in case of an infringement. 
Section 55(1) states that “Where copyright in any work has been 
infringed, the owner of the copyright shall, except as otherwise 
provided by this Act, be entitled to all such remedies by way of 
injunction, damages, accounts and otherwise as are or may be 

59 Copyright Rules, 2013, Rule 75.
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conferred by law for the infringement of a right.”60

The ISPs are bound to block access to content declared infring-
ing by the courts under section 79(3)(b) of the IT Act, in addition 
to the provisions under the Copyright regime61. Section 79 of the 
IT Act, states that an intermediary, in order to avail the safe har-
bour, must ensure that it disables access to any content hosted by 
it which is being used to commit an unlawful act. The notice for 
disabling access to content can be given to the intermediary by the 
government or the court62.

Normally, the remedy of injunction is sought by the owner or 
licensee of the copyright. Courts pass injunctions against the 
Rogue Website.�7KH�FRXUWV�KDYH�DGRSWHG�WZR�GL̆HUHQW�DSSURDFKHV�
to determine if a website is a Rogue Website or not. The broader 
approach is when an injunction is passed for blocking of an entire 
ZHEVLWH�DV�DJDLQVW�VSHFL¿F�85/V�ZKHQ�LW�LV�IRXQG�WKDW�WKH�ZHEVLWH�
substantially contains infringing content. The test used in this 
approach is a qualitative one. The narrow approach is when an 
injunction is passed to block the entire website when it is found 
that the website hosts infringing content only��7KH�GL̆HUHQFH�EH-
tween the two approaches is that of the threshold for the infringing 
content- in the broad approach a substantial amount of infringing 
content is enough to pass an injunction whereas in the narrow ap-
proach no injunction is passed unless all the content on a website 
is infringing the copyright.

The narrow approach was laid down by the Bombay High Court in 
the case of Eros International Media Ltd. & Anr v Bharat 
Sanchar Nigal Ltd.63� 7KH� SHWLWLRQ�ZDV� ¿OHG� E\� (URV� ,QWHUQD-
WLRQDO�0HGLD�WR�EORFN�85/V�ZKLFK�ZHUH�KRVWLQJ�D�¿OH�QDPHG�³'L-

60 The Copyright Act, 1957, § 55.
61 The Information Technology Act, 2000, § 79.
62 Shreya Singhal v. Union of India, ¶ 122, 124.
63 Eros International Media Ltd. & Anr v. Bharat Sanchar Nigal Ltd., 

(2016) SCC OnLine Bom 16030.
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shoom”, a copyrighted work of Eros. The court blocked a curated 
OLVW�RI�85/V�ZKLFK�ZDV�SXW�WRJHWKHU�E\�WKH�SODLQWL̆V�DIWHU�DQ�H[-
WHQVLYH�YHUL¿FDWLRQ�FRQGXFWHG�E\�H[SHUWV��7KH�FRXUW�REVHUYHG�WKDW��
ZKLOH�SURYLGLQJ�D�UHPHG\�WR�WKH�SODLQWL̆�WR�SURWHFW�WKHLU�LQWHUHVWV��
the court must be mindful of the rights of the owners of the web-
sites as well. Courts often give primacy to those who hold statutory 
and common law rights under the intellectual property regime. 
However, as a consequence of this, all other rights are considered 
subordinate64. Therefore, the court concluded that the entire web-
site will be blocked when only infringing content is hosted on it.

The same reasoning was followed in Balaji Motion Pictures v 
Bharat Sanchar Nigam Ltd and others65. The court refused 
to block the entire website and observed that large-scale block-
ing means denial of access to all the content including legitimate 
content66.

On the other hand, the broader approach was adopted by the Delhi 
High Court and has been followed consistently by the High Court. 
The primary reason for adopting the broader approach was given 
in Department of Electronics and Information Technol-
ogy v Star Parivar Pvt Ltd67- where the court observed that a 
remedy banning URLs only is not successful in achieving the ob-
jective of granting the remedy. As it is very easy to change the URL 
DQG�KRVW�WKH�VDPH�LQIULQJLQJ�FRQWHQW�RQ�D�GL̆HUHQW�85/��+RZHYHU��
the same is not possible with a website. Once a website is blocked, 
JHWWLQJ� DQRWKHU� GRPDLQ� QDPH� LV� GL̇FXOW�� 7KHUHIRUH�� D� UHPHG\�
RI�EORFNLQJ�WKH�ZHEVLWH�LV�PRUH�H̆HFWLYH�LQ�SUHYHQWLQJ�FRS\ULJKW�
infringement68.

64 Id. at ¶ 5.
65 Balaji Motion Pictures v. Bharat Sanchar Nigam Ltd. And others 

(2016) SCC OnLine Bom 16029.
66 Id. at ¶ 6.
67 Department of Electronics and Information Technology v. Star Parivar 

Pvt. Ltd. (2016) SCC OnLine Del 4160.
68 Id. at ¶ 11.



Chapter 1

40

The landmark judgment which lays down the broader approach 
is UTV Software Communication Ltd and Ors v 1337X.to 
and ors.69 The suit was brought by UTV Software against various 
websites which hosted and communicated content in which UTV 
had copyright. UTV sought a permanent injunction against these 
websites and to direct the ISPs to block access to the websites. They 
observed that an entire website can be blocked if it is necessary 
and proportionate. The court explains necessary as the measure 
which is essential to achieve the stated aim. Elaborating on the 
meaning of a proportionate remedy, the court said that such a 
remedy should be done which is the least restrictive measure, or 
RQH�ZKLFK�GRHV�QRW�DGYHUVHO\�D̆HFW� WKH�GHIHQGDQW¶V� LQWHUHVWV�H[-
cessively70. It was observed by the Court that an order blocking the 
infringing URL is indeed less restrictive than an order blocking 
the entire website. However, the repeated resurgence of new URLs 
of a website which continue spreading the pirated material, makes 
it an onerous task for the right-holder. An order which blocks 
only the infringing URLs of a website which posts pirated content 
would require the right holders to approach the Internet Service 
Provider repeatedly to request the blocking of each such URL. This 
would make the process onerous for the right holder, and fails to 
achieve the objective of the blocking order- which is to prevent the 
circulation of protected content71.

Further the court held that the threshold for determining if a web-
site is rogue or not is a qualitative one, according to the court72. 
This qualitative test is the broad approach. According to the court, 
the websites which predominantly share� LQIULQJLQJ�SLUDWHG�FRQ-
tent are to be considered rogue websites.

7KH� MXGJPHQWV� UHFRXQWHG� DERYH� UHÀHFW� WKH� FDXWLRXV� DSSURDFK�

69 UTV Software Communication Ltd. And Ors. v. 1337X.to and ors, 
(2019) SCC OnLine Del 8002.

70 Id. at ¶ 76.
71 Id. at ¶ 82.
72 Id. at ¶ 68.



Chapter 1

41

of High Courts towards blocking of websites based on copyright 
infringement and balancing it with the freedom of speech and ex-
pression. The courts, in the above cases, perform critical scrutiny 
of infringement claims and craft remedies to strike a balance be-
tween two competing interests. An example of this is in the case 
of Eros International where the court granted dynamic injunc-
tion for Hydra Headed websites. It was observed by the court that 
often mirror websites come up after an injunction is obtained for 
a website. This makes the remedy of injunction redundant and the 
RZQHUV�ZLOO�KDYH�WR�¿OH�D�VXLW�IRU�HYHU\�QHZ�PLUURU�ZHEVLWH��,Q�VXFK�
a situation a dynamic injunction allows the ISPs to block the mir-
ror websites on their own accord without obtaining court orders. 
However, this injunction was granted only after placing a cave-
at- the ISPs should not perform the judicial function of deciding 
which website must be blocked. Their role is limited to blocking of 
mirror websites73.

THE wORLD INTELLECTUAL PROPERTY ORGANISATION COPYRIGHT 
TREATY, 1996, AND THE DIGITAL MILLENNIUM COPYRIGHT ACT, 
1998

An examination of the laws enabling the blocking of websites war-
UDQWV�D�VWXG\�RI�WZR�LQWHUQDWLRQDO�LQVWUXPHQWV�ZKLFK�VLJQL¿FDQWO\�
impact the statutory framework of copyright in India: The World 
Intellectual Property Organisation Copyright Treaty, 1996, and 
the Digital Millennium Copyright Act, 1998, enacted by the United 
States Congress.

The World Intellectual Property Organisation Copyright Trea-
ty (hereinafter ‘WCT’), which sought to extend the protection 
of copyrightable material transferred through the internet. The 
7UHDW\� LV� DQ� DUUDQJHPHQW� XQGHU� WKH�%HUQH�&RQYHQWLRQ� �¿UVW� DG-
opted in 1886 and amended several times since), which sought to 
ensure that works which are protected in one contracting coun-
WU\�DUH�D̆RUGHG�WKH�VDPH�SURWHFWLRQ�LQ�RWKHU�FRXQWULHV�ZKLFK�DUH�

73 Id. at ¶ 99-100.
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contracting parties to the convention. Therefore, the purpose of 
the WCT is to enable the enforcement of one’s copyright in other 
jurisdictions, particularly when such violation occurs through the 
internet. Although India had made amendments to its copyright 
regime under the Copyright (Amendment) Act, 2012, to accom-
modate some of the measures from the WCT, it had not acceded 
to the treaty. This presented the introduction of provisions such 
as the ones present in the Digital Millennium Copyright Act, 1998 
(hereinafter ‘DMCA’, elaborated below), which have been crit-
icized for their excessively strict measures.74 In 2018, however, 
India acceded to the WCT, which would consequently require it 
to bring further amendments to the copyright framework in In-
dia, which may considerably wane its powers to retain measures 
and provisions which it deems acceptable on grounds of public 
policy. The punishments without reserving with itself the ability 
to prevent the implementation of those provisions which it may 
have been reluctant to accept on grounds of public policy. An ex-
ample often cited is how India amended its copyright regime in 
2012 to adopt some of the Treaty’s requirements but did not en-
force DMCA-like punishments against anti-circumvention, or the 
prohibition on and punishment upon the manufacture of a device 
or software which enables a user to circumvent the Digital Rights 
Management System (DRM) which protects the material.

While considering the impact of India’s accession to the WCT, 
DMCA must also be considered for a comprehensive analysis of 
the impact of international instruments on the website-blocking 
phenomena in India on grounds of copyright violation.

The Digital Millennium Copyright Act, 1998 is an anti-piracy stat-
ute of the United States which amends the liability regime against 
copyright infringers prevailing until then in the United States under 

74 Devika Agarwal, Radhika Agarwal, Needless pressure to change copy-
right laws��7KH�+LQGX�%XVLQHVV/LQH���-DQXDU\������������KWWSV���ZZZ�
WKHKLQGXEXVLQHVVOLQH�FRP�RSLQLRQ�QHHGOHVV�SUHVVXUH�WR�FKDQJH�
FRS\ULJKW�ODZV�DUWLFOH��������HFH�
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the Copyright Act, 1976. Primarily, the statute was introduced to 
give the implementation of two international treaties adopted at 
the World Intellectual Property Organisation (WIPO), 1996: the 
WCT, and the WIPO Performances and Phonograms Treaty. Like 
all copyright statutes, the enactment protects owners of intellectu-
al property, while also laying down exceptions to instances when 
works may be used without permission without attracting liability. 
The statute also provides for “prohibition against circumvention 
of technological protection measures employed by copyright own-
ers to protect their works, and against the removal or alteration 
of copyright management information, (which) were required in 
order to implement U.S. treaty obligations”75. Other provisions of 
the statute include a restriction on the production or manufactur-
ing of devices, or software, which may be used to circumvent the 
technological protection measures which are introduced to protect 
a work76.

Impact of the DMCA on Blocking in India:

Although the operation and impact of DMCA should ideally not 
be felt in India, the concentration of intermediaries in the United 
States causes the exception. As such, Indian content users and up-
loaders, relying on American intermediaries, rely on the DMCA to 
raise copyright claims against the infringer using the same inter-
mediary. This is done by virtue of Article 5(1) of the Berne Conven-
tion, which extends the protection granted to a copyright owner 
in one jurisdiction across Contracting Parties. The intermediaries’ 
liability for hosting infringing content of foreign authors is limited 
by virtue of Article 10 of the WCT77 and Title II of DMCA. This lim-
itation of liability or safe harbour is conditioned upon the removal 

75 Executive Summary Digital Millennium Copyright Act Section 104 
5HSRUW��KWWSV���ZZZ�FRS\ULJKW�JRY�UHSRUWV�VWXGLHV�GPFD�GPFDBH[-
ecutive.html

76 Id.
��� :,32�&RS\ULJKW�7UHDW\��:&7���������DFFHVVHG�DW�KWWSV���ZZZ�ZLSR�

LQW�HGRFV�SXEGRFV�HQ�ZLSRBSXEB����SGI
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of infringing content as and when such claims are raised. Further, 
it provides the mechanism to raise claims regarding copyright in-
fringement with the intermediaries78. The intermediary, usually 
an American entity, would be approached under the DMCA for 
the removal of the digital page which hosts the protected content. 
It follows from this, that in most cases, the DMCA becomes the 
prevailing statute under which a copyright owner may proceed 
against an infringer.

However, the DMCA has been subjected to severe criticism in its 
parent statute: most critics believe that the statute does not ac-
commodate fair use exceptions comprehensively, and by extension, 
hampers free speech protected under the First Amendment to the 
Constitution of the United States. Apart from the criticism that the 
provision faces for the threat which it poses to free expression, a 
report by researchers from the University of California, Berkeley, 
and Columbia University found that nearly a third of the automat-
ed notices sent by “large copyright holders targeting large-scale 
infringement- in theory, the easiest cases for takedown- and found 
nearly a third (28.4%) raised at least one question about their va-
lidity”. An expected assumption which would follow from this is 
that notices sent from “less sophisticated users…more than seven 
out of ten (72%) presented questions about their validity”79.

The results of this study create room for speculation as to like-
ly scenarios in which the takedown of content was questionable. 
Some incidents in India have shed light on the perils which em-
anate from this arrangement: a recent case is the DMCA notice 
found on the Lumen Database. Saregama, a large Indian music 

78 The Digital Millenium Copyright Act, 1998, Title II; Copyright Law of 
the United States and Related Laws contained in Title 17 of the United 
6WDWHV�&RGH��&LUFXODU�����0D\�������KWWSV���ZZZ�FRS\ULJKW�JRY�WL-
WOH���WLWOH���SGI�

79 New Study of Online Copyright Disputes Finds Problematic Practices, 
%HUNHOH\�/DZ���0DUFK������������KWWSV���ZZZ�ODZ�EHUNHOH\�HGX�DUWL-
FOH�QHZ�VWXG\�RQOLQH�FRS\ULJKW�GLVSXWHV�¿QGV�SUREOHPDWLF�SUDFWLFHV��
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label, had alleged the infringement of the copyright of its song by 
about 99 URLs. SpicyIP, a blog about intellectual property law, 
also received a notice regarding the takedown of one of its URLs 
from Google LLC in this relation. SpicyIP reports how the notice, 
alleging the “making available” of the protected song, was towards 
a report. The report was about the complicated history of the pro-
tected song and mentioned the song only by way of “describing the 
facts in dispute”.80 The webpage having been deindexed from Goo-
JOH�¿UVW�XQGHU�WKH�$PHULFDQ�ODZ��DIWHU�ZKLFK�WKH�QRWLFH�ZDV�VHUYHG��
SpicyIP was informed of the counter-notice remedy available to it. 
They availed the remedy, and the URL was restored. By way of an 
example, however, this and instances like this expose the vulnera-
bility pierced into the freedom of speech through a rigid notice and 
takedown regime.

$QRWKHU� LQFLGHQW� ZKLFK� DWWUDFWHG� VLJQL¿FDQW� DWWHQWLRQ� ZDV� WKH�
blocking of the Twitter account of India’s Minister of Information 
and Technology under the DMCA. Based on an alleged violation, 
the Minister’s account was blocked. Although the Minister’s ac-
count was restored soon after, the incident was seen as one which 
shed light upon the degree of powers which intermediaries exer-
cise, and the imperfections of copyright regimes. Shashi Tharoor, 
a Member of Parliament of India also is reported to have deleted 
his tweet following a DMCA notice.

Although the DMCA provides for a counter-notice procedure, 
WKURXJK� ZKLFK� ZURQJIXOO\� D̆HFWHG� FRQWHQW� XSORDGHUV� PD\� VHHN�
recourse before the intermediary which has blocked access to 
WKHLU� GLJLWDO� FRQWHQW� LQ� ZKDWHYHU� IRUP�� WKH� H̆HFWLYHQHVV� RI� WKH�
counter-notice process against wrongful takedowns has been 
TXHVWLRQHG�� ,Q� UHVSRQVH� WR� WKH� 86� &RS\ULJKW� 2̇FH¶V� LQYLWDWLRQ�

80 Divij Joshi, SaReGaMa Pa-rdon Me, You Have the Wrong Address: 
On the Perils and Pitfalls of Notice and Takedown, SpicyIP, (February 
�����������KWWSV���VSLF\LS�FRP���������VDUHJDPD�SD�UGRQ�PH�\RX�
have-the-wrong-address-on-the-perils-and-pitfalls-of-notice-and-
takedown.html.
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requesting public comments on the takedown process under the 
'0&$��WKH�&HQWUH�IRU�,QWHUQHW�6RFLHW\�DW�6WDQIRUG�/DZ�6FKRRO�¿OHG�
a response highlighting the inadequacies of the counter-notice 
SURFHVV��,W�ZDV�QRWHG�WKHUHLQ��WKDW�DSDUW�IURP�¿OLQJ�FRXQWHU�QRWLF-
es against wrongful takedown being rare, the number of mistaken 
or malicious takedowns “vastly exceeds the number of counter-no-
tices”. Another reason cited was the nature of the counter-notice 
process. The requirement of consent to jurisdiction mandated 
under Section 512(g)(3)(D) of the DMCA, is problematic for users 
not residing in the United States. Additionally, there is a provision 
penalising perjury as well, which reportedly has an intimidating 
H̆HFW��,QWHUHVWLQJO\��LQ�WKHLU�UHVSRQVH��WKH�&HQWUH�IRU�,QWHUQHW�6R-
ciety also stated that “the cost of error for a user if she is mistaken 
about her copyright defenses is much higher than the cost of error 
for a copyright owner who is mistaken about her claims”.81

Issues around implementation and remedy notwithstanding, the 
creation of a parallel copyright regime also proves problematic. 
The contrast between the Indian regime and DMCA lies in the 
stage of judicial intervention. Under Indian law, judicial interven-
tion is mandated once the notice is sent to an intermediary. In case 
no court order is obtained within 21 days after seeking blocking 
of content, the intermediary has to unblock the content. On the 
other hand, unblocking under DMCA is conditioned upon a count-
HU�QRWLFH�¿OHG�E\�WKH�LQIULQJLQJ�SDUW\��7KH�MXGLFLDO�LQWHUYHQWLRQ�LV�
required to get the content blocked again after the counter-notice 
is received by the intermediary82. Therefore, it is observed that in 
the Indian regime the content will get unblocked on default. Ad-
ditionally, the onus of approaching the court to keep the content 
blocked is on the copyright owner. However, there is no such onus 
on the copyright owner under DMCA. The content continues to be 

81 Daphne Keller, Annemarie Bridy, DMCA Counter-Notice: Does 
It Work to Correct Erroneous Takedowns?, (January 17, 2017), 
KWWS���F\EHUODZ�VWDQIRUG�HGX�EORJ���������GPFD�FRXQWHU�QR-
tice-does-it-work-correct-erroneous-takedowns.

82 The Digital Millennium Copyright Act, 1998.
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EORFNHG�XQOHVV�D�FRXQWHU�QRWLFH�LV�¿OHG��,W�LV�RQO\�ZKHQ�D�FRXQWHU�
QRWLFH�LV�¿OHG�WKDW�WKH�RQXV�LV�VKLIWHG�RQ�WKH�FRS\ULJKW�RZQHU�DJDLQ��
This puts the copyright owner in a position where making frivolous 
or mistaken claims is not onerous and does not necessarily have 
to undergo judicial scrutiny. Further, the ex post� QRWL¿FDWLRQ�RI�
takedown also inspires an inquiry of the exact toll on legal speech, 
in addition to the factors mentioned above.
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CHAPTER 1

ANALYSIS OF wEBSITE BLOCkING IN INDIA
The legal framework for blocking access to information on the In-
ternet has been highlighted in the section above. We have covered 
website blocking due to copyright infringement, blocking in line 
with section 69A and the Blocking Rules, 2009 as well as Inter-
mediary Guidelines, 2021. It is to be noted that there is a severe 
dearth of information when it comes to obtaining orders of web-
site blocking in India. This leads to lack of transparency. A true 
survey of the impact of the use (or misuse) of blocking orders, and 
the fallacies in the Rules empowering the Government to do so, 
is crucial in order to measure the extent of violation of the rights, 
which are under challenge due to State action. This chapter carries 
out this survey by numerically studying the number of websites 
which were blocked in India and it is pertinent to note that:

1. The data is collected within the time period from 2015 to 
March 2022.

2. Meaning of websites in this report include- URLs, com-
plete website, YouTube Channels and Social Media Ac-
FRXQWV��7KLV�GH¿QLWLRQ�LV�EDVHG�RQ�WKH�GH¿QLWLRQ�DGRSWHG�
by the government for counting websites blocked under 
various laws (footnote + annex the RTI).

3. Additionally, information was collected from the follow-
ing sources:

4. 5HSOLHV�WR�WKH�DSSOLFDWLRQV�¿OHG�XQGHU�WKH�5LJKW�WR�,QIRU-
mation Act, 2005.

5. Court orders.
6. Website of Ministry of Information and Broadcasting and 

Department of Telecommunications.
7. Newspaper Reports.

List of applications under Right to Information Act, 2005 that 
KDYH�EHHQ�¿OHG�E\�6)/&�LQ�
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Details of 
Information 

Sought

Depart-
ment

Response
First 

Appeal
Second 
Appeal

Total number of 
websites blocked 
under section 
69A since the 
year 2012.

MEITY

Response only 
contained the 
number of web-
sites that have 
been blocked and 
the number of 
Review Commit-
tee meetings held 
in the year 2021. 
Remaining infor-
mation denied 
on the ground of 
section 8 of the 
RTI Act and Rule 
16 of the Blocking 
Rules, 2009.

1RW�¿OHG 1RW�¿OHG

Copies of the 
blocking orders.

Review Com-
mittee meetings 
held.

Asked for block-
ing of particular 
websites. 

MEITY

Information de-
nied on the basis 
of section 8 of the 
RTI Act and Rule 
16 of the Blocking 
Rules, 2009.

Filed- 
infor-
mation 
denied

Filed- 
pendingThe list of web-

sites was curated 
using OONI.

Copies of block-
ing orders

Sought infor-
mation related 
to blocking of 
videolan.org

MEITY
No information 
available with the 
department.

Filed- no 
infor-
mation 
available

Filed- 
pending
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Details of 
Information 

Sought

Depart-
ment

Response
First 

Appeal
Second 
Appeal

Total number of 
websites blocked 
under section 
69A since the 
year 2021.

MIB

Provided the link 
to the website 
maintained by 
MIB where all 
blocking informa-
tion is put up.

1RW�¿OHG 1RW�¿OHG
Copies of the 
blocking orders.

Review Com-
mittee meetings 
held.
Total number of 
websites blocked 
by the depart-
ment
Copies of the 
blocking orders

DoT

Provided the list 
of websites that 
were blocked 
through court 
orders.

1RW�¿OHG 1RW�¿OHG

Method adopt-
ed by MEITY 
to identify the 
person hosting 
content or the 
intermediary un-
der Rule 8(1).

MEITY

The response 
stated that the IT 
Act and the Rules 
thereunder.

Filed

Observations Based On Data Collected From Sources 
Stated Above

The total number of websites which have been blocked in India 
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from 2015 to 2022 (till September 2022) is 55,580.

1. The biggest share of website blocking is done under section 69A 
of the IT Act. The number of websites blocked stands at 26,44783 
which is 47.5 percent of the total blocked websites. As discussed 
above, MEITY and MIB both have the power to block websites 
under section 69A, thus, out of the total blocks under this head, 
MEITY has blocked 26,352 websites and 9484 websites have been 
blocked by MIB.

83 Refer to Annexure-2. (RTI reply)
84 Lok Sabha Unstarred Question No. 1602, (July 26, 2022), IXth Session 

RI�6HYHQWHHQWK�/RN�6DEKD��KWWS���ORNVDEKDSK�QLF�LQ�4XHVWLRQV�45H-
sult15.aspx?qref=40509&lsno=17
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Broadly speaking, the reason for blocking of these websites is 
attributable to the interest of sovereignty and integrity of India, 
defence of India, security of the State, friendly relations with for-
eign states, public order and preventing incitement of commission 
RI�DQ\�FRJQL]DEOH�R̆HQFH�UHODWLQJ�WR�WKHVH�JURXQGV��+RZHYHU��QR�
VSHFL¿F� UHDVRQV� FDQ�EH�SRLQWHG�RXW��7KLV� LV�GXH� WR� WKH�QRQ�SXE-
lication of orders by the government by virtue of Rule 16 of the 
Blocking Rules, 2009.

:KHUHDV�� VSHFL¿F�UHDVRQV� IRU� WKH�ZHEVLWH�EORFNLQJ�GRQH�E\�0,%�
have come forth. This, however, is only a small piece of the puzzle 
as the number of blocks ordered by MIB forms a minuscule por-
tion of the total blocks. The reasons are given below:

L��6SUHDG�RI�GLVLQIRUPDWLRQ�DQG�SURSDJDQGD�D̆HFWLQJ�IRUHLJQ�UH-
lations of India
ii. Websites linked with organisations banned under the Unlaw-
ful Activities (Prevention) Act, 1967 had the potential to incite 
communal disharmony and separatism.
iii. Spread of fake news related to the Indian army, Jammu and 
Kashmir, death of Bipin Rawat.
iv. Propaganda undermining the democratic process in the up-
coming elections.

As argued before, there is enough evidence to show that Rule 16 
is unconstitutional for establishing a procedure which is unrea-
sonable for violating principles of natural justice. These numbers 
IXUWKHU�VXSSOHPHQW�WKLV�DUJXPHQW��DV�LW�LV�UHÀHFWHG�WKDW�WKH�PDMRU-
ity of censorship of the internet is happening in a non-transparent 
manner. It is thus recommended that there is a need to establish 
greater accountability standards such as increased transparency 
and a robust review mechanism which is not limited to the execu-
tive branch.
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2. Further, 27485 mobile applications have also been blocked by 

85 Ministry of Electronics and Information Technology, Government 
bans 59 mobile apps which are prejudicial to sovereignty and in-
tegrity or India, defence of India, security of state and public order, 
3UHVV�,QIRUPDWLRQ�%XUHDX���-XQH������������KWWSV���SLE�JRY�LQ�3UHVV-
ReleseDetailm.aspx?PRID=1635206; Ministry of Electronics and 
Information Technology, Government Blocks 118 Mobile Apps Which 
are Prejudicial to Sovereignty and Integrity of India, Defence of 
India, Security of State and Public Order, Press Information Bureau, 
�6HSWHPEHU�����������KWWSV���SLE�JRY�LQ�3UHVV5HOHDVH3DJH�DVS[-
?PRID=1650669; Ministry of Electronics and Information Technology, 
Government of India blocks 43 mobile apps from accessing by users 
in India MEITY issues order for blocking apps under Section 69A 
of the Information Technology Act, Press Information Bureau, (No-
YHPEHU������������KWWSV���ZZZ�SLE�JRY�LQ�3UHVV5HOHDVH3DJH�DVS[-
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MEITY for over 2 years under section 69A. The reason for blocking 
these apps as provided by the Ministry spokesperson, in the press 
release is that these applications indulged in stealing the data of 
itsusers and transmitting it to servers outside India in an unautho-
rised manner. The Ministry spokesperson added that the data was 
WKHQ�XVHG� IRU�SUR¿OLQJ�E\� ³HOHPHQWV�KRVWLOH� WR�QDWLRQDO� VHFXULW\�
and defence of India”. The Ministry also stated that CERT-IN has 
received representations from citizens raising concerns regarding 
the security of data and breach of privacy.

In June 2020, MEITY blocked 59 applications which were con-
sidered to be prejudicial to the national security of India. Apps 
that were blocked included social media applications like TikTok; 
e-commerce applications like Shein and Romwe; several photo ed-
LWLQJ�DSSOLFDWLRQV�OLNH�<RX&DP�PDNHXS��%HDXW\�3OXV��6ZHHW�6HO¿H��
Photo Wonder and Wonder Camera; browsers like DU Browser 
and CM Browser among many others.86

?PRID=1675335; Team Inc42, India To Ban 54 More Apps Linked To 
Tencent, Other Chinese Tech Cos��,QF����)HEUXDU\������������KWWSV���
LQF���FRP�EX]]�LQGLD�WR�EDQ����PRUH�DSSV�OLQNHG�WR�WHQFHQW�RWKHU�
FKLQHVH�WHFK�FRV���0LQLVWU\�RI�,QIRUPDWLRQ�DQG�%URDGFDVWLQJ��Ministry 
of Information and Broadcasting orders blocking of Apps, website 
and social media accounts linked to banned organization Sikhs For 
Justice��3UHVV�,QIRUPDWLRQ�%XUHDX���)HEUXDU\������������KWWSV���SLE�
JRY�LQ�3UHVV5HOHDVH3DJH�DVS["35,' ��������

86 Ministry of Electronics and Information Technology, Government 
bans 59 mobile apps which are prejudicial to sovereignty and integri-
ty or India, defence of India, security of state and public order, Press 
,QIRUPDWLRQ�%XUHDX���-XQH������������KWWSV���SLE�JRY�LQ�3UHVV5HOHVH-
Detailm.aspx?PRID=1635206
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In September 2020, MEITY again blocked 118 applications on sim-
ilar grounds as before, these applications included popular gaming 
platforms like PUBG, Ludo World, Dawn of Isles, Warpath, Game 
of Sultans; Music playing apps like Music Player- MP3 Player & 
10 Bands Equalizer, Music Player- Bass Booster- Free Download, 
Music- Mp3 Player; photo editing apps like HD Camera - Beauty 
&DP�ZLWK�)LOWHUV�	�3DQRUDPD��+'�&DPHUD�3UR�	�6HO¿H�&DPHUD�
among other apps87.

Again in November 2020, MEITY blocked 43 applications, which 
included dating applications and e-commerce applications88.

87 Ministry of Electronics and Information Technology, Government 
Blocks 118 Mobile Apps Which are Prejudicial to Sovereignty and In-
tegrity of India, Defence of India, Security of State and Public Order, 
3UHVV�,QIRUPDWLRQ�%XUHDX���6HSWHPEHU�����������KWWSV���SLE�JRY�LQ�
PressReleasePage.aspx?PRID=1650669.

88 Ministry of Electronics and Information Technology, Government of 
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3. The second highest number of website blocks are ordered by 
courts for infringement of copyright. The number stands at 26,024 
which is 46.8 per cent of the total websites that have been blocked.89 
However, a relatively declining trend can be observed for court-or-
dered blocking of websites for copyright infringement. It must also 
be noted that there are multiple instances where a large number 
of websites were blocked by a single court order, as these websites 
mirror each other and are blocked for large-scale infringement of 
copyright.

4. Third major ground for blocking is obscenity, CSAM (Child Sex-
ual Abuse Material) and pornography. A total of 1,065 websites 
have been blocked in the time period from 2015 to 2022. In 2018, 
857 websites were blocked by MEITY after an order made by the 
8WWUDNKDQG�+LJK�&RXUW� >:3� �3,/��1R�� ��������@�7KLV�RUGHU�GL-
rected the government to block websites or any content online de-
picting pornography, especially child pornography. Further, 238 
websites were blocked by the Addl. Chief Metropolitan Magistrate 
0XPEDL�LQ������IRU�REVFHQLW\�SRUQ�FKLOG�VH[XDO�DEXVH�

5. From a perusal of court orders and the information provided by 
the Department of Telecommunications, other reasons that have 
emerged for banning of websites include- defamation, public dis-
order, law and order and contempt of court.

India blocks 43 mobile apps from accessing by users in India MEITY 
issues order for blocking apps under Section 69A of the Information 
Technology Act, Press Information Bureau, (November 24, 2020), 
KWWSV���ZZZ�SLE�JRY�LQ�3UHVV5HOHDVH3DJH�DVS["35,' �������

89 Refer to Annexure-5. RTI reply from DoT.
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CHAPTER 1

TECHNICAL ANALYSIS OF WEBSITE BLOCK-
ING
The execution of website blocking orders issued by the government 
and the courts, is done by Internet Service Providers (ISPs). When 
an order is issued for blocking, it is sent to the ISPs to carry out 
the blocking. It has been observed over time that the techniques 
XVHG�YDU\�DFURVV�,63V��ZKLFK�LQ�WXUQ�UHVXOWV�LQ�D�ZLGHO\�GL̆HUHQW�
experience of website censorship among users90. It has also been 
VHHQ� WKDW� D� SDUWLFXODU� ZHEVLWH� LV� EORFNHG� XVLQJ� GL̆HUHQW� WHFKQL-
cal methods and in some cases is not blocked at all. The kind of 
blocking also varies across the mode of internet connectivity i.e. by 
XVLQJ�PRELOH�LQWHUQHW�RU�¿[HG�EURDGEDQG�

An example of this is the Videolan website. It was reported that 
many users in late 2022 tried unsuccessfully accessing the web-
site91. The messages that were displayed said: “the website has 
been blocked as per the order of the Ministry of Electronics and 
Information Technology”; or “the website cannot be reached”. 
6XEVHTXHQWO\��6)/&�LQ�¿OHG�DQ�DSSOLFDWLRQ�XQGHU�WKH�57,�$FW�RQ�
2 June 2022. In the reply to the application, MEITY stated that it 
has no information related to videolan.org. Subsequently, a First 
$SSHDO�ZDV� ¿OHG� RQ� ��� -XQH� ������+RZHYHU�� QR� VDWLVIDFWRU\� UH-
VSRQVH�ZDV�SURYLGHG�GXH�WR�ZKLFK�D�VHFRQG�DSSHDO�ZDV�¿OHG�RQ����
July 2022.

90 Kushagra Singh, Gurshabad Grover, Varun Bansal, How India Cen-
sors the Web��&HQWHU�IRU�,QWHUQHW�DQG�6RFLHW\���0D\������������KWWSV���
FLV�LQGLD�RUJ�LQWHUQHW�JRYHUQDQFH�KRZ�LQGLD�FHQVRUV�WKH�ZHE�ZHEVFL�

91 Mitaksh, VLC’s Website Has Been Down For Over Two Months 
In India��0HGLDQDPD��0D\������������KWWSV���ZZZ�PHGLDQDPD�
FRP�������������YOF�ZHEVLWH�EORFNHG�WZR�PRQWKV�LQGLD��
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It is important for the ISPs to be cautious of the blocking tech-
niques they use. Over censorship and under censorship both may 
result in adverse consequences for the ISPs.

Over censorship means blocking content when there is no legal 
mandate or a legal ground to do so. If an ISP blocks access to a 
website without an order issued by the government or the court 
LW�ZLOO�DPRXQW�WR�DQ�R̆HQFH�XQGHU�VHFWLRQ����RI�WKH�,QIRUPDWLRQ�
Technology Act, 2000. Section 43 entails that causing disruption 
to a computer network without the permission of its owner92 or 
denial of access to any person authorised to access any computer 
QHWZRUN�DPRXQWV� WR�DQ�R̆HQFH�DQG�DWWUDFWV� OLDELOLW\� LQ� WHUPV�RI�
penalty and compensation93.

Additionally, in case of under censorship, when an ISP fails to block 
a website as directed by the government or the court then it will 
lose the safe harbour immunity under section 79 of the IT Act and 
ZLOO�EHFRPH�UHVSRQVLEOH�IRU�WKH�WKLUG�SDUW\�FRQWHQW�LQIRUPDWLRQ94.

In order to understand the practical implementation of website 

92 The Information Technology Act, 2000, § 43(e).
93 The Information Technology Act, 2000, § 43(f).
94 The Information Technology Act, 2000, § 79.
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blocking it is apposite to discuss the techniques used by the ISPs in 
India. This gives us a fair idea of how actually internet censorship 
is taking place in India. Following techniques are prevalent among 
ISPs in India:

DNS TAMPERING

The Domain Name System (DNS) acts as a dictionary which stores 
the IP addresses of registered domain names. An IP address is a 
unique combination of numbers which is attached to each comput-
er and server in the world. Most ISPs run their own DNS Servers.

Techniques of censoring the web which targets the DNS process 
are normally called DNS tampering. These include DNS Poison-
ing and DNS Injection. DNS Poisoning is a technique where the 
'16� VHUYHU� UHWXUQV� DQ� LQFRUUHFW�IDNH� ,3� DGGUHVV�� 2Q� WKH� RWKHU�
hand with Injection, there is an intermediary introduced in the 
process of the DNS lookup and the intermediary injects the wrong 
IP address.95

Generally, this form of censorship can be bypassed by using DNS 
over HTTPS, as HTTPS is a secure protocol having encryption in 
place. DNS over TLS is another method (TLS is explained in a sub-
sequent section). DNS tampering is a very common technique of 
EORFNLQJ�ZHEVLWHV�85/V�RQ�WKH�LQWHUQHW�DQG�LV�XVHG�E\�PRVW�RI�WKH�
major ISPs in India, like Airtel, Vi, ACT etc96.

95 OONI Glossary, DNS Tampering, Open Observatory of Network 
,QWHUIDFH��KWWSV���RRQL�RUJ�VXSSRUW�JORVVDU\�GQV�WDPSHULQJ��KWWSV���
FLV�LQGLD�RUJ�LQWHUQHW�JRYHUQDQFH�KRZ�LQGLD�FHQVRUV�WKH�ZHE�ZHEVFL��
Tarun Kumar Yadav, Akshat Sinha, Devanshi Gosain, Piyush Kumar 
Sharma, Sambuddho Chakravarty, Where The Light Gets In: Analyz-
ing Web Censorship Mechanisms in India, IMC’18, 252, (October 31, 
�������KWWSV���GRL�RUJ�������������������������

��� KWWSV���FLV�LQGLD�RUJ�LQWHUQHW�JRYHUQDQFH�KRZ�LQGLD�FHQVRUV�WKH�
web-websci
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HTTP BLOCkING

Hypertext Transfer Protocol (HTTP) is a set of rules for transfer-
ring data across the internet. It is the underlying protocol used by 
the World Wide Web. In order to access a website on the internet, 
a request in HTTP format is sent to the server hosting the website 
and the server responds with the content of the website- therefore, 
giving access to the website. However, HTTP information is unen-
crypted. This makes it highly susceptible to blocking.97

HTTP Blocking is another method to block access to websites. Gen-
erally, ISPs intercept an HTTP request being sent to the server of 
the blocked website and return a forged packet which looks like it 
has been sent from the server of the requested website. A user can 
UHFHLYH�GL̆HUHQW�UHVSRQVHV��ZKLFK�FDQ�LQFOXGH�D�UHVSRQVH�VKRZLQJ�
a page which contains a blocking notice or redirect to a page which 
shows the blocking notice. In some instances a page showing an 
HTTP error can also occur. These responses vary from ISP to ISP.98

One way to bypass blocking over the HTTP protocol is to use the 
HTTPS protocol. “S” in HTTPS stands for Secure, which is ac-
FRPSOLVKHG�WKURXJK�HQFU\SWLRQ�WKHUHE\�PDNLQJ�LW�GL̇FXOW�DQG�RU�
time-consuming, to intercept.

TCP/IP BLOCkING

Another method to block access to a website is by blocking the IP 
address of the server where the website is hosted. When a request 
is made to access a blocked website the ISP will redirect the request 
to its own server, which may display an error or block message. 
This form of blocking is executed through reading and intercepting 
the TCP packets. Transmission Control Protocol (TCP) is the pro-
WRFRO�ZKLFK�PDQDJHV�WKH�ÀRZ�RI�GDWD�RYHU�WKH�LQWHUQHW��,W�HQVXUHV�

97 OONI Glossary, HTTP, Open Observatory of Network Interface, 
KWWSV���RRQL�RUJ�VXSSRUW�JORVVDU\�KWWS

��� +RZ�,QGLD�&HQVRUV�WKH�:HE��KWWSV���FLV�LQGLD�RUJ�LQWHUQHW�JRYHU-
QDQFH�KRZ�LQGLD�FHQVRUV�WKH�ZHE�ZHEVFL
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that the packets of data reach the destination in the required form. 
Part of the information contained in a TCP packet is unencrypted 
metadata that contains the port number of the destination of a 
packet. Thus, the ISPs can read this information, identify the port 
number and stop the packet from reaching the blocked IP.

However, one particular IP address can be related to multiple web-
sites, this is possible due to virtual or shared hosting. Therefore, if 
an IP address is blocked then all websites related to that IP address 
ZLOO�EH�EORFNHG�DQG�QR�GL̆HUHQWLDWLRQ�FDQ�EH�PDGH��7KLV�OHDGV�WR�
over-blocking and thus, is not a popular technique of blocking 
websites among ISPs. However, in a recent study it was found that 
5HOLDQFH�-LR�1HWZRUN�XVHV�7&3�,3�EORFNLQJ�DV�ZHOO�99

TLS-SNI BLOCkING

Transport Layer Security (TLS) is an encrypted layer on HTTP and 
PDQDJHV�FHUWL¿FDWHV��$�FHUWL¿FDWH�KHUH�UHIHUV�WR�WKH�RQH�ZKLFK�HV-
tablishes the identity of a website and creates a secure connection 
EHWZHHQ�WKH�ZHEVLWH�DQG�WKH�HQG�XVHU��6HUYHU�1DPH�,GHQWL¿FDWLRQ�
(SNI) is an extension of the TLS which helps with hosting mul-
tiple websites on the same server. The SNI contains the name of 
the website which can be read and subsequently blocked by the 
ISPs. This can be done using deep packet inspection as it travels 
in cleartext (unencrypted text). Deep Packet Inspection is the 
method of examining the full content of the packets of data being 
transferred over a network.100

The trend of SNI blocking has increased since 2019. It has been 

��� +RZ�,QGLD�&HQVRUV�WKH�:HE��KWWSV���FLV�LQGLD�RUJ�LQWHUQHW�JRYHU-
QDQFH�KRZ�LQGLD�FHQVRUV�WKH�ZHE�ZHEVFL

100 Simone Basso, Gurshabad Grover, Kushagra Singh, Investigat-
ing TLS blocking in India��221,���-XO\�����������KWWSV���RRQL�RUJ�
SRVW������WOV�EORFNLQJ�LQGLD���KWWSV���FLV�LQGLD�RUJ�LQWHUQHW�JRYHU-
QDQFH�KRZ�LQGLD�FHQVRUV�WKH�ZHE�ZHEVFL
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observed that China101 and South Korea102 are using this technique 
of website blocking. Recently, in a report published by OONI, it was 
found that Reliance Jio Network deploys SNI to censor websites.103

QUIC NETwORk BLOCkING

A recent study by OONI has found that QUIC blocking is also 
happening in India.76 QUIC is a network protocol, which removes 
TCP and replaces it with UDP (User Datagram Protocol). UDP is 
a transport layer protocol similar to TCP which is used to carry 
data packets across the internet. Furthermore, to ensure that the 
connection is encrypted QUIC uses TLS v1.3. When a connec-
tion between a host and a server is done via QUIC then a UDP 
multiplexed connection is created. In order to ban a website, the 
ISP will have to scan every stream continuously. Doing the same 
is resource intensive and may eventually result in a reduction in 
speed.104

101 Sukhbir Singh, Arturo Filastò, Maria Xynou, China is now blocking 
DOO�ODQJXDJH�HGLWLRQV�RI�:LNLSHGLD��221,���0D\�����������KWWSV���RRQL�
RUJ�SRVW������FKLQD�ZLNLSHGLD�EORFNLQJ��

102 Investigating TLS blocking in IndiaKWWSV���RRQL�RUJ�SRVW������WOV�
EORFNLQJ�LQGLD�

���� ,G��KWWSV���RRQL�RUJ�SRVW������WOV�EORFNLQJ�LQGLD���KWWSV���FLV�LQGLD�
RUJ�LQWHUQHW�JRYHUQDQFH�KRZ�LQGLD�FHQVRUV�WKH�ZHE�ZHEVFL

104 Kathrin Elmenhorst, A Quick Look at QUIC Censorship, OONI, (June 
�����������KWWSV���RRQL�RUJ�SRVW������TXLFN�ORRN�TXLF�FHQVRUVKLS��
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INTERNATIONAL JURISPRUDENCE ON wEB-
SITE BLOCkING
wEBSITE BLOCkING AND DUE PROCESS

Judgements from Indian Courts highlighted in the previous sec-
tion have carved out the depth with which the jurisdiction has 
checked the exercise of powers of the State in blocking websites. 
This chapter undertakes a study of the judgements which have 
HPHUJHG�IURP�&RXUWV�LQ�LQWHUQDWLRQDO�MXULVGLFWLRQV��,Q�H̆HFW��WKLV�
is a study of the emerging judicial trends in dealing with the take-
down of websites.

Before embarking on this comparative analysis, two questions 
warrant attention: ‘why is studying foreign precedent relevant?’, 
and ’what methodology has been followed to ensure that the com-
parative analysis is useful?’.

Relevance of a Comparative Analysis of Judgements:� 7KH� ¿UVW�
question, of the relevance of foreign judgements in understanding 
WKH�FRQÀLFW�RI�ULJKWV�ZKHUH�ZHEVLWH�EORFNLQJ�LV�LQYROYHG��LV�HDVLO\�
answered through the Late Justice Antonin Scalia’s reasoning. He 
emphasizes that the presence and promise of fundamental rights 
are not enough to protect them from the State’s powers. He sug-
gests that the true strength of a bill of Rights rests in the insti-
tutional setup of a political system, and the functioning of each 
RUJDQ� ZLWKLQ� WKDW� VHWXS�� 7KLV� H̆HFWXDWHV� WKH� WUXH� SURWHFWLRQ� RI�
rights, which are the same in text in any democracy and dictator-
ship.105 Therefore, while every democratic, and most autocratic 
nation makes the promise of free speech in its Constitution, the 

105 Youtube.com. 2018. Judge Ruth Bader Ginsburg and Justice Antonin 
Scalia: The Separation of Powers - Nov 15, 1988. [online] Available at: 
�KWWSV���ZZZ�\RXWXEH�FRP�ZDWFK"Y L&M:J�PN��R!
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protection is not guaranteed merely by this promise and requires 
WKH�GL̆HUHQW�RUJDQV�RI�*RYHUQPHQW�WR�ZRUN�LQ�KDUPRQ\�

Courts play the most important role here. They are the organ 
which checks the powers of the Government, and are the forum of 
appeal, against the Government, for the citizens. The enforcement 
of the fundamental rights, in essence, occurs in Courts of law, at 
the hand of Judges interpreting statutes, and sometimes going be-
yond statutes to invoke universally accepted principles of justice, 
to defend the rights in question.

A study, therefore, becomes important in order to see how Courts 
interpreting similar promises of their Constitutions react to acts of 
State which curb fundamental promises when blocking websites. 
Across jurisdictions with largely the same set of rights and duties 
ZKLFK�FRPH�LQWR�FRQÀLFW�ZKHQ�D�ZHEVLWH�LV�EORFNHG��ZH�VWXG\�WKH�
reactions of the Courts to such an act. This study is by way of un-
derstanding the instruments of interpretation they rely on, the 
NLQG�RI�MXVWL¿FDWLRQV�WKH\�R̆HU�WR�WKHLU�UHDFWLRQ��RUGHUV���7KH�FRQ-
sideration rendered towards the impact of the order as precedent 
for future and other Courts to follow, and the navigation of various 
OHJDO�FRPSOH[LWLHV�WR�HPHUJH�ZLWK�WKH�¿QDO�RUGHUV��SUHVXPDEO\�MXVW��
are also considered. Such a reading becomes extremely important 
as a case study for lawmakers, Courts, and civil society, by way 
of examples. Laws, policies, and interpretations can rely on the 
triumphs and failures of other jurisdictions to better understand 
the meaning of the rights in question, striking a proportionate re-
sponse, and entrenching those rights which are in peril.

Methodology: The second question, requiring an explanation of 
the method of study, draws from the reason for the study, set out 
above. In order to understand the interaction of rights involved 
when a website is blocked by the State, judgements have been con-
VLGHUHG�IURP�WKH�FRXUWV�RI�¿QDO�DSSHDO�IURP�DFURVV�FRQWLQHQWV��$OO�
attempts have been made to highlight instances where the rights 
involved are analogous to the rights in India both in text and 
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interpretation. The section deliberately considers both types of 
judgements- in which the blocking is upheld, or where the blocking 
order is struck down. This has been done to highlight the contrast 
in reasoning between the two types of judgements- an observation 
which will enable takeaways for all three organs of Government, 
and the civil society. Through this contrast, it is expected that 
the importance of procedural and substantive due process will 
emerge. The manner in which Courts have either circumvented 
these two elements of the judicial process either while upholding 
the impeachment of rights, or while defending such rights, to test 
WKH�VWUHQJWK�RI�MXVWL¿FDWLRQV�R̆HUHG�DQG�ZKHUH�QHFHVVDU\��JDUQHU�
a critical approach pre-emptively, in the interest of promoting an 
ideal framework for the operation of the rights.

EUROPE

The European Court of Human Rights

1. Substantive Due Process and Website Blocking 
Orders [Russia]

,Q� IRXU� VLJQL¿FDQW� MXGJPHQWV� �9ODGLPLU� .KDULWRQRY� Y�
Russia106, OOO Flavus and Ors. v Russia107, Bulgakov v 
Russia108, and Engels v Russia109), the European Court of 
Human Rights at Strausbaugh carved out substantive 
and procedural due process in state action which blocks 
websites. Causes of action arose when the Russian Gov-
ernment undertook various blocking measures against 

���� 9ODGLPLU�.KDULWRQRY�Y��5XVVLD��DSSOLFDWLRQ�QR������������
-XQH�����������KWWSV���KXGRF�HFKU�FRH�LQW�HQJ�^���LWHP
id%22:[%22001-203177%22.

���� 222�)ODYXV�DQG�2UV��Y��5XVVLD��DSSOLFDWLRQ�1RV����������������������
����������1RYHPEHU�����������KWWSV���KXGRF�HFKU�FRH�LQW�HQJ�^���LW
emid%22:[%22001-203178%22.

���� %XOJDNRY�Y��5XVVLD��DSSOLFDWLRQ�QR������������-XQH�����������KWWSV���
KXGRF�HFKU�FRH�LQW�HQJ�^���LWHPLG����>�����������������

���� (QJHOV�Y��5XVVLD��DSSOLFDWLRQ�QR������������-XQH����������



Chapter 4

67

the websites of the applicants. Highlighting the lack of 
procedural safeguards within the statutes in question 
and the lapse of application of such safeguards by the 
domestic Courts, all four website blocking orders were 
struck down, and the applicants were awarded damages.

• In Vladimir Kharitonov, the IP address of the applicants’ 
website was blocked by the telecoms regulator because it was 
hosted on the same IP address as another website with im-
permissible content. The applicant’s complaint was rejected; 
the domestic Court simply observed that the blocking order 
passed was lawful, without considering any other factors of 
law or its impact110.

• In OOO Flavus, the website of the media outlet - ap-
plicant, which published content critical of the Russian 
Government, was blocked under the domestic statute 
for content which contained acts of mass disorder, ex-
tremist activities, or unauthorised mass gatherings111, 
all of which enabled the blocking of their website with-
out a court order.
• In Bulgakov, the applicant’s website, which hosted 
a book “which had previously been categorised as ex-
tremist publication”112, was blocked by a Court order at 
the service provider’s level. Although the applicant was 
not aware of such an adverse order against him, upon 
becoming cognizant of it, he removed the book from his 
website. When the blocking measure was not lifted de-
spite this, the applicant appealed. His appeal was dis-
missed by the appellate body on the grounds that the 
cause of action in the original case had arisen against 
the internet service provider, and not against the ap-
plicant’s website or the book hosted by it. As such, the 

110 Vladimir Kharitonov v. Russia, ¶ 1-11.
111 OOO Flavus and Ors. v. Russia, ¶ 21.
112 Bulgakov v. Russia, ¶ 5.
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appellate court could not set aside the original block-
ing order. “Without examining the applicant’s evidence, 
the Regional Court held that it had not been shown that 
WKH�R̆HQGLQJ�H�ERRN�KDG�EHHQ�UHPRYHG´113.
• Finally, in Engels, the court ordered the blocking 
of the applicant’s website by the local service provider, 
which hosted content dealing with freedom of expres-
sion and matters related to privacy. The State’s claim 
was that the applicant’s website contained suggestive 
FRQWHQW� RQ�E\SDVVLQJ� FRQWHQW�¿OWHUV��ZKLFK�ZRXOG� HQ-
able the dissemination and access to extremist content. 
Here too, the applicant was not informed of the pro-
ceedings against him, and the applicant complied with 
the court order which would block access to his website 
unless he took down the relevant content. The appli-
cant then applied for appeal questioning the fairness of 
the proceedings against him and questioned the illegal-
ity of the information which he published. The Court 
rejected his appeal without responding to the issues 
raised by the applicant.

All of the above applications were brought claiming a violation 

113 Id. at ¶ 9.
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of the rights of the applicant under Article 10114 and Article 13115 
under the European Convention on Human Rights, 1950, guaran-
WHHLQJ�WKH�IUHHGRP�RI�H[SUHVVLRQ��DQG�DQ�H̆HFWLYH�UHPHG\�EHIRUH�D�
national authority respectively.

The four judgements, collectively, are of immense importance in 
how they highlight the procedural guarantees rooted in the two 
EURDGO\�ZRUGHG�ULJKWV�ZKLFK�ZHUH�D̆HFWHG��DSDUW�IURP�WKH�OLWHUDO�
interpretation which is lent to the wording of the provisions.

It was made emphatically clear that the right to impart and receive 
LQIRUPDWLRQ�ZDV�D̆HFWHG�E\�6WDWH�DFWLRQ�LQ�DOO�IRXU�RI�WKHVH�FDVHV��
While how the Court dealt with exceptions to this non-absolute 
freedom is laid out in more detail below for each case, of particular 
importance is the starting point for the Court in all of its judge-
ments. The Court began by understanding the rights at stake in 
this matter and stating the important role which the internet plays 
in exercising the right to freedom of expression. Locating a free 

114 European Convention on Human Rights, 1950, Article 10(1). Freedom 
of Expression- Everyone has the right to freedom of expression. This 
right shall include the freedom to hold opinions and to receive and 
impart information and ideas without interference by public authority 
and regardless of frontiers. This Article shall not prevent States from 
requiring the licensing of broadcasting, television or cinema enterpris-
es.

  Article 10(2): Freedom of Expression- The exercise of these freedoms, 
since it carries with it duties and responsibilities, may be subject to 
such formalities, conditions, restrictions or penalties as are prescribed 
by law and are necessary in a democratic society, in the interests of 
national security, territorial integrity or public safety, for the preven-
tion of disorder or crime, for the protection of health or morals, for 
the protection of the reputation or rights of others, for preventing the 
GLVFORVXUH�RI�LQIRUPDWLRQ�UHFHLYHG�LQ�FRQ¿GHQFH��RU�IRU�PDLQWDLQLQJ�
the authority and impartiality of the judiciary.

115 European Convention on Human Rights, 1950, Article 13: Right to an 
(̆HFWLYH�5HPHG\�(YHU\RQH�ZKRVH�ULJKWV�DQG�IUHHGRPV�DV�VHW�IRUWK�LQ�
WKLV�&RQYHQWLRQ�DUH�YLRODWHG�VKDOO�KDYH�DQ�H̆HFWLYH�UHPHG\�EHIRUH�D�
national authority notwithstanding that the violation has been com-
PLWWHG�E\�SHUVRQV�DFWLQJ�LQ�DQ�ṘFLDO�FDSDFLW\�



Chapter 4

70

VSHHFK�ULJKW�RQ�WKH�LQWHUQHW�HQDEOHG�WKH�&RXUW�WR�MXVWLI\�D�¿QGLQJ�
that blocking websites is a gross violation of the right, by the State. 
What followed from there was an analysis by the Court which may 
be subtly referred to as a process of elimination by aspects, by 
WHVWLQJ� WKH�6WDWH�DFWLRQ�DJDLQVW� WKH�GL̆HUHQW� VDIHJXDUGV�ZKLFK�D�
State must qualify before being able to legally justify its intrusion.

The judgement in all four cases is largely similar in the procedural 
safeguards it highlights, apart from the requirement of a thorough 
necessity analysis while blocking websites. Relevant paragraphs 
from these judgements are summarised below:

a. The blocking order must be grounded in a valid law. In both 
the Kharitonov case and the OOO Flavus and Ors. case, there 
was no valid law to sustain the blocking. In the former, the 
applicant’s website was blocked only because his website was 
hosted on the same IP address which hosted another website 
ZLWK�LOOHJDO�FRQWHQW�DV�GH¿QHG�E\�VWDWXWH��,Q�WKH�ODWWHU��SURPR-
tion of “unlawful actions” was the claim against the latter’s 
website, a phrase which is not used in the statutory provision 
under which the blocking address was ordered. While Article 
��� ULJKW� RI� WKH�&RQYHQWLRQ� LV� D� TXDOL¿HG� ULJKW�� LQ� WKDW� D� ODZ�
may provide for the abridgement of such right, such law must 
be “adequately accessible and foreseeable, that is, formulat-
HG�ZLWK�VẊFLHQW�SUHFLVLRQ�WR�HQDEOH�WKH�LQGLYLGXDO�WR�IRUHVHH�
the consequences which a given action may entail”116. This also 
places the requirement of an absence of arbitrariness in the 
ODZ��7KHUHIRUH��LQ�QHLWKHU�FDVH��FRXOG�WKH�TXDOL¿FDWLRQ�IRU�WKH�
interference of the applicants’ rights could be said to have been 
met, owing to the failure of the concerned statutes to meet the 
‘valid law’ requirement.
b. A procedural failure was noticed in the OOO Flavus and 
Ors. case, in which the second applicant’s entire website was 
blocked. The impugned statute under which the blocking or-
GHU�KDG�EHHQ�LVVXHG�LWVHOI�VSHFL¿HG�WKDW�D�QRWL¿FDWLRQ�EORFNLQJ�

116 Vladimir Kharitonov v. Russia, ¶ 37.
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ZHEVLWHV�PXVW�OLVW�VSHFL¿F�85/V�RI�WKH�ZHESDJHV�RI�D�ZHEVLWH�
ZKLFK�KRVW�FRQWHQW�GH¿QHG�DV�LOOHJDO�XQGHU�LW��7KH�QRWL¿FDWLRQ�
issued in this case failed to meet this requirement of the law. 
The deprivation of a chance for the applicants to rectify their 
ZHEVLWHV� E\� UHPRYLQJ� WKH� DOOHJHGO\� R̆HQGLQJ� FRQWHQW117 not-
withstanding, the measure was a “wholesale blocking of access 
to a website”. This was an extreme step, as precedent emerging 
from the European Court has previously laid out. The illegality 
of such a measure was located by the Court in the disregard of 
such orders towards legal and illegal information, which is an-
tithetical to the necessity of such infringement in a democrat-
ic society. Highlighting the importance of non-arbitrariness 
of blocking orders, the Court said that even if, in exception-
al circumstances, a blocking order targeted at an entire web-
VLWH�ZDV�WR�EH�LVVXHG��VXFK�DQ�RUGHU�ZRXOG�KDYH�WR�EH�MXVWL¿HG�
RQ�LWV�RZQ�PHULW��VHSDUDWH�IURP�WKH�MXVWL¿FDWLRQ�IRU�EORFNLQJ�
the illegal content in particular118, under the permissibility of 
State-action under Article 10 and its interpretation. A similar 
approach was taken towards the blocking order issued in the 
Bulgakov case where only one book was uploaded, which was 
undisputedly illegal, and subsequently removed, while the 
website continued to remain banned.
c. The Engels judgement saw a blend of procedural and sub-
stantive inadequacies of the state action against website own-
ers or content publishers. Without catering to the question of 
the legality of the applicant’s content under domestic law, the 
domestic Court had simply considered the possibility of the 
use of such information by extremist groups elsewhere and 
passed an adverse judgement against the applicant. The over-
breadth of this approach was explained through an analogy by 
the Court in Strausbaugh: “suppressing information about the 
technologies for accessing information online on the grounds 
they may incidentally facilitate access to extremist material is 

117 OOO Flavus and Ors. v. Russia, ¶ 32.
118 Id. at ¶ 36-38.
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QR�GL̆HUHQW�IURP�VHHNLQJ�WR�UHVWULFW�DFFHVV�WR�SULQWHUV�DQG�SKR-
tocopiers because they can be used for reproducing such ma-
terial”119. This defect of vagueness and overbreadth of the law 
notwithstanding, the absence of any procedural safeguards in 
the law to deliver notice to the applicant of the adverse action 
against them, was one of the grounds under which the block-
ing measure was found to be illegal. The State had also failed 
WR�R̆HU�DQ\�H[SODQDWLRQ�IRU�WKH�XUJHQF\�RI�EORFNLQJ�WKH�ZHE-
VLWH�ZKLFK�FRXOG�KDYH� MXVWL¿HG�QRW�QRWLI\LQJ�WKH�DSSOLFDQW��$�
blatant violation of the rule of law, these factors combined in 
the disfavorable order against the State.120

The glaring absence of safeguards from state action which causes 
an Article 10121 violation by way of blocking websites was also a 
concern raised by the Strausbaugh Court in all of the above cases. 
Other concerns for the Court were: non-service of notice by the 
domestic Courts before an adverse order was passed against the 
applicants; non-accountability of the State for such non-service; 
and ambiguous provisions to appeal the order passed against 
them. More importantly, the European Court noted that the Rus-
VLDQ� &RXUWV� GLG� QRW� H̆HFWLYHO\� XQGHUWDNH� D� VXEVWDQWLYH� UHYLHZ�
measure, or a proportionality analysis, both of which were expect-
ed analyses by a Court where rights are concerned122. As a sub-
stantive review measure was absent, the European Court found in 
favour of the applicants and upheld that their Right under Article 

119 Engels v. Russia, ¶ 30.
120 Id. at ¶ 31-35.
121 Freedom of Expression (Supra note 111)
122 It may be of importance to note that since its expulsion from the 

Council of Europe, Russia ceases to be a High Contracting Party to 
the European Convention on Human Rights, following its invasion of 
8NUDLQH��7KLV�H̆HFWLYHO\�FHDVHV�DQ\�SRVVLELOLW\�RI�D�UHYLHZ�RI�5XVVLDQ�
judgements before the European Court of Human Rights. Although in 
2015, the Russian Constitutional Court had passed a judgement lim-
LWLQJ�WKH�H̆HFW�RI�WKH�MXGJHPHQWV�HPHUJLQJ�IURP�WKH�&RXUW�DW�6WUDXV-
baugh to ‘executable’ only if they are in conformity with the Russian 
Constitution, the forum of appeal was still available to Russians.
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13 of the Convention123 was violated as well. Although the Russian 
Courts did conduct proceedings in each of these cases, their role 
as rubber-stamp courts, either by ignoring the evidence or argu-
ments advanced by the complainants, or by only checking wheth-
er a competent authority had followed the text of the concerned 
statute, deprived the applicants of a fair right to have the orders 
passed against them reviewed.

In all of these cases, the European Court ordered Russia to pay 
damages to the complainants within a deadline (interest applica-
EOH� WKHUHDIWHU��� DQG� UHḊUPHG� WKH� JHQHUDO� MXULVSUXGHQFH� RI� WKH�
European Convention’s guarantee of both procedural and sub-
stantive protections in their Article 10124 and 13125 rights.

2. Procedural Due Process and Website Blocking Or-
ders126 [Turkey]

In an appeal to a Turkish Court’s order blocking YouTube 
in the country for content which was “blasphemous”, the 
European Court of Human Rights found in favour of the 
SODLQWL̆V��7KH�MXGJHPHQW�VHWV�DQ�LPSRUWDQW�ODQGPDUN�RQ�
questions of who may apply to challenge a website block-
ing order, and the requirements of a valid law which al-
lows the blocking of a website.

In 2008, the Ankara Criminal Court of First Instance ordered the 
blocking of access to media-sharing platform YouTube’s website 
on the grounds that it contained about ten videos which alleged-
ly insulted the memory of Ataturk. Relying on the domestic law 
which regulates content on the internet and penalises online 

���� 5LJKW�WR�DQ�(̆HFWLYH�5HPHG\��Supra note 112)
124 Right to Freedom of Expression (Supra note 111)
���� 5LJKW�WR�DQ�(̆HFWLYH�5HPHG\��Supra note 112)
���� &HQJL]�DQG�2UV��Y��7XUNH\��DSSOLFDWLRQ�QRV�����������DQG�����������

December 12, 2015.
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R̆HQFHV��WKH�RUGHU�ZDV�SDVVHG��:KHQ�DQ�DSSHDO�ZDV�¿OHG�E\�WKUHH�
academics claiming that said an order violated the freedom to 
receive and impart information their request was denied on the 
JURXQGV�WKDW�WKH�6WDWH�KDG�VDWLV¿HG�LWV�EXUGHQ�XQGHU�WKH�ODZ��DQG�
that the academics lacked locus standi to bring the appeal. The 
PDWWHU� ZDV� ¿QDOO\� DSSHDOHG� WR� WKH� (XURSHDQ� &RXUW� RI� +XPDQ�
Rights at Strausbaugh, which admitted their appeal.

Firstly, the European Court settled the key question of the locus 
of the applicants. Two strong observations played a key role in the 
&RXUW¶V� MXVWL¿FDWLRQ� LQ�¿QGLQJ� WKDW� WKH�DSSOLFDQW�KDG�D�VWDQGLQJ�
LQ�WKLV�PDWWHU��¿UVW��WKH�&RXUW�QRWHG�WKH�LPSRUWDQFH�RI�SODWIRUPV�
like YouTube which are essential for sharing information, includ-
ing political information. Secondly, the Court observed that there 
LV� D� GL̆HUHQFH� EHWZHHQ� WUDGLWLRQDO� PHGLD� DQG� RQOLQH� SODWIRUPV�
such as YouTube. Greater accessibility of online platforms, and 
the breadth and variety of information which can be uploaded on, 
expands the scope of people to establish their locus standi when 
their right is infringed by the State through a blocking order127. 
The Court was also cognizant in its discourse about the lack of 
other means to access the kind of information which was made 
DYDLODEOH�RQ�<RX7XEH��7KHVH�JURXQGV�MXVWL¿HG�WKH�VWDQGLQJ�RI�WKH�
applicants before the Court.

���� 7KLV�LV�RI�VLJQL¿FDQW�LPSRUWDQFH�IRU�WKH�SXUSRVHV�RI�WKLV�UHSRUW��,W�
highlights the presumption still taken by Courts and Governments that 
ZKHQ�ZHEVLWHV�DUH�EORFNHG��WKH�SDUW\�TXDOL¿HG�WR�PRYH�WKH�&RXUW�LV�WKH�
website itself, through its owners. The content owners on that website, 
or individuals who rely on receiving information, or disseminating 
information, or both, in this rationale. This interpretation propagates 
the logic that only the website owner’s rights are infringed when it is 
blocked. However, the precedent set by the European Court in this 
judgement dispels this disillusion, by pointing out that the rights of 
WKRVH�ZKR�PD\�XVH�WKH�ZHEVLWH�DUH�DOVR�D̆HFWHG��&RQVLGHUHG�IXUWKHU��
WKLV�DSSURDFK�UHÀHFWV�RQ�WKH�WUXO\�GHFHQWUDOLVHG�UROH�ZKLFK�WKH�LQ-
ternet, and the websites on it, plays in the exercise of the freedom of 
expression, vesting an inherent right in each who use it.
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The Court referred to the domestic law under which the website 
was blocked, and noted that it did not permit the wholesale block-
ing of a website. Instead, the domestic statute allowed only the cen-
VRUVKLS�RI�VHOHFWLYH�R̆HQVLYH�FRQWHQW��,W�DOVR�UHOLHG�RQ�WKH�MXGJH-
ment of Turkish Courts which had set precedent against blocking 
websites in toto, where only some of the content was objectionable 
in law. Following the requirements of Article 10(2)128, that State 
action which curbs free speech rights must be prescribed by law, 
WKH�&RXUW� LQYRNHG�WKH�GH¿QLWLRQ�WKDW�VXFK�D� ODZ�VKRXOG�EH�FOHDU��
unambiguous, foreseeable, and compatible with the rule of law.

This, the Court said, was absent in the law relied upon by the 
Turkish Court banning YouTube- there was no law which could 
empower the Court to block the entire website. This basic condi-
WLRQ�QRW�KDYLQJ�EHHQ� VDWLV¿HG�� WKH�&RXUW� IRXQG� LQ� IDYRXU�RI� WKH�
applicants.

CENTRAL ASIA, ASIA AND SE ASIA (5)

1. Blocking Orders Upheld by the Supreme Court129 
[Kyrgyzstan]

The Kyrgyzstan Supreme Court upheld a blocking order 
on grounds of public interest.

The website of a private TV channel, which was linked to a leader 

128 Article 10(2)- Freedom of Expression: The exercise of these 
freedoms, since it carries with it duties and responsibilities, may be 
subject to such formalities, conditions, restrictions or penalties as are 
prescribed by law and are necessary in a democratic society, in the in-
terests of national security, territorial integrity or public safety, for the 
prevention of disorder or crime, for the protection of health or morals, 
for the protection of the reputation or rights of others, for preventing 
WKH�GLVFORVXUH�RI�LQIRUPDWLRQ�UHFHLYHG�LQ�FRQ¿GHQFH��RU�IRU�PDLQWDLQ-
ing the authority and impartiality of the judiciary. (Supra note 111)

129 Prosecutor General v. TV Radio Company S-2 (Channel “September”), 
FDVH�QR�������������*'��'HFHPEHU����������
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from the opposition, was blocked on the grounds of sharing ‘ex-
tremist material’. No adequate notice was served to the represen-
tative of the TV channel and an order blocking the website was 
issued. The content alleged to be illegal was an interview aired on 
the channel, which had incited ethnic hatred between natives of 
the respondent state and the Uzbek. An expert academic’s view 
was taken by the Court, which concurred with the State’s reasons. 
The lower Court upheld the order based on this evidence. Provi-
sions of the Constitution which limit rights in public interest were 
relied on by the State and approved by the Court. The channel was 
found liable for incitement.

$Q�DSSHDO�ZDV�¿OHG�RQ�SURFHGXUDO�DQG�VXEVWDQWLYH�JURXQGV��ZKLFK�
challenged the overbreadth of the order, non-compliance with 
principles of natural justice, wholesale blocking, and the right to 
a fair trial guaranteed by the International Covenant on Civil and 
Political Rights, 1966. On a technical ground, that the document 
RI�DSSHDO�¿OHG�EHIRUH�WKH�&RXUW�RQ�EHKDOI�RI�WKH�FKDQQHO�KDG�EHHQ�
signed by a person not authorised to do so, the Court dismissed 
the appeal, and upheld the ruling of the lower Court. There is no 
record of any relief being provided to the channel, nor was there 
any mention of leave to approach the Court again after overcom-
ing this technical error.

2. Blocking order issued by Court [Bangladesh]

The Bangladeshi High Court ordered the blocking of all 
XQUHJLVWHUHG�QHZV�SRUWDOV�LQ�D�ZULW�SHWLWLRQ�¿OHG�EHIRUH�LW�

A legal notice was sent to the Ministry of Information and Broad-
casting, the Bangladesh Telecommunication Regulatory Commis-
sion, and the Bangladesh Press Council, asking them to formulate 
an ethical code of conduct for the publication of any news items. 
This was in response to the publication of a news item about the 
suicide of a twenty-one-year old girl, which had taken held the 
attention of media outlets, and online news portals in particular. 
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When no initiative was taken “to stop the spread of this news”, a 
ZULW�SHWLWLRQ�ZDV�¿OHG�EHIRUH�WKH�+LJK�&RXUW�GHPDQGLQJ�WKH�UHJ-
istration of news portals online, and the formulation of an ethical 
code of conduct for the publication of news items130.

An order was passed by the Court giving the Commission seven 
days to block all unregistered news portals. This was extended by 
two weeks by the Court and asked for a report of the same after 
hearing arguments as to why it should not pass an order that the 
registration of the pending news portals that had applied be ap-
proved, and the unapproved news portals be closed.

Note: It was later reported that in the process of shutting down 
unapproved and unregistered web news portals, several main-
stream-approved news websites were also shut down by the 
Commission. “The Telecom regulator had started shutting down 
the unregistered news portals based on a list, but it had some 
wrong information”, was the statement issued by the Minister for 
Post and Telecommunications131.

3. Content blocking order issued by the Thai Govern-
ment blocked by Thai Civil Court [Thailand]

Finding that the ambiguity of the parent statute is too 
vague to qualify the test of Constitutionality, the Court is-
sued an emergency order which struck down the Govern-
ment’s emergency regulation which made the circulation 
RI�³IDNH�QHZV´�D�SXQLVKDEOH�R̆HQFH�

130 Mehendi Hasan, High Court: Shut down all unregistered online 
news portals within 1 week, Dhaka Tribune, (September 14, 2021), 
KWWSV���DUFKLYH�GKDNDWULEXQH�FRP�EDQJODGHVK�FRXUW������������
high-court-shut-down-all-unregistered-online-news-portals-within-1-
week

131 BRTC backtracks on blocking unregistered news portals, Dhaka 
7LPHV���6HSWHPEHU������������KWWSV���DUFKLYH�GKDNDWULEXQH�FRP�EDQ-
JODGHVK������������EWUF�VWDUWV�VKXWWLQJ�GRZQ�XQUHJLVWHUHG�RQOLQH�
news-portals
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The Thai Government, with the objective of controlling the circula-
tion of “fake news”, passed a regulation which prohibited the pre-
sentation or dissemination of any information which could cause 
fear amongst the public, or could result in a misunderstanding “of 
WKH�HPHUJHQF\�VLWXDWLRQ�WR�WKH�H[WHQW�RI�D̆HFWLQJ�WKH�VHFXULW\�RI�
the state, public order, or good morals of the people of Thailand”. 
7KH�UHJXODWLRQ�DOORZHG�WKH�LGHQWL¿FDWLRQ�RI�WKH�RZQHU�RI�VXFK�FRQ-
tent and empowered the relevant authority to pass an adverse or-
der against them. The punishment for this would include an order 
issued to the service provider to cease providing internet access to 
them.�7KLV�ZDV�LQ�DGGLWLRQ�WR�WKH�¿QHV�DQG�LPSULVRQPHQW�WKDW�WKH�
provision laid out against a transgressor.

-RLQW�ODZVXLWV�¿OHG�E\�KXPDQ�ULJKWV�ODZ\HUV�DQG�PHPEHUV�RI�WKH�
online press before a Civil Court prayed for a revocation of the 
order. Their arguments were threefold:

• the provision was ambiguous, and therefore contrary to the 
UHTXLUHPHQW�RI�FULPLQDO�SURYLVLRQV���WR�EH�FOHDU�LQ�WKH�GH¿QLQJ�
the nature of the act which is criminalised;
• the regulation was liable to be struck down because the le-
gal circumstance under which such a measure may be adopted 
(“Serious Emergency Situation'') was not in force at the time of 
the regulation’s issuance;
• it was ultra vires Article 35 of the Thai Constitution, which 
promises freedom of the press132.

The Petitioners also conceded that should the Government want to 
block content in keeping with the Constitution, they may require 
the takedown of particular content. Wholesale blocking would vi-
olate the constitutional principle laid out above.

The Court issued an emergency order, which prohibited the Prime 
Minister from enforcing the impugned provision. The overbreadth, 

132 Online Reporters, Civil Court blocks PM’s gag on free speech, Bang-
NRN�3RVW���$XJXVW�����������KWWSV���ZZZ�EDQJNRNSRVW�FRP�WKDLODQG�
JHQHUDO���������FLYLO�FRXUW�EORFNV�SPV�JDJ�RQ�IUHH�VSHHFK
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vagueness, and ambiguity of the provision notwithstanding, the 
Court held that the provision placed a disproportionate burden on 
the people to interpret the law and comply with it. Furthermore, 
the Court relied on the importance of the internet as a means of 
communication, particularly in respect of the COVID-19 lock-
downs. In addition, it also considered the violation of free speech 
UHVXOWLQJ� IURP� WKH� UHJXODWLRQ�� 7KHVH� JURXQGV� VẊFHG� D� ¿QGLQJ�
WKDW�WKH�UHJXODWLRQ�ZDV�XQFRQVWLWXWLRQDO��DQG�VẊFHG�IRU�D�UXOLQJ�
to strike down the regulation133.

$OWKRXJK�WKH�RUGHU�ZDV�QHLWKHU�¿QDO�QRU�ELQGLQJ��WKH�*RYHUQPHQW�
cancelled the impugned regulation, which is indicative of the 
weightage of the Court’s order134.

4. Court stresses on the independence of the Block-
ing Authority135 [Pakistan]

The Court recognised the absolute independence of the 
statutory authority created to review the State’s exercise 
of powers to block websites, freeing said authority from 
any obligation to follow the Government’s directions re-
garding the blocking of websites.

Bolo Bhi,� D� QRQ�SUR¿W� RUJDQLVDWLRQ��PRYHG� WKH� ,VODPDEDG�+LJK�
&RXUW�LQ�������FKDOOHQJLQJ�D������1RWL¿FDWLRQ�SDVVHG�E\�WKH�3D-
kistani Government, and the constitution of the Inter-Ministerial 
Committee for Evaluation of Websites created under it. Although 

133 Thai Civil Court issues injunction against PM’s decree banning 
fake news with censorship threat, Thai PBS World, (August 6, 2021), 
KWWSV���ZZZ�WKDLSEVZRUOG�FRP�WKDL�FLYLO�FRXUW�LVVXHV�LQMXQFWLRQ�
DJDLQVW�SPV�GHFUHH�EDQQLQJ�IDNH�QHZV�ZLWK�FHQVRUVKLS�WKUHDW�

134 Wongcha-um, Thai Court suspends government order on false 
messages,�5HXWHUV���$XJXVW�����������KWWSV���ZZZ�UHXWHUV�FRP�ZRUOG�
DVLD�SDFL¿F�WKDL�FRXUW�VXVSHQGV�JRYHUQPHQW�RUGHU�IDOVH�PHVVDJ-
HV������������

���� %ROR�%KL�Y��)HGHUDWLRQ�RI�3DNLVWDQ��ZULW�SHWLWLRQ�QR�������������0D\�
25, 2018.
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WKH�1RWL¿FDWLRQ�RI� WKH�&RPPLWWHH�ZDV�UHYRNHG�ZKLOH� WKH�PDWWHU�
was sub judice, the Pakistani Parliament introduced a legislation, 
one of the provisions of which enabled the Pakistan Telecommu-
nications Authority to:

“remove or block of issue directions for removal or blocking of 
access to an information through any information system if it 
considers it necessary in the interest of the glory of Islam or the 
integrity, security or defence of Pakistan or any part thereof, 
public order, decency or morality, or in relation to contempt of 
FRXUW�RU�FRPPLVVLRQ�RI�RU�LQFLWHPHQW�WR�DQ�R̆HQFH�XQGHU�WKLV�
Act”.136

The Petitioners’ claim lay against sub-section (3) of the impugned 
provision, which was a transitory enabling provision. This provi-
sion allowed the Federal Government to issue directions to the 
Authority until Rules were drafted to ensure a transparent over-
sight mechanism over the exercise of the blocking powers of the 
Authority. It was submitted by the petitioner that the Federal Gov-
ernment was misinterpreting the provision to mean that it (the 
Federal Government) may issue directions for website blocking to 
the Authority, which would be binding on it137.

7KH�&RXUW� FODUL¿HG� WKDW� WKH�SRZHU� WR� EORFN�ZHEVLWHV� DQG� DFFHVV�
to information is vested solely in the Authority, and as such, it is 
WR� H[HUFLVH� WKLV� SRZHU�ZLWKRXW� WKH� LQÀXHQFH� RI� DQ\� RWKHU� HQWLW\��
including the Federal Government. Looking at precedent, the 
Court found that it had previously emphasised the importance of 
an independent evaluation wherever a body is vested with discre-
tionary powers. Relying on this, the Court held that the Authority 
is not bound by the directions of the Federal Government and that 
LW�PXVW�EH�IUHH�IURP�WKH�LQÀXHQFH�RI�DQ\�RWKHU�ERG\�

5. Due process of law while blocking websites em-

136 Bolo Bhi v. Federation of Pakistan, ¶ 1-3.
137 Bolo Bhi v. Federation of Pakistan, ¶ 3.
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bedded in principles of natural justice138 [Pakistan]

The ruling of the Court required that due process of law 
must be followed in the application of statutory provi-
VLRQV�� 7KLV� UHTXLUHPHQW� ZRXOG� QRW� EH� TXDOL¿HG� RQ� WKH�
explicit mention of such requirement in the concerned 
statute.

The petitioner-political party had moved the Islamabad High 
Court in 2019 seeking an order requiring the Pakistan Telecom-
PXQLFDWLRQV� $XWKRULW\� WR� OLIW� WKH� EORFNLQJ� RI� WKH� SDUW\¶V� ṘFLDO�
website, frame the Rules as required by the 2016 legislation which 
dictates the law and procedure on blocking of websites, and issue 
reasons for the adverse exercise of power by the Authority, among 
others139.

The petitioners claimed a violation of their natural and funda-
mental rights in the process which was undertaken to block their 
website. There was no service of notice of an adverse order having 
been passed against the petitioners. The Respondent-Authority 
argued that the enabling provisions made no requirement to issue 
D�QRWLFH�RU�DQ�RSSRUWXQLW\�RI�KHDULQJ�WR�WKRVH�DGYHUVHO\�D̆HFWHG�E\�
an order passed by the Authority.

The Court noted that principles of natural justice are a necessity 
in any statute, and the Constitution of Pakistan, vide Article 10-
A140, mandates due process where adverse orders may be passed 
against an individual. In keeping with this principle, it was held 
that the Pakistan Telecommunication Authority is not enabled 
by the statute to overrule due process, and further, that it is the 
duty as required by the impugned provision141, for the Authority 

138 Awami Workers Party v. Pakistan Telecommunication Authority, writ 
SHWLWLRQ�QR������������6HSWHPEHU����������

139 Awami Workers Party v. Pakistan Telecommunication Authority, ¶ 1.
140 PakIstan Const. Art. 10-A.
141 Awami Workers Party v. Pakistan Telecommunication Authority, ¶ 
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to make Rules which introduce an oversight mechanism and bring 
about transparency in the processes concerning website blocking.

For the petitioner, the Court found a violation of their natural and 
fundamental rights, and the petition was disposed of upon noting 
that their website has been unblocked.

6. &RXUW�EORFNV�ZHEVLWHV�EHIRUH�DOOHJHGO\�LQÀDPPD-
tory content was published [Azerbaijan]

An Azeri Court recently upheld a blocking order issued by the 
Government against several media outlets which were critical of 
the Government, and which allegedly incited mass protests and 
actions with the objective of undermining the Government. Op-
position newspapers and a website backed by the US Government 
were both blocked by the Government This action was taken by the 
Ministry of Transport, Communications and Technology, deemed 
permissible by the Sabail District Court in Baku in May, 2017.142 
While the judgement remains inaccessible, questions regarding 
WKH� OHJLWLPDF\�RI� WKH� FRXUW¶V� UXOLQJ�� DQG�¿OLQJ�RI� WKH� FRPSODLQWV�
by the State to the Court before the articles were written143 have 
raised serious concerns on the satisfaction of the principles of 
QDWXUDO�MXVWLFH�LQ�WKH�¿UVW�SODFH��3URFHGXUDO�DQG�VXEVWDQWLYH�GXH�
process remains opaque for any analysis.

wEBSITE BLOCkING AND COPYRIGHT INFRINGEMENT

Introduction: Copyright infringement has been recognised as 

2-3.
142 Azerbaijani Court Orders Block on RFE/RL Website, Radio Free Eu-

URSH�5DGLR�/LEHUW\���0D\������������KWWSV���ZZZ�UIHUO�RUJ�D�D]HUEDL-
MDQ�UIHUO�VHUYLFH�ZHEVLWH�FRXUW�RUGHUV�EORFNHG����������KWPO��Azeri 
court supports block on several media websites, Reuters, (May 13, 
�������KWWSV���ZZZ�UHXWHUV�FRP�DUWLFOH�XV�D]HUEDLMDQ�PHGLD�LG86.%-
N1882NT

143 Mike Runey, Azerbaijan: Court Upholds the blocking of Independent 
Media Outlets��(XUDVLDQHW���0D\������������KWWSV���HXUDVLDQHW�RUJ�
azerbaijan-court-upholds-the-blocking-of-independent-media-outlets
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a legitimate ground for blocking websites, even in jurisdictions 
which have focused on content-based censorship in order to pre-
vent wholesale website takedowns. This is the result of the nature 
of the right which has been disputed and the degree to which its 
violation is enabled by the internet. Copyright is a right in rem at 
an overarching level, in the nature of protection extended towards 
a property. The clarity and technicality of the copyright regime, 
once a right is established, leaves little room for alternative argu-
PHQWV�WKDW�WKH�UHVSRQGHQW�ZHEVLWH�FDQ�R̆HU��$�ZHEVLWH�EORFNLQJ�
order, in such cases, is usually issued to the Internet Service Pro-
vider hosting the website, whose duty it becomes to take down the 
content.

However, issues of balancing rights inevitably emerge- and should 
emerge if they are not a natural byproduct of these proceedings- 
especially with the adoption of dynamic injunction orders by 
Courts. The spontaneous blocking of websites allowed by these 
orders calls for caution on the part of Courts to consider a propor-
tionate balance owed to the rights of both parties- the owner of the 
intellectual property represented on the internet, and the freedom 
of speech and expression of the owners of the website which cause 
such representation, and the rights of users of the website to ac-
cess said material.

As in the comparative analysis carried out in this report previous-
O\��WKLV�VHFWLRQ�WRR�DLPV�WR�KLJKOLJKW�WKH�GL̆HUHQFHV�LQ�UHVSRQVHV�
issued by Courts towards website blocking orders issued due to 
copyright infringement, for the purposes of laying out practises 
which have been considered healthy, or otherwise. Such examples 
serve as inspiration to adopt a model which delivers complete 
MXVWLFH�LQ�WKH�FRQÀLFW�RI�ULJKWV��RU�HQDEOHV�&RXUWV�DQG�ODZPDNHUV�
WR�SUH�HPSWLYHO\�SURWHFW�WKH�ULJKWV�XQGHU�FKDOOHQJH�LQ�DQ�H̆HFWLYH�
manner.
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EUROPE

1. Court of Justice of the European Union: Finds a 
law enabling prior-censorship compliant with the 
Charter of Human Rights144 [Poland v. Parliament 
and Council]

In this landmark case, the CJEU upheld prior-censorship 
of content which violates the copyright of the right hold-
er, a move often argued as a motivating factor for the 
FKLOOLQJ�H̆HFW�RI�IUHH�VSHHFK��,W�ORFDWHV�LWV�MXVWL¿FDWLRQ�LQ�
contrast with the free speech promises of the European 
Charter of Human Rights.

The Court of Justice of the European Union in April 2022 supplied 
an important interpretation of Article 17 of the Copyright in the 
Digital Single Market Directive (CDSMD)145, and its enforceabil-
ity against fundamental rights. Article 17 of the Directive is the 
³XSORDG�¿OWHUV�SURYLVLRQ´�ZKLFK�FUHDWHV�D� OLDELOLW\�UHJLPH�DJDLQVW�
online content sharing service providers for providing access to 
the public of copyright-protected material uploaded by their users. 
A liability exemption regime is also in place under the statute.

The Republic of Poland moved the European Court challenging 
the validity of part of the provision. It claimed that the provision 
violated the fundamental right of free speech and information as 
guaranteed by the European Charter of Fundamental Rights146. 
It called upon the Court to check the vires of parts of the Article 
on the grounds that its implementation would inevitably require 
RQOLQH�FRQWHQW�VKDULQJ�VHUYLFH�SURYLGHUV�WR�HPSOR\�DXWRPDWHG�¿O-
tering mechanisms. Such prior review of content would abridge 
the fundamental rights of speech guaranteed in the Charter, and 
therefore, the abusive part must be struck down. An alternative 

144 Poland v. Parliament and Council, ECLI:EU:C:2022:297.
���� 'LUHFWLYH���������
146 Article 11 of the European Charter of Fundamental Rights
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SUD\HU�RI�VWULNLQJ�GRZQ�WKH�HQWLUH�SURYLVLRQ�ZDV�DOVR�¿OHG�

7KH�&RXUW�HPSKDVLVHG�WKDW�IXO¿OOLQJ�WKH�REOLJDWLRQV�SODFHG�XQGHU�
the Directive would require prior review of content which would be 
uploaded to the content sharing service providers. In an attempt 
to check if the provision can be saved from being struck down, it 
carried out a proportionality analysis.

7KH�MXVWL¿FDWLRQ�IRU� OLPLWDWLRQ�RI�FRQFHUQLQJ�IXQGDPHQWDO�ULJKWV�
was found in Article 52(1) of the Charter, which provides that any 
fundamental right may be abridged, provided that such an abridge-
ment is prescribed by law, and respects the essence of those rights 
and freedoms. In this analysis, a legitimate objective in the lim-
itation of the right was found by the Court in the interest of the 
protection of the rights of the copyright holders. It was also noted 
WKDW�WKH�PHFKDQLVP�ZDV�H̆HFWLYH�LQ�DFKLHYLQJ�WKLV�OHJLWLPDWH�DLP�

The Court went on to observe that the provision lays out a clear 
DQG�SUHFLVH�OLPLWDWLRQ�RQ�WKH�DEULGJHPHQW�RI�ULJKW��VSHFL¿FDOO\�LQ�
KRZ�LW�H[FOXGHG�WKH�¿OWHULQJ�DQG�EORFNLQJ�RI�ODZIXO�FRQWHQW�ZKLFK�
is uploaded on the platform. Relying on precedent, it found that 
any measure which requires the introduction of blocking measures 
which fails to distinguish between lawful and unlawful content 
GLVSURSRUWLRQDWHO\�D̆HFWV�WKH�IUHHGRP�RI�VSHHFK�DQG�H[SUHVVLRQ��
,W� UHDG� WKLV� LQWR�$UWLFOH� ����ZKLFK�ZRXOG�PHDQ� WKDW� DQ\�¿OWHULQJ�
mechanism introduced under it which is unable to distinguish 
between lawful and unlawful content would not survive legally 
under the Article. Examining the argument of the applicant that 
the provision leads to a general monitoring which has been found 
to be unconstitutional before, the Court provided the following ex-
planation- any national legislation which is passed to enforce the 
Directive would, by virtue of Article 17(8) of the Directive, have to 
introduce safeguards to ensure that content service providers do 
QRW�ZLWKKROG�XSORDGLQJ�RI�FRQWHQW��H̆HFWLYHO\�SURKLELWLQJ�D�PDQ-
date against service providers from scanning all uploaded content. 
The presence of additional procedural safeguards in the challenged 



Chapter 4

86

provision, that would protect the interest of those content users 
whose uploads were erroneously taken down by any entity, was an 
additional impetus for the Court to protect the provision. Conclud-
ing with the mandate that all national authorities and Courts must 
ensure that the national law introduced to enforce the Directive 
must comply with Article 17, and must be interpreted in a manner 
ZKLFK�GRHV�QRW�FRQÀLFW�ZLWK�RWKHU�SULQFLSOHV�RI� WKH�8QLRQ¶V� ODZ��

“such as the principle of proportionality”, the Court felt that the 
balance between the freedom of expression and the rights of users, 
and the right of copyright holders were not upset by the challenged 
provision. Therefore, the provision survived.

2. Preventive Steps against overblocking in copyright 
challenges147 [Germany]

While upholding the blocking measure undertaken to 
SURWHFW�WKH�FRS\ULJKW�RI�D�¿OP�GLVWULEXWRU��WKH�&RXUW�HP-
phasised the importance of avoiding overblocking, sen-
sitive to the contrasting right of free speech in question.

7KH�DSSOLFDQW��D�¿OP�GLVWULEXWRU�ZLWK�RZQHUVKLS�ULJKWV��KDG�VRXJKW�
an injunction based on copyright law against the respondent, which 
provides cable connections to supply the internet to an approxi-
mate 3 million people. The case was in connection with a particular 
movie, which was available on the Respondent’s website without 
permission. No response was received from the website owners 
despite notices sent. The applicant claimed that the Respondent 

147 Benjamin Lotz, Lutz Reulecke, First blocking order in Germany 
to prevent access to copyright infringing website, Kluwer Copy-
ULJKW�%ORJ���0D\������������KWWS���FRS\ULJKWEORJ�NOXZHULSODZ�
FRP������������¿UVW�EORFNLQJ�RUGHU�JHUPDQ\�SUHYHQW�DFFHVV�FRS\-
ULJKW�LQIULQJLQJ�ZHEVLWH���&KULVWRSK�:DJQHU��-RKDQQHV�+LHURQ\PL��
Germany: Landmark Decision Of German Federal Court Of Justice 
On Blocking Of Copyright-Infringing Websites, Mondaq, (December 
����������KWWSV���ZZZ�PRQGDT�FRP�JHUPDQ\�FRS\ULJKW��������
landmark-decision-of-german-federal-court-of-justice-on-blocking-of-
copyright-infringing-websites.
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website is an “internet service with an illegal business model”, and 
so it moved the relevant forum under domestic law seeking an in-
junction against the website, with a penalty for non-compliance. 
In the alternative, it was prayed that the Respondent “be obligated 
WR�EORFN´�DFFHVV�WR�WKH�¿OP�RQ�WKHLU�ZHEVLWH��QR�PHQWLRQ�RI�SHQDOW\�
was made in this alternate prayer). The respondents’ arguments 
lay on the possibility of overblocking by virtue of such an order, 
TXDOL¿HG�RQ� WKHLU�EDVLF�FODLPV� WKDW� WKH�DSSOLFDWLRQ� ODFNV�JURXQG�
IRU�DQ�LQMXQFWLRQ�XQGHU�GRPHVWLF�ODZ��DQG�WKH�LQH̆HFWLYHQHVV�DQG�
high cost of blocking.

On an appeal against a lower forum, the German Federal Court de-
cided the matter. The Court was not convinced by the Respondent’s 
DUJXPHQW�WKDW�WKH�EORFNLQJ�ZRXOG�EH�LQH̆HFWLYH��DIWHU�VWXG\LQJ�WKH�
process thoroughly. Rejecting their argument, the court held that 
the focus of a blocking order is blocking access to the protected 
PDWHULDO��DQG�QRW�WDNLQJ�OHJDO�DFWLRQ�DJDLQVW�DFFHVV�SURYLGHUV�³¿-
nally prevents the dissemination of copyright infringing content 
RQ�WKH�LQWHUQHW´��7R�ZHLJK�WKH�FRQÀLFWLQJ�LQWHUHVWV� LQYROYHG��WKH�
Respondent, despite being one of the largest internet service pro-
viders, was actively causing copyright infringement. Therefore, 
the imposition of costs would not be disproportionate, especially 
since the cost could be passed to the consumers.

As such, the Court found in favour of the copyright holder.

3. 'H¿QLQJ�WKH�SRLQW�RI�DFFRXQWDELOLW\�RI�WKH�,63V148 
[United Kingdom]

In this landmark judgement, the Court laid out the 
grounds on which Internet Service Providers become li-
able when a copyright violation is made by a third party 
using its network.

148 Twentieth Century Fox Film Corporation and Ors. v. British Telecom-
munications PLC, (2011) EWHC 1981 (Ch).
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7KH�SODLQWL̆��WKH�0RWLRQ�3LFWXUHV�$VVRFLDWLRQ�DQG�RWKHUV��KHUHLQ-
after ‘the Studios’), successfully secured an order against Newzbin 
Ltd., which operated a website distributing protected material 
without permission from the owners. The injunction was secured, 
and the website ceased to operate. Soon after, an identical website 
emerged that operated on the same model, with a slight alter-
ation of the name of the website (transition being from Newzbin1 
which was blocked, to Newzbin2). In response to this, the Studios 
brought an application before the High Court of London against 
British Telecommunications, an internet service provider. The 
application sought orders to be issued to British Telecom (Brit-
ish Telecom, hereinafter), to block its users from accessing the 
websites under Section 97A of the Copyright, Designs and Patents 
Act149 to block the new websites.

%ULWLVK�7HOHFRP�DUJXHG�¿UVWO\� WKDW� WKH�&RXUW� ODFNHG� MXULVGLFWLRQ�
under the Act to pass an adverse order against it. The provision 
being relied upon by the Studios only allows an injunction against 
internet service providers if they have actual knowledge of their 
service being used to infringe copyright. The Studios relied on 

149 Section 97A: Injunctions against service providers
 (1)The High Court (in Scotland, the Court of Session) shall have power 

to grant an injunction against a service provider, where that service 
provider has actual knowledge of another person using their service to 
infringe copyright.

 (2)In determining whether a service provider has actual knowledge for 
the purpose of this section, a court shall take into account all matters 
which appear to it in the particular circumstances to be relevant and, 
amongst other things, shall have regard to—

 (a)whether a service provider has received a notice through a means of con-
tact made available in accordance with regulation 6(1)(c) of the Elec-
WURQLF�&RPPHUFH��(&�'LUHFWLYH��5HJXODWLRQV�������6,�������������
and

 (b)the extent to which any notice includes—
 (i)the full name and address of the sender of the notice;
 (ii)details of the infringement in question.
 (3)In this section “ service provider ” has the meaning given to it by regula-

tion 2 of the Electronic Commerce ( EC Directive) Regulations 2002. ]
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precedent emerging from the European Court, wherein access 
providers were found to be enablers by virtue of the internet con-
nection they were providing, which allowed third-party members 
to infringe copyright. Therefore, an order issued against them 
would not be ultra vires the impugned provision, which emerges 
from the same European Directive150 which was in consideration 
in the precedent referred to.

British Telecom then claimed that their users did not “use” their 
services any more than we may use a postal service to send a pirat-
ed CD to another person. Without giving reasons for rejecting this 
analogy, the Court found that enabling clients to use internet ser-
YLFHV��ZKLFK�WKHQ�PDNHV�YLRODWLRQ�SRVVLEOH��LV�VẊFLHQW�JURXQGV�WR�
determine ‘use’. As for ‘actual knowledge’ British Telecom claimed 
that it did not qualify that requirement, and therefore the provision 
cannot be applied against them. Reading the Information Society 
Directive, the Court held that the requirement of actual knowledge 
should not be read too restrictively, since as per the same, ISPs 
are “best placed” to restrict infringement. Therefore, there is no 
UHTXLUHPHQW�IRU�D�PHWLFXORXVO\�VSHFL¿F�LQWLPDWLRQ�WR�WKH�VHUYLFH�
SURYLGHU� RI� DQ� LQIULQJHPHQW�� ³$� VẊFLHQWO\� GHWDLOHG� QRWLFH� DQG�
D� UHDVRQDEOH� RSSRUWXQLW\� WR� LQYHVWLJDWH� WKH� SRVLWLRQ´�ZHUH� VẊ-
cient grounds to qualify as actual notice within the meaning of the 
provision.

British Telecom claimed that it did not qualify for that require-
ment, and therefore the provision cannot be applied against them. 
Reading the Information Society Directive, the Court held that 
the requirement of actual knowledge should not be read too re-
strictively, since as per the same, ISPs are “best placed” to restrict 
infringement. Therefore, there is no requirement of a meticulous-
O\� VSHFL¿F� LQWLPDWLRQ� WR� WKH� VHUYLFH�SURYLGHU�RI�DQ� LQIULQJHPHQW��
³$� VẊFLHQWO\� GHWDLOHG� QRWLFH� DQG� D� UHDVRQDEOH� RSSRUWXQLW\� WR�

���� (XU��3DUOLDPHQW��'LUHFWLYH���������(&��2Q�KDUPRQLVDWLRQ�RI�FHUWDLQ�
aspects of copyright and related rights in the information society, may 
22, 2001, Article 8(3)(o)
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LQYHVWLJDWH�WKH�SRVLWLRQ´�ZHUH�VẊFLHQW�JURXQGV�WR�TXDOLI\�DV�DFWX-
al notice within the meaning of the provision.

Another ground on which British Telecom argued against the pos-
sibility of an injunction against it, was Article 10 of the European 
Convention on Human Rights (ECHR), which guarantees freedom 
of expression to all. The Court responded to this by clarifying that 
this would not be a blanket or abstract order, which would require 
prior-review or introduction of new technical mechanisms of cen-
sorship. Instead, the injunction order sought by the Studios is a 
VSHFL¿F�RQH��ZKLFK�UHTXLUHV�%ULWLVK�7HOHFRP�WR�HPSOR\�WKH�VDPH�
technical mechanisms in place to block websites hosting child 
pornography. The cost, as suggested by British Telecom, is not 
excessive. This, the Court opined, disarmed the claim of British 
Telecom of a violation of freedom of expression.

Accordingly, the Court found for the Studios.

ASIA

1. Legitimacy of Dynamic Injunctions [Singapore151]

In a landmark judgement issuing dynamic injunctions, 
the Court undertook a deep study into its jurisdiction to 
be able to do so, an important step in the expansion of 
the Judiciary’s powers to provide a remedy in cases of 
copyright infringement, by way of blocking websites.

7KH� 3ODLQWL̆V�� RZQHUV� RI� FRS\ULJKWV� LQ� YDULRXV� PRYLHV� DQG� 79�
shows, moved the Singapore High Court under the Singapore 
Copyright Act152, applying for a site-blocking order under the stat-
ute. The prayer was for two types of orders to be issued to Internet 
Service Providers- one to block all the existing URLs to websites 
which are violating the rights of the owners, and another to block 

151 Disney Enterprises Inc. and Ors. v M1 Ltd. [2018] SGHC 206
152 Copyright Act, 2021, No. 20, Acts of Parliament, 2021 (Singapore).
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any new URLs which emerge subsequently providing access to the 
same websites.

The domestic copyright statute lays out a series of qualifying tests 
for certain websites to be categorised as “Flagrantly Infringing 
Online Locations”. A Flagrantly Infringing Online Location is an 

“online location” which must primarily be serving the purpose of 
facilitating copyright infringement by providing access to protect-
ed works in an indexed form.

:KLOH�WKH�+LJK�&RXUW�IRXQG�LQ�IDYRXU�RI�WKH�SODLQWL̆V�IRU�WKHLU�¿UVW�
prayer, it undertook a deeper consideration of its jurisdiction for 
a dynamic injunction. Interpreting the impugned domestic pro-
vision, the Court found that it was worded broadly enough to not 
preclude a dynamic injunction. Statutory leeway apart, several 
other factors motivated the legalisation of dynamic injunction or-
ders- (a) a dynamic order would essentially require the blocking of 
WKH�VDPH�ZHEVLWHV�ZKLFK�KDYH�EHHQ�LGHQWL¿HG�DV�LQIULQJHUV��H[FHSW�
that they are now accessible using alternative URLs; (b) such an 
order would not cover any new websites other than the ones iden-
WL¿HG�LQ�WKH�SULPDU\�RUGHU��DQG��F��WKLV�SURFHVV�ZRXOG�UHGXFH�WKH�
burden on Courts and ISPs from requiring the latter to approach 
the former repeatedly for the same purpose. To further support 
its claim, the Court considered how this measure would reduce 
WKH�KDUP�FDXVHG�WR�SODLQWL̆V��DQG�WKDW�D�G\QDPLF�LQMXQFWLRQ�RUGHU�
would be necessary to sustain the primary injunction, where one is 
JUDQWHG��$V�D�SUHFDXWLRQDU\�VWHS��WKH�&RXUW�UHTXLUHG�WKH�SODLQWL̆V�
WR�VXEPLW��YLD�ḊGDYLW��WKH�OLVW�RI�QHZ�85/V�ZKLFK�SURYLGH�DFFHVV�
to the injuncted website under the primary order, and provided 
VẊFLHQW�SRZHUV� WR� WKH�,63V� WR�not block such URLs if they are 
of the view that the grounds laid out for the blocking of the listed 
ZHEVLWHV�DUH�LQVẊFLHQW�

NORTH AMERICA

1. &RPPRQ�ODZ�MXVWL¿FDWLRQV�IRU�H[SDQGLQJ�SRZHUV�
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of the Court to block websites [Canada]153

7KH�¿QDO�FRXUW�RI�DSSHDO�LQ�&DQDGD�XSKHOG�WKH�MXGJHPHQW�
of the lower court allowing the blocking order, where ap-
pellants claimed that it was prohibited by statute to issue 
such an injunction.

7KH�)HGHUDO�&RXUW�RI�$SSHDO� LQ�&DQDGD�XQDQLPRXVO\�ḊUPHG�D�
site blocking order against Internet Service Providers to block 
FRS\ULJKW�LQIULQJLQJ�ZHEVLWHV��7KH�RULJLQDO�DFWLRQ�ZDV�¿OHG�E\�&D-
QDGLDQ� EURDGFDVWLQJ� FRPSDQLHV� DJDLQVW� XQLGHQWL¿HG�GHIHQGDQWV�
whose websites published protected content. Following precedent, 
the Appellate Court did not entertain questions of facts, and en-
gaged only on three questions of law: the jurisdiction of the court, 
FRQÀLFW�ZLWK�IUHHGRP�RI�H[SUHVVLRQ��DQG�³ZKHWKHU�WKH�2UGHU�ZDV�
just and equitable”.

The power of the Court to grant an injunction was located in prec-
edent, and the lower court was found not to have erred. An import-
ant challenge forwarded by the appellants was that the domestic 
copyright statute154 does not empower Courts to introduce injunc-
tions like site-blocking orders. It was submitted by them that the 
only statute which enabled orders against internet service provid-
ers was the Telecommunications Act155, and that issuing an order 
RQ�JURXQGV�GL̆HUHQW�IURP�WKH�RQHV�PHQWLRQHG�LQ�WKDW�VWDWXWH�E\�
relying on the copyright statute instead, was beyond the scope of 
the statute and the Court. The Telecommunication Act explicitly 
SURKLELWHG�RUGHUV�ZKLFK�ZRXOG�DPRXQW�WR�FRQWUROOLQJ�RU�LQÀXHQF-
ing content. The intent of Parliament, the appellants claimed, was 
clear in not empowering Courts in the Telecommunications Act to 
block websites.

153 Teksavvy Solutions Inc. v Bell Media Inc, 2021 FCA 100.
154 Copyright Act (R.S.C., 1985, C-42)
155 Telecommunications Act (SC 1993, c.38)
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The Court responded to the challenge based on the nature of rem-
edies permissible under the copyright statute by stating that the 
statute did not�H[FOXGH�UHPHGLHV�VSHFL¿FDOO\��DQG�WKHUHIRUH��DQ�LQ-
junction by way of a website-blocking order would not contradict 
the statute. On the question of a blocking order countermanding 
the mandate of the Telecommunications Act, the Court stated that 
the provisions of that statute, which restricted the powers of the 
&RXUW�WR�SUHYHQW�FRQWURO�RU�LQÀXHQFH�RI�FRQWHQW��ZRXOG�QRW�EH�GLV-
placed by an order issued by the Court under the copyright statute, 
which is aimed at facilitating an equitable injunction. Such an in-
junction would not, thus, contradict the Telecommunications Act 
either.

As for the contention that the order violates the freedom of ex-
pression, the Court held that the websites were not engaged in 
a process of expression, but acted only as carriers. The activities 
undertaken by the website did not prefer one form of content over 
the other, and as such, their freedom of expression is not violated. 
The appellants had also submitted that the consumers of the con-
tent posted on their website have a right to expression, in that they 
are entitled to receive the information made available through the 
website. The Court admitted that interest could be claimed in this 
regard. However, since this was a matter arising from a claim for 
an equitable injunctive relief, a balance of convenience test had 
to be carried out by the lower Court. In its conclusion, the lower 
Court found that the balance was not tipped in favour of the appel-
lants herein, in light of interests at stake and the irreparable dam-
age which is done by the infringing website. The Court of Appeal 
agreed with this reasoning, and thus, although a stake existed for 
consumers of information, it agreed that the same did not out-
weigh the irreparable harm the order sought to limit. The just and 
equitable nature of the matter concerned was determined based 
on whether the test which was applied by the lower Court, was 
applied correctly, after considering the interests of both parties 
in the matter. This was a classic three-part that required a strong 
prima facie case, the existence of irreparable harm and a balance 
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of convenience. This, the Appellate Court decided, was carried out 
correctly by the lower Court. Therefore, the appeal against the 
website-blocking order was dismissed.

UNITED STATES OF AMERICA

(Note: The case summarised below is of particular importance for 
our purposes. As pointed out in the previous chapter, the Digital 
Millennium Copyright Act is enforceable in India. Any challenge 
to its provisions in the United States, therefore, is of acute impor-
tance for the purposes of understanding the Indian copyright re-
gime, and its interactions with rights constitutionally protected.)

DMCA’s provision was subjected to a test of constitutionality in 
D� VXLW� ¿OHG� E\� WKH� (OHFWURQLF� )URQWLHU� )RXQGDWLRQ� LQ� ������ 7KH�
Foundation challenged Section 1201 of the DMCA, the anti-cir-
cumvention provision, which introduces a penalty for breaking 
access restrictions to protected works. The challenge156 was based 
RQ�WKH�FKLOOLQJ�H̆HFW�WKDW�WKH�SURYLVLRQ�KDG�RQ�IUHH�VSHHFK��,W�ZDV�
claimed by EFF that the failure of the Library of Congress’s grant 
of exemption from DMCA’s anti circumvention provision, a pow-
er exercisable by the Library as per law, “for speech using clips 
of motion pictures, for the shifting of lawfully-acquired media to 
GL̆HUHQW� IRUPDWV� DQG� GHYLFHV�� DQG� IRU� FHUWDLQ� IRUPV� RI� VHFXULW\�
research”, was contrary to the dictates of the statute. On behalf 
of two scientists seeking to access protected information, EFF ar-
gued that the exemption allowed by the statute itself forms the 
basis on which the constitutionality of the copyright statute was 
upheld in the previous cases. Although the Court upheld the claim 
RI�WKH�WZR�VFLHQWLVWV�RQ�EHKDOI�RI�ZKRP�WKH�())�KDG�¿OHG�WKH�VXLW��
on the question of the constitutionality of the provision, the Court 
UXOHG�RQ�WKH�QHJDWLYH��$V�UHFHQWO\�DV�-DQXDU\�������())�KDV�¿OHG�
an appeal against this decision.

156 Matthew Green, et all v. Department of Justice, et all, District Court 
of Columbia, Civil action no. 16-1492 (EGS).



Chapter 4

95

In a sixty-one page memorandum opinion, the Court dealt with 
the various grounds on which the provision was challenged, in-
FOXGLQJ�D�)LUVW�$PHQGPHQW�FKDOOHQJH�WR�LW��7KH�SODLQWL̆V�VXEPLW-
ted that the provision was over-broad in covering “a substantial 
range of protected speech that is disproportionate to its legitimate 
sweep”. Relying on precedent, the defendants argued that the ex-
tent of a First Amendment right may include the right to freely 
share information which has been acquired or received, but there 
is no First Amendment right in acquiring that information in the 
¿UVW�SODFH��7KHUHIRUH��WKH�SODLQWL̆¶V�DUJXPHQWV��WKDW�WKHUH�LV�D�)LUVW�
Amendment right in employing anti-circumvention measures, and 
sharing such material, cannot hold.

On the argument of overbreadth of the provision, the Court held 
WKDW�WKH�SODLQWL̆V�KDG�IDLOHG�WR�HVWDEOLVK�WKH�VDPH��7KH\�KDG�IDLOHG�
to establish how the impugned provision covers within its ambits 
speech which falls under material which is in the realm of fair 
use. A First Amendment on the grounds of overbreadth requires 
broad working of the law which transgresses the free speech rights 
RI�WKLUG�SDUWLHV��)DLOLQJ�WR�PHHW�WKLV�TXDOL¿FDWLRQ�UHVXOWHG�LQ�WKH�
GLVPLVVDO�RI�WKLV�FODLP�RI�WKH�SODLQWL̆V�

On the question of prior-restraint introduced by the anti-circum-
YHQWLRQ� SURYLVLRQ�� WKH� &RXUW� VWDWHG� WKDW� WKH� SODLQWL̆V� KDG� EHHQ�
unable to meet the requirement for a favourable ruling. There was 
a burden on them to satisfy that the ruling by the Library of Con-
gress to not grant certain exemption was a censorial act based on 
ZKDW�WKH�SODLQWL̆V�ZDQWHG�WR�H[SUHVV��ZKDW�WKHLU�YLHZSRLQW�ZDV��RU�
ZKR�WKH\�ZHUH��,QVWHDG��WKH�SODLQWL̆V�DUJXHG�WKDW�WKH�H[HPSWLRQ�
process itself is unconstitutional because such a process prohibits 
acts which are otherwise permissible under the First Amendment, 
DQG�D̆HFW�OHJLWLPDWH�DFWLYLW\��7KLV��DV�SHU�WKH�&RXUW��GRHV�QRW�VDW-
isfy their burden, and therefore, their plea on these grounds failed.

In light of the above arguments, the Court refused the challenge to 
the provision on First Amendment grounds.
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RECOMMENDATIONS

Recommendation 1: As noted above, maximum number of 
blocks were issued under section 69 A of the IT Act. However, the 
FRQ¿GHQWLDOLW\�FODXVH�ZKLFK�UHVXOWV� LQ�QRQ�SXEOLFDWLRQ�RI�RUGHUV�
UDLVHV�VLJQL¿FDQW�FRQFHUQV�ZLWK�UHVSHFW�WR�WKH�UXOH�RI�ODZ�DQG�IUHH-
dom of speech and expression in a democracy.

A plain reading of the language of Rule 16 makes it clear 
that it is a violation of the right to freedom of speech and 
expression of the citizens. Article 19(1)(a) of the Constitution 
guarantees protection of freedom of speech and expression in any 
form, which may include websites, social media posts, YouTube 
videos etc., against unreasonable state action. Blocking of content 
that takes place under the Blocking Rules, 2009 is a restriction on 
this right, thereby, subjecting it to conditions laid down under Ar-
ticle 19(2). According to Article 19(2) l for a restriction to be valid it 
must fall under one of the eight grounds and it must be reasonable. 
It is a settled principle of law that for a restriction to be reasonable 
it must satisfy the principles of natural justice.157

One of the essential principles of natural justice is audi altarem 
parte, which means that both parties must be given a reasonable 
opportunity to be heard. One of the important conditions to be 
VDWLV¿HG� IRU� WKLV� SULQFLSOH� WR�EH� H̆HFWLYH� LV� WR�SURYLGH� UHDVRQHG�
QRWLFH�� RUGHU� WR� WKH� D̆HFWHG� SDUW\�� 8QOHVV� D� SDUW\� LV� QRW�PDGH�
aware of the grounds on which an action is being taken, it cannot 
challenge the same158. Now even though the rules provide for an 
RSSRUWXQLW\�IRU�KHDULQJ��LW�LV�H̆HFWLYHO\�PHDQLQJOHVV��,W�KDV�EHHQ�
REVHUYHG�VR�IDU�DQG�LV�DOVR�FOHDUO\�UHÀHFWHG�LQ�WKH�FDVH�RI�EORFNLQJ�

157 State of Madras v. V G Row 1952 SCR 597; Anuradha Bhasin v. Union 
of India (2020) 3 SCC 637,¶ 115; B K Srinivasan v. State of Karnataka 
(1987) 1 SCC 658.

158 Fazal Bhai Dhala v. Custodian-General AIR 1961 SC 1397.
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of Dowry Calculator website, that the order is not made available 
to the owner of the website. More often than not, owners of the 
website are not given any meaningful opportunity to challenge the 
decision of the Ministry. Therefore, rule 16 is violative of the prin-
ciples of natural justice and is an unreasonable restriction. Thus, 
the rule violates the right to freedom of speech and expression of 
creators of websites.

Additionally, the right to freedom of speech and expression un-
der article 19(1)(a) has been interpreted to include the right to 
information159. Taking down a website is also a restriction on an 
individual’s right to information as recognised under article 19(1)
(a). This means that the Ministry is bound by principles of natural 
justice in this respect as well. Thus, an order blocking access to a 
ZHEVLWH�PXVW�EH�SXEOLVKHG�DQG�PDGH�DYDLODEOH�VR�WKDW�DQ�H̆HFWLYH�
opportunity to challenge the order is available for individuals.

It may also be considered that Rule 16 contradicts Section 69A of 
the IT Act. Section 69A clearly states that the order must be writ-
ten and reasoned. It contemplates the order to be made available 
to the citizens as their right to know and right to free speech is be-
LQJ�D̆HFWHG��$V�SRLQWHG�RXW�HDUOLHU��LQ�Shreya Singhal the court, 
while upholding the constitutional validity of the section, observed 
that the reasons given in the order can be challenged before any 
court under Article 226. The court interpreted the section to en-
visage a reasonable opportunity for the creators of the website 
to challenge the order. However, the language of rule 16 and the 
reliance of the government on it to deny any kind of information 
concerning website blocking clearly translates into a denial of a 
reasonable opportunity to challenge the order.

In light of the meaning awarded to Section 69A of the IT Act by 
the Supreme Court of India in the Shreya Singhal case, the ab-
sence of adequate procedural safeguards envisioned by the Court 
become glaringly evident. When considered with the standards 

159 PUCL v. Union of India (2003) 2 SCR 1136.
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laid down in precedent, and general principles of statutory in-
terpretation, the case for a vires of Rule 16 weakens- a delegated 
legislation cannot contradict the parent statute. 160

7KH�GH¿FLW�LQ�WKH�SURFHGXUDO�VDIHJXDUGV�RI�6HFWLRQ���$�RI�WKH�$FW�
UHTXLUH�D�GHHSHU�FRQVLGHUDWLRQ�RI�KRZ�WKH�ULJKW�WR�VHHN�DQ�H̆HFWLYH�
remedy can be realised. The non-publication of details regarding 
the blocking of websites, the cause for such blocking, and render 
LQH̆HFWLYH�WKH�H[LVWHQFH�RI�DSSHDOV�WR�VXFK�RUGHUV�ZKLFK�DUH�PDGH�
available by the Court’s interpretation of the provision (with re-
gard to Article 226). A rethink becomes urgent when the true im-
pact of such acts by the State is considered- rampant impeachment 
RI� IXQGDPHQWDO� ULJKWV�ZLWKRXW� DQ� H̆HFWLYH� UHPHG\� DJDLQVW� VXFK�
violation.

$QRWKHU�SHUWLQHQW� LVVXH�ZKLFK�GHPDQGV�DWWHQWLRQ� LV� WKH� FRQÀLFW�
between Rule 16 and the RTI Act, 2005. Section 22 of the RTI Act 
JLYHV�DQ�RYHUULGLQJ�H̆HFW� WR� WKH�SURYLVLRQV�RI� WKH�$FW��$V�SHU�KL-
erarchy of norms, a subordinate legislation must give way to the 
3DUHQW� OHJLVODWLRQ� LQ�FDVH�RI�D� FRQÀLFW�� ,W�PD\�EH�DUJXHG� WKDW� ,7�
Act contains a non obstante clause as well. However, it must be 
REVHUYHG�WKDW�LQ�FDVH�RI�VXFK�D�FRQÀLFW�VSHFLDO�OHJLVODWLRQ�SUHYDLOV�
RYHU�WKH�JHQHUDO�OHJLVODWLRQ��,W�PXVW�EH�QRWHG��XQGHU�WKLV�VSHFL¿F�
circumstance RTI Act is the special legislation as the information 
is being sought through the procedure established under the RTI 
$FW�DV�RSSRVHG�WR�RWKHU�PHFKDQLVPV��&RQVHTXHQWO\��WKH�FRQ¿GHQ-
tiality Rule applies generally under all circumstances, unless, the 
information is sought under the RTI Act which has an overriding 
H̆HFW��,Q�WKH�OLJKW�RI�WKLV�DUJXPHQW��DSSOLFDWLRQ�DQG�LQWHUSUHWDWLRQ�
of Rule 16 requires reconsideration. As it defeats the purpose of 
essential safeguards vested in citizens to protect their fundamen-
tal rights.

On a jurisprudential level, the philosophy ascribed to the exchange 

160 Ram Prasad v. State AIR 1952 ALL 843; State of Tamil Nadu v. P. 
Krishnamurthy (2006) 4 SCC 517.
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of ideas on the internet by the Court was that of the marketplace of 
ideas- where all ideas may be freely propounded, with exceptions 
to ideas which cause immediate harm, and like in a marketplace, 
there is a freedom for all to be exposed to such ideas and form an 
informed opinion accordingly. Ironically, by virtue of unreasoned 
blocking orders which cannot always be challenged for grounds 
other than their legitimacy, the State actively interferes with the 
marketplace. By virtue of Section 69A and the Rules formed under 
it, without adequate procedural safeguards, the State is empow-
HUHG� WR� LQÀXHQFH� WKH� IUHH�ÀRZ�RI� FHUWDLQ� LGHDV��ZKLOH� UHVWULFWLQJ�
those which may not be to its satisfaction. Not only does the 
Court’s philosophy stand contradicted through such preferential 
treatment of ideas enabled by the statute, values fundamental to 
freedom are also threatened where due process standards are not 
introduced.

Recommendation 2: Currently the review committee that re-
views blocking orders has a skewed composition as it only consists 
of members from the executive branch. There is requirement of 
higher standard of scrutiny and absence of bias, as blocking of 
website involves a question of fundamental right under the Con-
stitution. In a recent revelation, MEITY stated that the Review 
Committee has not overturned any of its section 69A orders in the 
past 13 years161. MEITY has blocked 27,277 websites since 2010162. 
However, the Review Committee did not overturn blocking of a 
single website.

Moreover, the Review Committee formed under Rule 419A is 
also responsible for reviewing the decisions under the Indian 
Telegraph Rules, 1951 and Information Technology (Procedure 
and Safeguards for Interception, Monitoring and Decryption of 

161 Saurav Das, IT Review Panel Didn’t Disapprove of a Single Social 
Media Takedown Order from Govt: RTI, The Wire (August 10, 2022), 
https���WKHZLUH�LQ�WHFK�LW�UXOHV�UHYLHZ�FRPPLWWHH�VRFLDO�PHGLD�SRVW�
takedown-govt.

162 Refer to the annexure-2. RTI reply by MEITY.



Recommendations

100

Information) Rules, 2009163. In the past it has been observed that a 
ODUJH�QXPEHU�RI�RUGHUV�DUH�LVVXHG�XQGHU�WKHVH�WZR�UXOHV��UHÀHFWLQJ�
the burden upon the committee164.

7KHVH�REVHUYDWLRQV�JLYH� ULVH� WR� WKUHH� VLJQL¿FDQW� LVVXHV�ZKLFK� UH-
quire attention. First, the Review Committee mechanism violates 
$UWLFOH����DV�LW�VX̆HUV�IURP�DQ�LQVWLWXWLRQDO�ELDV��7KH�VWDWXWH�OD\LQJ�
down the composition of an administrative decision making body 
PXVW�VDWLVI\�WKH�SULQFLSOHV�RI�1DWXUDO�-XVWLFH��7KH�¿UVW�SULQFLSOH�
of Natural Justice lays down that no person can be a judge in their 
own cause. The principle entails that an administrative decision 
making body is not capable of taking fair and just decision if there 
is a likelihood of bias. This bias can be on the basis of multiple 
factors such as pecuniary interest, personal relationship or being 
part of the same institution or the department.

The Review Committee performs the function of an oversight 
mechanism which ensures that the law laid down in section 69A 
is followed in letter and spirit. However, the provisions of review 
fail to provide for an oversight mechanism in intent and purport. 
The members of the Committee are part of the central government 
LWVHOI�HYHQ�WKRXJK�IURP�GL̆HUHQW�GHSDUWPHQWV��7KH�OLNHOLKRRG�RI�D�
IDLU�UHYLHZ�EHLQJ�FRQGXFWHG�ZKLOH�WKH�ṘFLDOV�GHFLGLQJ�EORFNLQJ�RI�
WKH�FRQWHQW�DQG�WKH�ṘFLDOV�UHYLHZLQJ�WKLV�GHFLVLRQ�DUH�SDUW�RI�WKH�
same institution.

It has been held in plethora of cases that where review mechanism 
KDV�EHHQ�VWUXFN�GRZQ�DV�LW�VX̆HUHG�IURP�DQ�LQVWLWXWLRQDO�ELDV��,Q�
the case of Bidhannagar (Salt Lake) Welfare Association 
v Central Valuation Board165 it was held that in a Review 

163  Information Technology (Procedure and Safeguards for Interception,    
 Monitoring and Decryption of Information) Rules, 2009, Rule 2(q),  
 Rule 7 and Rule 22.

164� �KWWSV���VÀF�LQ�LQIRUPDWLRQ�UHFHLYHG�XQGHU�UWL�IRU�VXUYHLOODQFH
165  Bidhannagar (Salt Lake) Welfare Association v Central Valuation  

 Board (2007) 6 SCC 668.
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Committee cannot be said to be independent when it consists 
of members of the Board and the Municipality which has inter-
ests in the decision being reviewed by the Committee. The court 
observed that the members were not “independent persons and 
each one of them is, in one way or the other, interested in the 
matter.”[para 26] The court further observed that the jurisdiction 
of the civil courts being barred and only a limited judicial review 
being available makes the situation worse. Thus, it was held that 

“the provisions for review conferred in terms of the statute for all 
intent and purport are illusory ones and do not satisfy the test 
of Article 14 of the Constitution of India. No statute which takes 
away somebody's right and/or imposes duties, can be upheld 
where for all intent and purport, there does not exist any provi-
VLRQ�IRU�H̆HFWLYH�KHDULQJ�´�>SDUD���@

Second, there is a lack of transparency in the working of the Re-
view Committee. This procedural lack of transparency translates 
into substantive violation of principles of natural justice and free-
dom of speech and expression. In order to place accountability for 
executive action the procedure so followed must be transparent. 
It is also essential to ensure that the procedure as established by 
law is being followed or not and whether the decisions are made 
well reasoned or not. As the question involved is of the fundamen-
tal rights the requirement for transparency becomes extremely 
pertinent.

Third, the Review Committee conducts the oversight of intercep-
tion orders issued under section 5 of the Indian Telegraph Act and 
for the blocking taking place under section 69A of IT, Act. As not-
ed above, a large number of orders are to be reviewed by the same 
committee. This corroborated with the fact that no single order 
KDV�EHHQ�RYHUWXUQHG�E\�WKH�5HYLHZ�&RPPLWWHH�VLQFH�������UHÀHFWV�
WKDW�WKHUH�LV�VLJQL¿FDQW�OLNHOLKRRG�RI�QRQ�DSSOLFDWLRQ�RI�PLQG�E\�
the Review Committee on these orders.

In the light of the above observations, it is recommended that the 
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Review Committee must have wider representation and include a 
judicial member and an independent member. Alternatively, it is 
recommended that review mechanism for blocking of content on 
WKH�LQWHUQHW�RXJKW�WR�EH�GRQH�E\�WKH�GL̆HUHQW�RUJDQ�RI�WKH�6WDWH��
As the orders are passed and the review is conducted by the same 
organ of the state, the standard of the scrutiny is lower. Therefore, 
the review mechanism must include judicial oversight.

Additionally, it is recommended that there is a need to have a sep-
arate review mechanism for section 69A orders and the intercep-
tion orders passed under section 5 of the Indian Telegraph Act. 
6WUHDPOLQLQJ�RI�WKH�UHYLHZ�SURFHVV�ZLOO�PDNH�LI�H̆HFWLYH�DQG�JLYH�
ample of time and resources for application of mind on each in-
stance of blocking.

Recommendation 3:

In their current form, the Information Technology (Procedure 
and Safeguards for Blocking for Access of Information by Public) 
Rules, 2009 provide that where a request for blocking of website is 
UHFHLYHG��DOO�H̆RUWV�DUH�WR�EH�PDGH�WR�WUDFH�WKH�LQWHUPHGLDU\�or the 
person hosting the information, to provide them with a window 
of forty-eight hours within which they must “appear and submit 
WKHLU�UHSO\�DQG�FODUL¿FDWLRQV��LI�DQ\��EHIRUH�WKH�FRPPLWWHH´166. In 
cases of emergency, where the blocking of a website is considered 

“necessary or expedient”, the Secretary, Department of Informa-
tion Technology may issue directions “he may consider necessary” 
to the person or intermediary hosting the impugned information 
without giving him an opportunity of hearing167. Although the or-
der must be submitted to the Review Committee within forty-eight 
hours of being issued, the Committee may uphold the request of 
WKH�'HVLJQDWHG�2̇FHU�WR�EORFN�WKH�ZHEVLWH��)LQDOO\��XQGHU�5XOH�����
as has been previously stated in this report, there is a mandate of 
VWULFW� FRQ¿GHQWLDOLW\� RQ� DOO� UHTXHVWV� WR�EORFN�ZHEVLWHV�� DQG� FRP-

166 Blocking Rules, 2009, Rule 8(1).
167 Blocking Rules, 2009, Rule 9.
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plaints against a website received, and the actions which are taken 
on such requests and complaints.

,W�LV�VXEPLWWHG�WKDW�WKHVH�SURYLVLRQV�DGYHUVHO\�D̆HFW�WKH�opportu-
nity of hearing of the persons whose websites are blocked under 
the Rules. ‘Audi alteram partem’ (translated: let the other side be 
heard as well”) is a principle of natural justice. It requires ‘fair play 
in action’; that where an administrative or a quasi-judicial body 
determines a course of action which may prejudice a person, they 
PXVW�EH�R̆HUHG�DQ�RSSRUWXQLW\�WR�SUHVHQW�WKHLU�FDVH�E\�ZD\�RI�D�
hearing, in the interests of equity, fairness, and justice 168. “The 
FRUH�RI�LW�PXVW��KRZHYHU��UHPDLQ��QDPHO\�WKDW�WKH�SHUVRQ�D̆HFW-
ed must have a reasonable opportunity of being heard, and the 
hearing must be a genuine hearing and not an empty public re-
lations exercise.169” The right must be read to exist by implication, 
even when the statute may not explicitly word it in its provisions.170

Elements of fairness of the procedure of hearing has been deemed 
of paramount importance in the execution of this principle of nat-
ural justice. Describing what fairness and reasonableness in pro-
cedures of hearing amounts to, the Supreme Court of India has 
said:

‘7KH�UXOH�RI�³IDLU�KHDULQJ´�UHTXLUHV�WKDW�WKH�D̆HFWHG�SDUW\�VKRXOG�
EH�JLYHQ�DQ�RSSRUWXQLW\�WR�PHHW�WKH�FDVH�DJDLQVW�KLP�H̆HFWLYH-
ly and the right to hearing takes within its fold a just decision 
supplemented by reasons and rationale. Reasonable opportu-
nity of hearing or right to “fair hearing” casts a steadfast and 
sacrosanct obligation on the adjudicator to ensure fairness in 
procedure and action, so much so that any remiss or dereliction 
in connection therewith would be at the pain of invalidation of 
the decision eventually taken.’171

168 Maneka Gandhi v Union of India, (1978) 1 SCC 248, paras 59-65
169 Ibid, para 14
170 Ibid.
171 Kanachur Islamic Education Trust v Union of India (2017) 15 SCC 702.
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It is well settled that the nature of the operation of principles of 
QDWXUDO�MXVWLFH�PD\�GL̆HU�ZKHQ�WKH�IRUXP�LV�DQ�DGPLQLVWUDWLYH��RU�
a quasi-judicial body, as opposed to a court of law. Such bodies do 
not execute a judicial adjudication, so they are not obliged to follow 
the judicial process which applies in a court of law. However, in 
explaining the scope and ambit of the principle, it has been opined 
by the Apex Court that “a person against whom an order to his 
prejudice may be passed should be informed of the allegations 
and charges against him, be given an opportunity of submitting 
an explanation thereto, have the right to know the evidence, both 
oral or documentary, by which the matter is proposed to be de-
cided against him, and to inspect the documents which are relied 
upon for the purpose of being used against him, to have the wit-
nesses who are to give evidence against him examined in his pres-
ence and have the right to cross-examine them, and to lead his 
own evidence, both oral and documentary, in his defence.” These 
KDYH�EHHQ�LGHQWL¿HG�DV�WKH�HOHPHQWV�RI�DQ�RSSRUWXQLW\�RI�KHDULQJ�
irrespective of the nature of the adjudicating body, since after this 
explanation, the Court adds that administrative and quasi-judicial 
bodies need not comply with the technicalities of judicial adjudi-
cation with their rules of procedure and evidence, and that they 
are not required for adjudication before said bodies172. [Union of 
India v Tulsiram Patel (1985) 3 SCC 398]

Pressing this point further, the Court in Natwar Singh v Direc-
tor of Enforcement and Anr173 has held that “..the fundamental 
principle remains that nothing should be used against the person 
which has not been brought to his notice. If relevant material is 
not disclosed to a party, there is prima facie unfairness irrespec-
tive of whether the material in question arose before, during or 
after the hearing.” Here, however, the Court notes exceptions. It 
is recorded that the application of the natural justice principles de-
pends on the nature of the inquiry, and the kind of consequences 

172 Union of India v Tulsiram Patel (1985) 3 SCC 398.
173 (2010) 13 SCC 255.
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which could follow from that inquiry. Therefore, for example 
where the disclose of information would result in a “breach of 
FRQ¿GHQFH�RU�PLJKW�EH�LQMXULRXV�WR�WKH�SXEOLF�LQWHUHVW�EHFDXVH�LW�
ZRXOG�LQYROYH�WKH�UHYHODWLRQ�RI�ṘFLDO�VHFUHWV��LQKLELW�IUDQNQHVV�
of comment and the detection of crime, might make it impossi-
ble to obtain certain clauses of essential information at all in the 
future”174, the administrative body may not reveal the documents 
based on which action has been initiated against the aggrieved, or 
a decision is being arrived at. More generally, the principle ad-
opted by the Court is that whether the principle will apply or not 
shall be determined based on “the express language and the basic 
scheme of the provision conferring the power; the nature of the 
power conferred; the purpose for which the power is conferred 
DQG�WKH�¿QDO�H̆HFW�RI�WKH�H[HUFLVH�RI�WKDW�SRZHU�RQ�WKH�ULJKWV�RI�
WKH�SHUVRQ�D̆HFWHG´175.

When read with the above-mentioned understanding of the mean-
ing and scope of an opportunity to a hearing, the following defor-
mities emerge in the Rules as they exist currently:

• The Rules currently allow the aggrieved or the interme-
diary to respond to the notice which has been served on the 
objectionable website. Since the takedown of a website would 
impinge the right of the originator of the information, it is im-
perative that all attempts are made to allow said individual to 
make a representation and exercise their right of being heard 
before an adverse action is taken against them. Only when the 
RULJLQDWRU� FDQQRW�EH� LGHQWL¿HG�RU� FRPPXQLFDWLRQ�FDQQRW�EH�
HVWDEOLVKHG�ZLWK�WKHP�VKRXOG�WKH�LQWHUPHGLDU\�EH�QRWL¿HG�
• A fair hearing, which is inherent in the right to a hearing, 
requires that the aggrieved is enabled to present their case 
against a proposal of adverse action against them. The blanket 
FRQ¿GHQWLDOLW\�RI�5XOH����DJDLQVW�WKH�GLVFORVXUH�RI�UHTXHVWV�DQG�
complaints received to block the website denies the aggrieved 

174 Ibid.
175 Ashwin S Mehta v Union of India (2012) 1 SCC 83.
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the right to face their accuser, and the basis of the accusation 
against their website. Requiring the aggrieved to defend their 
case without full knowledge of the exact grounds on which ac-
tion Is likely to be taken against them leads to arbitrariness, 
which is the anti-thesis of a fair hearing, as the judgements 
cited above state.
• The current process of the blocking of website only allows 
the aggrieved to make a representation before one forum un-
der Rule 8, without any opportunity to appeal against the or-
der. Rule 16 allows the non-disclosure of an action taken on 
the complaint or the request received to block a website. Read 
together, these rules do not allow complete access to the de-
tails of the action taken against an individual, nor do they al-
low an opportunity to make a detailed or proper representa-
WLRQ��:KHQ�6)/&�LQ�¿OHG�D�5LJKW� WR� ,QIRUPDWLRQ�DSSOLFDWLRQ�
under the Right to Information Act, 2005, seeking a copy of a 
Standard Operating Procedure which is followed in said ‘hear-
ings’. However, an unsatisfactory response was received which 
states that the IT Act, 2000 may be referred to. No mecha-
nism for appeal is laid out either. This allows the authority to 
proceed with the censorship, without giving all details of the 
action taken against the aggrieved, which then disables them 
to make an H̆HFWLYH representation in ways laid out in Union 
of India v Tulsiram Patel quoted above.
• No measures of accountability are prescribed under the 
Rules in their current form for actions taken by the authority 
which are manifestly arbitrary. This has lead to exceptions to 
the right to hearing become the rule, and the right to a hearing 
becoming the exception. 

The following recommendations are therefore forwarded to rec-
tify the shortcomings in the Rules in their current form. Each 
recommendation corresponds to the deformities laid out above 
chronologically:

• An obligation must rest on the adjudicatory authority to 
trace the originator of the website which against which a re-
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quest for blocking has been received, to invite them to make a 
representation. Only upon failure of any communication with 
WKH�RULJLQDWRU�VKRXOG� WKH� LQWHUPHGLDU\�EH�QRWL¿HG�DERXW� WKH�
request for blocking received. Otherwise, there must be a re-
quirement to necessarily notify both the originator, and the 
intermediary.
• The originator of the information, or the intermediary, must 
EH�DOORZHG�DFFHVV�WR�WKH�FRPSODLQW�RU�WKH�UHTXHVW�¿OHG�ZKLFK�
could lead to censorship of their right to free speech.
• Drawing from the judgements cited above, in some cases, 
the law allows the disclosure of the grounds on which a cer-
tain right is being impugned. These exceptions must clearly be 
stated in the statute, with a requirement that the fact circum-
stances which require the authority to withhold the informa-
tion shall be recorded in writing.
• $� SURFHGXUH� ZKLFK� HQVXUHV� WKDW� DQ� H̆HFWLYH� ULJKW� RI� UHS-
resentation is made, by way of allowing the aggrieved access 
to all the details of actions against them, provisions allowing 
WKHP�WR�H̆HFWLYHO\�TXHVWLRQ�WKH�GRFXPHQW�ZKLFK�IRUP�WKH�ED-
sis of the action against them, and to present their own evi-
GHQFH��WR�DUJXH�D̆HFWLYHO\�DJDLQVW�WKH�YLRODWLRQ�RI�WKHLU�ULJKWV��
is recommended to be laid down by the authority in the inter-
est of a fair hearing, and to prevent arbitrariness.
• A requirement on the authority is proposed, to follow the 
standard operating procedure, and take all measures implic-
it in the principle of fair, reasonable, just, and equitable pro-
ceedings to ensure that the aggrieved is enabled to exercise 
their right to a hearing. A statutory mandate, that a failure of 
the authority to follow this requirement would lead to the dec-
laration of its orders as null and void is recommended.

Recommendation 4: The instances which have come forth re-
ÀHFW� WKDW�0(,7<�DQG�0,%�RIWHQ�EORFN�HQWLUH�ZHEVLWHV��DFFRXQWV�
on a social media platform or YouTube channel as opposed to a 
particular post, video or URL. However, it is recommended that 
a stricter standard must be adopted by the government while 
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determining blocking of an entire website, account or channel.

While blocking websites and other content on the internet the or-
ders issued by the executive must withstand the proportionality 
test. Each order issued by the MEITY and MIB under the respec-
tive rules must be proportionate and reasonable. It was in the case 
of State of Madras v. V G Row176 that the proportionality stan-
dard for a restriction under Article 19 was laid down. The court 
interpreted the proportionality standard to be the currency for 
evaluating reasonableness of a statute restricting freedoms under 
Article 19. The court observed as follows:

“It is important in this context to bear in mind that the test of 
reasonableness, wherever prescribed, should be applied to each 
individual statute impugned, and no abstract standard. or gen-
eral pattern, of reasonableness can be laid down as applica-
ble to all cases. The nature of the right alleged to have been in-
fringed, the underlying purpose of the restrictions imposed, the 
extent and urgency of the evil sought to be remedied thereby, 
the disproportion of the imposition, the prevailing conditions at 
the time, should all enter into the judicial verdict.”

Over years there has been a line of precedent where it has been 
categorically held that an executive action which restricts fun-
damental freedoms under Article 19 must satisfy the conditions 
provided from Article 19(2) to (6). In the case of Modern Dental 
College v. State of Madhya Pradesh177 the Supreme Court 
observed that there exists tension between fundamental freedoms 
and the need to restrict these freedoms for protection of social 
interests. To strike a balance between these interests restrictions 
must be imposed in a reasonable manner and the doctrine of pro-
portionality was read to be essential part of the reasonableness 
test. The court once again emphasised on the requirement of (i) 
the restriction not being arbitrary or excessive and (ii) proximate 
nexus between the restriction and the objective to be achieved. The 

176 1952 AIR 196
177 AIR 2016 SC 2601
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WHVW�VR�SURSRXQGHG�KDV�WKUHH�SURQJV�ZKLFK�PXVW�EH�VDWLV¿HG�IRU�
the executive action to be valid. These are: (i) there must be a law, 
(ii) the law must aim to achieve a legitimate state goal, (iii) there 
exists a rational nexus between the goal sought to be achieved and 
the measure.178.Following the established line of jurisprudence the 
substantive and procedural requirements of the statute must be 
couched in this constitutional principle.

Entrenching proportionality in the action of authorities empow-
ered in the Rules can be brought about by mandating such require-
ments in the substantive and procedural parts of the provisions. It 
is suggested that the following statutory obligations be introduced 
in order to condition proportionality into acts of censorship of 
websites: 

• Most orders of website blocking require that the entire web-
site be blocked, instead of the URLs of the website which host 
WKH�PDWHULDO� R̆HQVLYH� LQ� ODZ�� 7KLV� UHVXOWV� LQ� WKH� LOOHJDO� FHQ-
sorship of permissible speech hosted on the website. The legal 
PDQGDWH�PXVW�UHTXLUH�WKDW�RQO\�WKH�R̆HQGLQJ�85/V��LI�IRXQG�
to satisfy the grounds for blocking, be denied access to. The 
‘wholesale blocking of websites’ must be made an exception, 
where the authority must be required to present in a detailed 
manner the reasons for which the takedown of URLs would 
QRW�VẊFH�

• It is also proposed that a standard format be intro-
duced which the Designated Authority and the Review 
Committee must follow while rendering their orders 
and decisions. Any order or decision made by the au-
thority must be required to answer a set of questions 
compulsorily, which would require them to consider 
questions inherent in a proportionality analysis such 
as:

• Whether the content published on the website is protect-

178 Anuradha Bhasin v Union of India, (2020) 3 SCC 637, ¶ 78-90; Jus-
tice K S Puttaswamy v Union of India (2017) 10 SCC 641.
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ed under Article 19(1)(a). If not, is it explicitly prohibited 
under Article 19(2)?
• Is the blocking of the entire website necessary? If so, why 
is the blocking of the URLs of the website hosting the im-
SXJQHG�LQIRUPDWLRQ�LQVẊFLHQW"
• What is the likely impact of the denial of the information 
to the public? Is the denial of such information by blocking 
the website going to violate their right to access informa-
tion?
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CONCLUSION

Websites which include applications, web portals, web pages, so-
cial media platforms can be blocked by the Executive and the Judi-
ciary through a variety of mechanisms. The most number of blocks 
are carried out under Section 69A of the Information Technology 
Act, 2000 by Ministry of Electronics and Information Technolo-
gy (MEITY) as well as Ministry of Information and Broadcasting 
�0,%���7KHVH�ZHEVLWHV�DUH�EORFNHG�XVLQJ�GL̆HUHQW�WHFKQRORJLHV�RXW�
of which DNS blocking is used by the majority of Internet Service 
Providers in India. None of the orders of website blocking are pub-
lished by MEITY. Moreover, MEITY also refrains from providing 
information on the names of websites that have been blocked by it 
under Section 69A of the Information Technology Act, 2000. 

6FUHDPLQJ�¿UH� LQ�D� FURZGHG� WKHDWUH�FDQQRW�TXDOLI\�DV�SURWHFWHG�
VSHHFK�RQOLQH�RU�R̈LQH��,W�LV�VSHHFK�WKDW�KDV�WR�EH�FXUWDLOHG��7KH�
Internet has been a marketplace of Ideas, these ideas are occasion-
ally violative of local laws. It is necessary to act swiftly and remove 
these ideas which may cause widespread harm. It cannot be em-
phasized enough that while removing the content, constitutional 
principles and judicial precedents need to be strictly adhered to. 
This report has also highlighted the procedural lapses as well as 
LQ¿UPLWLHV� LQ� ODZ� WKDW� QHHG� WR� EH� DGGUHVVHG� DW� DQ� XUJHQW� EDVLV��
Principles of Natural justice need to be followed in the strictest 
possible manner while regulating information on the internet. 
There also needs to be comprehensive information available in the 
public domain for citizens to access. Restrictions on speech need 
to be minimal and authorities should only block selective informa-
tion rather than issuing blanket orders.

There is a lot left to learn about website blocking not just in In-
dia but around the world. Internet is merely 25 years old and the 
regulatory issues facing internet are emerging just now and at a 
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fast pace. It is foremost to keep democratic principles at the heart 
of any regulation that seeks to control noxious use of it. There is 
much to study around Website blocking regime in India and we 
believe that this report can be a starting point in that discussion.
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S.No. Case Order dated URLS

1
CS Comm 27 of 2019, Before 
Hon’ble Delhi High Court

21/1/2019 18

2
CS 93 of 2019, before Hon’ble 
Madras High Court

30/1/2019 1

3
CS Comm 38 of 2019, before 
Hon’ble Delhi High Court

24/1/2019 32

4
CS Comm 54 of 2019, before 
Hon’ble Delhi High Court

1/2/2019 12

5
CS Comm 20 of 2019, before 
Hon’ble Delhi High Court

16/1/2019 11

6
CS Comm 117 of 2019, before 
Hon’ble Delhi High Court

16/3/2019 16

7
CS Comm 139 of 2019, before 
Hon’ble Delhi High Court

18/3/2019 21

8
CS Comm 59 of 2019, Before 
Patiala House Courts, New Delhi

18/3/2019 2113

9
CS Comm 195 of 2019, before 
Hon’ble Delhi High Court

15/4/2019 78

10
JM 1st Class court no.5 , west 
Tripura, Agartala in Case no. 
2019 WAG 084

27/4/2019 1

11

Addi. Chief Metropolitan 
Magistrate, 37th
Court, Esplanade, Mumbai OW 
No. 582 of 2019

26/3/2019 2

12
CS 78 of 2019, Before Hon'ble 
High Court, Calcutta.

18/3/2019 5

13

CS(Comm) 724/2017 UTV 
Software Communications Ltd. 
and Ors. vs
1337x.to & Ors. with CS(Comm) 
768/2018, CS(Comm) 770/2018, 
CS(Comm) 776/2018,
CS(Comm) 777/2018, 
CS(Comm) 778/2018, 
CS(Comm) 799/2018 and 
CS(Comm) 800/2018.

10/4/2019 31

14
TM 19 of 2018, Before Saket 
District Court, New Delhi.

10/5/2019 1



15
CS Comm 195 of 2019, before 
Hon’ble Delhi High Court

7/5/2019 83

16
CS Comm 281 of 2019, before 
Hon’ble Delhi High Court

27/5/2019 15

17
CS Comm 321 of 2019, before 
Hon’ble Delhi High Court

31/5/2019 1

18
CS Comm 281 of 2019, before 
Hon’ble Delhi High Court

27/5/2019 45

19
CS Comm 298 of 2019, before 
Hon’ble Delhi High Court

30/5/2019 4

20
CS 78 of 2019, Before Hon'ble 
High Court, Calcutta.

18/3/2019 1

21
CS Comm 195 of 2019, before 
Hon’ble Delhi High Court

21/5/2019 46

22
TM 65 of 2019, Before Patiala 
House Courts, New Delhi

4/6/2019 677

23
CS Comm 799 of 2018, before 
Hon’ble Delhi High Court

28/5/2019 10

24
CS Comm 770 of 2018, before 
Hon’ble Delhi High Court

28/5/2019 1

25
CS Comm 281 of 2019, before 
Hon’ble Delhi High Court

27/5/2019 14

26
CS Comm 281 of 2019, before 
Hon’ble Delhi High Court

27/5/2019 31

27
CS Comm 724 of 2017, before 
Hon’ble Delhi High Court

4/7/2019 22

28
CS Comm 768 of 2018, before 
Hon’ble Delhi High Court

4/7/2019 13

29
CS Comm 776 of 2018, before 
Hon’ble Delhi High Court

4/7/2019 7



30
CS Comm 777 of 2018, before 
Hon’ble Delhi High Court

4/7/2019 86

31
CS Comm 778 of 2018, before 
Hon’ble Delhi High Court

4/7/2019 22

32
TM No. 91 of 2019, before Tis 
Hazari Courts, New Delhi

18/7/2019 60

33
CS Comm 366 of 2019, before 
Hon’ble Delhi High Court

24/7/2019 1

34
CS Comm 367 of 2019, before 
Hon’ble Delhi High Court

24/7/2019 1

35
CS Comm 368 of 2019, before 
Hon’ble Delhi High Court

24/7/2019 1

36
CS Comm 369 of 2019, before 
Hon’ble Delhi High Court

24/7/2019 124

37
CS Comm 374 of 2019, before 
Hon’ble Delhi High Court

26/7/2019 81

38
CS Comm 378 of 2019, before 
Hon’ble Delhi High Court

29/7/2019 81

39
CS Comm 408 of 2019, before 
Hon’ble Delhi High Court

5/8/2019 67

40
CS Comm 399 of 2019, before 
Hon’ble Delhi High Court

5/8/2019 6

41
CS Comm 402 of 2019, before 
Hon’ble Delhi High Court

5/8/2019 3

42
CS Comm 403 of 2019, before 
Hon’ble Delhi High Court

5/8/2019 2

43
CS Comm 407 of 2019, before 
Hon’ble Delhi High Court

5/8/2019 1

44
CS Comm 409 of 2019, before 
Hon’ble Delhi High Court

5/8/2019 2

45
CS Comm 418 of 2019, before 
Hon’ble Delhi High Court

9/8/2019 1



46
CS Comm 419 of 2019, before 
Hon’ble Delhi High Court

9/8/2019 2

47
CS Comm 422 of 2019, before 
Hon’ble Delhi High Court

9/8/2019 19

48
CS Comm 400 of 2019, before 
Hon’ble Delhi High Court

5/8/2019  & 
9/8/2019

2

49
CS Comm 408 of 2019, before 
Hon’ble Delhi High Court

5/8/2019 20

50

Addl. Chief Metropolitan 
Magistrate, 37th
Court, Esplanade, Mumbai in 
OW No. 1240/2019 & OW No. 
582 of 2019

26/3/2019 & 
8/7/2019

1

51
CS Comm 471 of 2019, before 
Hon’ble Delhi High Court

29/8/2019 46

52
CS Comm 408 of 2019, before 
Hon’ble Delhi High Court

5/8/2019 28

53
CS Comm 457 of 2019, before 
Hon’ble Delhi High Court

26/8/2019 77

54
CS Comm 369 of 2019, before 
Hon’ble Delhi High Court

2/9/2019 16

55
CS Comm 500 of 2019, before 
Hon’ble Delhi High Court

13/9/2019 11

56
CS Comm 500 of 2019, before 
Hon’ble Delhi High Court

13/9/2019 23

57
CS Comm 510 of 2019, before 
Hon’ble Delhi High Court

17/9/2019 102

58
CS Comm 515 of 2019, before 
Hon’ble Delhi High Court

18/9/2019 68

59
Cont.Ptn. No. 1757 of 2019 in 
WP.No.27509 of 2018 Hon'ble 
High Court of Madras

25/10/2019 24



60
CS Comm 333 of 2019 Before 
Saket District Courts, New Delhi.

17/10/2019 1

61
CS Comm 576 of 2019, before 
Hon’ble Delhi High Court

16/10/2019 44

62
Metropolitan Magistrate, 54th 
Court, Sewri, Mumbai
in CR No.46 of 2019

14/10/2019 1

63
CS Comm 594 of 2019, before 
Hon’ble Delhi High Court

24/10/2019 68

64
CS Comm 576 of 2019, before 
Hon’ble Delhi High Court

16/10/2019 86

65
CS Comm 712 of 2019, before 
Hon’ble Delhi High Court

20/12/2019 43

Total= 4533



S.No.
Subject/Case Court order 

date 

No. of 
websites/

URLs
1 CS Comm No. 369 of 2019; Warner Bros. Entertainment Inc. v. 

https://tamilrockers.ws &before Delhi High Court
24-12-2019 91

2
CS Comm No. 399 of 2019;  Warner Bros. Entertainment Inc. vs. 
http://mp4moviez.io & Ors. Before Hon’ble Delhi High Court  

24-12-2019 2

3
C.S.(COMM) No. 400 of 2019; Warner Bros. Entertainment Inc. vs. 
http://www2.series9.io & Ors., before Hon’ble Delhi High Court

24-12-2019 1

4
C.S.(COMM) No. 422 of 2019; Warner Bros. Entertainment Inc. vs. 
https://xmovies08.ru & Ors., before Hon’ble Delhi High Court

24-12-2019 9

5 C.S.(COMM) No. 457 of 2019; Warner Bros. Entertainment Inc. vs. 
Moviesflix.net & Ors., before Hon’ble Delhi High Court

17-12-2019 52

6 CS Comm No. 366 of 2019; Warner Bros. Entertainment Inc. v. 
https://hindilinks4u.to & Ors. before Delhi High Court

24-12-2019 1

7 CS Comm No. 367 of 2019; Warner Bros. Entertainment Inc. vs 
https://otorrents.com & Ors. before Delhi High Court

24-12-2019 1

8 CS Comm No. 368 of 2019; Warner Bros. Entertainment Inc. v. 
https://www2.filmlinks4U.is & Ors. before Delhi High Court

24-12-2019 1

9
C.S.(COMM) No. 402 of 2019; Warner Bros. Entertainment Inc. vs. 
https://www.uwatchfree.st & Ors., before Hon’ble Delhi High Court

24-12-2019 2

10
C.S.(COMM) No. 418 of 2019; Warner Bros. Entertainment Inc. vs. 
https://yo-movies.com & Ors., before Hon’ble Delhi High Court

24-12-2019 2

11 C.S.(COMM) No. 515 of 2019; Warner Bros. Entertainment Inc. v/s 
rutracker.org & Ors. before Hon’ble Delhi High Court

24-12-2019 6

12
C.S.(COMM) No. 594 of 2019; Disney Enterprises, Inc. & Ors. vs 
RLSBB.UNBLOCKED.LTDA & Ors, before Hon’ble Delhi High Court.

17-12-2019 92

13 C.S.(COMM) No. 712 of 2019; Star India Pvt. Ltd. v Moviesjoy.in & 
Ors., before Hon’ble Delhi High Court

20-12-2019 31

14 C.S.(COMM) No. 712 of 2019; Star India Pvt. Ltd. v Moviesjoy.in & 
Ors., before Hon’ble Delhi High Court

20-12-2019 51

15 C.S. Comm No. 724 of 2017 UTV Software Commuincations ltd. and 
Ors. Vs 1337x.to and Ors. Before Delhi High Court 

19-12-2019 4

16
C.S.(COMM) No. 768 of 2018 (UTV Software Communications Ltd. 
and Ors. vs Bmovies.is and ORs.) before the Hon'ble Delhi Hgh Court

19-12-2019 2

17 C.S. (COMM) No. 770 of 2018, UTV Software Communications Ltd. 
and Ors. vs V. Fmovies.pe and Ors., before the Hon’ble Delhi High 
Court.- regarding pictures “Original Content ”

19-12-2019 2



18 C.S.(COMM) No. 776 of 2018 [UTV Software Communications Ltd and 
Ors. V.
Rarbg.is  and  Ors.]  before  Hon’ble  Delhi  High  Court

19-12-2019 2

19
C.S.(COMM) No. 777 of 2018 [UTV Software Communications Ltd and 
Ors. V. Thepiratebay.org and Ors.] before Hon’ble Delhi High Court

19-12-2019 110

20 C.S. (COMM) No. 778 of 2018 [Twentieth Century Fox Film 
Corporation &Ors. Vs. Yts.am & Ors.] Before Hon’ble Delhi High 
Court: - regarding pictures “Original Content”.

19-12-2019 5

21 C.S.(COMM) No. 712 of 2019; Star India Pvt. Ltd. v Moviesjoy.in & 
Ors., before Hon’ble Delhi High Court

20-12-2019 6

22 C.S.(COMM) No. 510 of 2019; Star India Pvt. Ltd. & Anr. v. 
Aapkeaajanese.net & Ors before Hon’ble Delhi High Court

17-09-2019 43

23 CS(Comm) No. 54 of 2020; Star India Pvt. Ltd. & Anr. v/s
airhdx.com & Ors. before Hon’ble Delhi High Court

05/02/20 15

24 CS(Comm) No. 95 of 2020; Star India Pvt. Ltd. v/s
watchonlinemovieshd.online & others before Hon’ble Delhi High 
Court

27/02/2020 34

25 C.S.(COMM) No. 510 of 2019; Star India Pvt. Ltd. & Anr. v. 
Aapkeaajanese.net & Ors before Hon’ble Delhi High Court

17/09/2019 63

26 C.S.(COMM) No. 510 of 2019; Star India Pvt. Ltd. & Anr. v. 
Aapkeaajanese.net & Ors before Hon’ble Delhi High Court

17/09/2019 11

27 C.S.(COMM) No. 712 of 2019; Star India Pvt. Ltd. v Moviesjoy.in & 
Ors., before Hon’ble Delhi High Court

20/12/2019 51

28 WP(PIL) No. 158 of 2018 before Uttarakhand High Court 27/09/2018 563
29 CS(Comm) No. 95 of 2020; Star India Pvt. Ltd. v/s

watchonlinemovieshd.online & others before Hon’ble Delhi High 
Court

27/02/2020 89

30 CS(Comm) No. 95 of 2020; Star India Pvt. Ltd. v/s
watchonlinemovieshd.online & others before Hon’ble Delhi High 
Court

27/02/2020 23

31 CS Comm No. 110 of 2020; SAP SE V/s VTECH SOFT SOLUTIONS & 
ORS, before Hon’ble Delhi High Court

16/03/2020 2

32 CS(Comm) No. 95 of 2020; Star India Pvt. Ltd. v/s
watchonlinemovieshd.online & others before Hon’ble Delhi High 
Court

27/02/2020 25

33 CS Comm No. 147 of 2020; GS1 India v. Global Barcodes SL and Ors, 
before Hon’ble Delhi High Court

29/05/2020 2

34 C.S.(COMM) No. 510 of 2019; Star India Pvt. Ltd. & Anr. v. 
Aapkeaajanese.net & Ors before Hon’ble Delhi High Court

17/09/2019 52

35 CS Comm No. 147 of 2020; GS1 India v. Global Barcodes SL and Ors, 
before Hon’ble Delhi High Court

26/6/2020 1

36 C.S.(COMM) No. 510 of 2019; Star India Pvt. Ltd. & Anr. v. 
Aapkeaajanese.net & Ors before Hon’ble Delhi High Court

17/09/2019 48

37 CS No. 78 of 2018, titled as Indiamart Intermesh Ltd. Vs Ankit & Ors., 
before Hon’ble High Court, Calcutta.

18/03/2019 1



38 CS Comm No. 250 of 2020;  Star India Pvt. Ltd. & Anr. Vs Oxibuzz.com 
& Ors. before Hon’ble Delhi High Court

13/07/2020 74

39 CS Comm No. 264 of 2020; titled as SNAPDEAL PRIVATE LIMITED v/s 
SNAPDEALLUCKY–DRAWS.ORG.IN & ORS., before Hon’ble Delhi High 
Court.

20/07/2020 50

40 CS (Comm) No. 275 of 2020; DISNEY ENTERPRISES, INC. & ORS. Vs 
KIMCARTOON.TO & ORS. before Hon’ble Delhi High Court

27/07/2020 118

41 CS(Comm) No. 95 of 2020; Star India Pvt. Ltd. v/s
watchonlinemovieshd.online & others before Hon’ble Delhi High 
Court

27/02/2020 51

42 CS Comm No. 264 of 2020; titled as SNAPDEAL PRIVATE LIMITED v/s 
SNAPDEALLUCKY–DRAWS.ORG.IN & ORS., before Hon’ble Delhi High 
Court.

4/8/2020 41

43 C.S.(COMM) No. 510 of 2019; Star India Pvt. Ltd. & Anr. v. 
Aapkeaajanese.net & Ors before Hon’ble Delhi High Court

17/09/2019 36

44 CS(COMM) NO.350/2020 TITLED AS "GUJARAT COOPERATIVE MILK 
MARKETING FEDERATION LIMITED AND ANR VS AMUL-FRANCHISE.IN 
AND ORS

28/08/2020 8

45 CS(COMM) NO.350/2020 TITLED AS "GUJARAT COOPERATIVE MILK 
MARKETING FEDERATION LIMITED AND ANR VS AMUL-FRANCHISE.IN 
AND ORS

28/08/2020 60

46
CS(COMM) NO.370 of 2020 titled as FLIPKART INTERNET PRIVATE 
LIMITED v/s GODADDY OPERATING COMPANY LLC & ORS.

10/09/20 12

47 C.S. Comm No. 724 of 2017 UTV Software Commuincations ltd. and 
Ors. Vs 1337x.to and Ors. Before Delhi High Court 

10/09/20 15

48 C.S. (COMM) No. 770 of 2018, UTV Software Communications Ltd. 
and Ors. vs V. Fmovies.pe and Ors., before the Hon’ble Delhi High 
Court.- regarding pictures “Original Content ”

10/09/20 7

49 C.S.(COMM) No. 776 of 2018 [UTV Software Communications Ltd and 
Ors. V.
Rarbg.is  and  Ors.]  before  Hon’ble  Delhi  High  Court

10/09/20 6

50
C.S.(COMM) No. 777 of 2018 [UTV Software Communications Ltd and 
Ors. V. Thepiratebay.org and Ors.] before Hon’ble Delhi High Court

10/09/20 29

51 C.S. (COMM) No. 778 of 2018 [Twentieth Century Fox Film 
Corporation &Ors. Vs. Yts.am & Ors.] Before Hon’ble Delhi High 
Court: - regarding pictures “Original Content”.

17/09/2020 11

52
C.S.(COMM) No. 799 of 2018 [UTV Software Communications Ltd. 
&Ors Vs. Extratorrent.ag &Ors.] before Hon’ble Delhi High Court

17/09/2020 1

53
C.S.(COMM) No. 800 of 2018 [UTV Software Communications Ltd. 
&Ors Vs. Torrentmovies.co & Ors.] before Hon’ble Delhi High Court

17/09/2020 3

54 CS Comm No. 394 of 2020; titled as Star India Pvt. Ltd. & Anr. v/s 
Jackstreams.com & Ors., before Hon’ble Delhi High Court

23/09/2020 51



55 CS Comm No. 394 of 2020; titled as Star India Pvt. Ltd. & Anr. v/s 
Jackstreams.com & Ors., before Hon’ble Delhi High Court

23/09/2020 144

56 CS Comm No. 369 of 2019; Warner Bros. Entertainment Inc. v. 
https://tamilrockers.ws &before Delhi High Court

30/09/2020 36

57 C.S.(COMM) No. 407 of 2019; Warner Bros. Entertainment Inc. vs. 
https://ww2.movierulzfree.com & Ors., before Hon’ble Delhi High 
Court

30/09/2020 14

58
C.S.(COMM) No. 409 of 2019; Warner Bros. Entertainment Inc. vs. 
https://skymovies.live & Ors., before Hon’ble Delhi High Court

30/09/2020 1

59 C.S.(COMM) No. 457 of 2019; Warner Bros. Entertainment Inc. vs. 
Moviesflix.net & Ors., before Hon’ble Delhi High Court

30/09/2020 40

60 C.S.(COMM) No. 515 of 2019; Warner Bros. Entertainment Inc. v/s 
rutracker.org & Ors. before Hon’ble Delhi High Court

30/09/2020 13

61 CS (Comm) No. 275 of 2020; DISNEY ENTERPRISES, INC. & ORS. Vs 
KIMCARTOON.TO & ORS. before Hon’ble Delhi High Court

16/10/2020 46

62
CS(COMM) NO.370 of 2020 titled as FLIPKART INTERNET PRIVATE 
LIMITED v/s GODADDY OPERATING COMPANY LLC & ORS.

14/10/2020 15

63 CS Comm No. 394 of 2020; titled as Star India Pvt. Ltd. & Anr. v/s 
Jackstreams.com & Ors., before Hon’ble Delhi High Court

23/09/2020 74

64
C.S.(COMM) No. 402 of 2019; Warner Bros. Entertainment Inc. vs. 
https://www.uwatchfree.st & Ors., before Hon’ble Delhi High Court

8/10/2020 3

65 C.S.(COMM) No. 403 of 2019; Warner Bros. Entertainment Inc. vs 
http://www.onlinewatchmovies.com.pk & Ors., before Hon’ble Delhi 
High Court

8/10/2020 1

66
C.S.(COMM) No. 418 of 2019; Warner Bros. Entertainment Inc. vs. 
https://yo-movies.com & Ors., before Hon’ble Delhi High Court

8/10/2020 5

67
C.S.(COMM) No. 422 of 2019; Warner Bros. Entertainment Inc. vs. 
https://xmovies08.ru & Ors., before Hon’ble Delhi High Court

8/10/2020 2

68
CS (COMM) No. 448 of 2020; Sporta Technologies Pvt. Ltd. & Anr. v/s 
Dream11 Prime. & Ors. before Hon’ble Delhi High Court.

14/10/2020 51

69
C.S.(COMM) No. 594 of 2019; Disney Enterprises, Inc. & Ors. vs 
RLSBB.UNBLOCKED.LTDA & Ors, before Hon’ble Delhi High Court.

08/10/20 40

70 CS Comm No. 394 of 2020; titled as Star India Pvt. Ltd. & Anr. v/s 
Jackstreams.com & Ors., before Hon’ble Delhi High Court

23/09/2020 104

71 C.S.(COMM) No. 510 of 2019; Star India Pvt. Ltd. & Anr. v. 
Aapkeaajanese.net & Ors before Hon’ble Delhi High Court

17/09/2019 80

72 CS Comm No. 394 of 2020; titled as Star India Pvt. Ltd. & Anr. v/s 
Jackstreams.com & Ors., before Hon’ble Delhi High Court

23/09/2020 59

73 CS (COMM) No. 485 of 2020; Star India Pvt. Ltd. & Anr. v/s 
afilmywap.top & Ors. before Hon’ble Delhi High Court.

3/11/2020 50



74 CS Comm No. 394 of 2020; titled as Star India Pvt. Ltd. & Anr. v/s 
Jackstreams.com & Ors., before Hon’ble Delhi High Court

23/09/2020 12

75
CS Comm No. 471 of 2020; titled as PB Fintech Pvt Ltd V/s Policy 
Bazar Finance & ORS., before Hon’ble Delhi High Court.

11/11/20 8

76 CS(COMM) NO.350/2020 TITLED AS "GUJARAT COOPERATIVE MILK 
MARKETING FEDERATION LIMITED AND ANR VS AMUL-FRANCHISE.IN 
AND ORS

19/11/2020 1

77 CS (COMM) No. 519 of 2020; titled as Sony Pictures Network India 
Pvt. Ltd. V/s www.b1.mylivecricket.bizand & Ors before Hon’ble Delhi 
High Court.

24/11/2020 94

78 CS (COMM) No. 485 of 2020; Star India Pvt. Ltd. & Anr. v/s 
afilmywap.top & Ors. before Hon’ble Delhi High Court.

3/12/2020 26

79 CS No. 78 of 2018, titled as Indiamart Intermesh Ltd. Vs Ankit & Ors., 
before Hon’ble High Court, Calcutta.

18/03/2019 2

80 CS Comm No. 264 of 2020; titled as SNAPDEAL PRIVATE LIMITED v/s 
SNAPDEALLUCKY–DRAWS.ORG.IN & ORS., before Hon’ble Delhi High 
Court.

7/10/2020 127

81 C.S.(COMM) No. 510 of 2019; Star India Pvt. Ltd. & Anr. v. 
Aapkeaajanese.net & Ors before Hon’ble Delhi High Court

17/09/2019 45

82 CS Comm No. 264 of 2020; titled as SNAPDEAL PRIVATE LIMITED v/s 
SNAPDEALLUCKY–DRAWS.ORG.IN & ORS., before Hon’ble Delhi High 
Court.

23/12/2020 153

83
CS Comm No. 577 of 2020; titled as Infiniti Retail Limited vs. M/s The 
Croma through its proprietor & ors., before Hon’ble Delhi High Court.

24/12/2020 1

84 C.S. Comm No. 724 of 2017 UTV Software Commuincations ltd. and 
Ors. Vs 1337x.to and Ors. Before Delhi High Court 

21/12/2020 3

85
C.S.(COMM) No. 777 of 2018 [UTV Software Communications Ltd and 
Ors. V. Thepiratebay.org and Ors.] before Hon’ble Delhi High Court

21/12/2020 6

86 C.S. (COMM) No. 778 of 2018 [Twentieth Century Fox Film 
Corporation &Ors. Vs. Yts.am & Ors.] Before Hon’ble Delhi High 
Court: - regarding pictures “Original Content”.

21/12/2020 1

87 C.S. (COMM) No. 770 of 2018, UTV Software Communications Ltd. 
and Ors. vs V. Fmovies.pe and Ors., before the Hon’ble Delhi High 
Court.- regarding pictures “Original Content ”

21/12/2020 2

88 C.S.(COMM) No. 776 of 2018 [UTV Software Communications Ltd and 
Ors. V.
Rarbg.is  and  Ors.]  before  Hon’ble  Delhi  High  Court

21/12/2020 1

89 C.S.(COMM) No. 457 of 2019; Warner Bros. Entertainment Inc. vs. 
Moviesflix.net & Ors., before Hon’ble Delhi High Court

23/12/2020 12

90 CS (Comm) No. 275 of 2020; DISNEY ENTERPRISES, INC. & ORS. Vs 
KIMCARTOON.TO & ORS. before Hon’ble Delhi High Court

22/1/2021 4

91
CS (Comm) No. 401 of 2021; Realme Mobile Telecommunications V/s 
R Partner Realme, before Tis Hazari Court Delhi.

1/2/2021 18



92
CS (COMM) No. 448 of 2020; Sporta Technologies Pvt. Ltd. & Anr. v/s 
Dream11 Prime. & Ors. before Hon’ble Delhi High Court.

11/2/2021 84

93
C.C.No 242/MISC/2021 of S.S.Branch, CR. No.15/2021, Sakinaka 
Police station, CR. No.53/2021 before The Metropolitan Magistrate, 

Special Court for ITPA, 54th Court at Mazgaon, Mumbai.
9/2/2021 54

94 CS (COMM) No. 84 of 2021; Star India Pvt. Ltd. & Anr. V/s 
sportstody.com & Ors. before Hon’ble Delhi High Court.

18/2/2021 29

95 TM No. 31 of 2020; RADO UHREN AG & ORS. V/s AJIT SINGH& ORS. 
before Patiala House Court Delhi.

15/02/2021 196

96
CS Comm No. 471 of 2020; titled as PB Fintech Pvt Ltd V/s Policy 
Bazar Finance & ORS., before Hon’ble Delhi High Court.

09/03/2021 
& 

26/02/2021
13

97 CS Comm No. 264 of 2020; titled as SNAPDEAL PRIVATE LIMITED v/s 
SNAPDEALLUCKY–DRAWS.ORG.IN & ORS., before Hon’ble Delhi High 
Court.

17/3/2021 101

98  CS (COMM) No. 151 of 2021; Star India Pvt. Ltd. & Anr. V/s 
y1.mylivecricket.biz & Ors. before Hon’ble Delhi High Court. 

 26/03/2021 16

99 CS (COMM) No. 136 of 2021; Novi Digital Entertainment Pvt. Ltd. V/s 
w1.123movies11.com & Ors. before Hon’ble Delhi High Court.  24/03/2021 29

100  CS (COMM) No. 151 of 2021; Star India Pvt. Ltd. & Anr. V/s 
y1.mylivecricket.biz & Ors. before Hon’ble Delhi High Court. 

 26/03/2021 15

101  CS (COMM) No. 151 of 2021; Star India Pvt. Ltd. & Anr. V/s 
y1.mylivecricket.biz & Ors. before Hon’ble Delhi High Court. 

 26/03/2021 21

102 CS(Comm) No. 181 of 2021; Star India Pvt. Ltd. & Anr. V/s SAJID 
HUSSAIN & ORS., before Hon’ble Delhi High Court.

16/04/2021 18

103 CS(Comm) No. 181 of 2021; Star India Pvt. Ltd. & Anr. V/s SAJID 
HUSSAIN & ORS., before Hon’ble Delhi High Court.

16/04/2021 22

104  CS (COMM) No. 151 of 2021; Star India Pvt. Ltd. & Anr. V/s 
y1.mylivecricket.biz & Ors. before Hon’ble Delhi High Court. 

19/04/2021 
& 

26/03/2021 
40

105 CS(Comm) No. 181 of 2021; Star India Pvt. Ltd. & Anr. V/s SAJID 
HUSSAIN & ORS., before Hon’ble Delhi High Court.

16/04/2021 8

106  CS (COMM) No. 151 of 2021; Star India Pvt. Ltd. & Anr. V/s 
y1.mylivecricket.biz & Ors. before Hon’ble Delhi High Court. 

19/04/2021 
& 

26/03/2021 
10

107 CS(Comm) No. 181 of 2021; Star India Pvt. Ltd. & Anr. V/s SAJID 
HUSSAIN & ORS., before Hon’ble Delhi High Court.

16/04/2021 4

108 CS(Comm) No. 181 of 2021; Star India Pvt. Ltd. & Anr. V/s SAJID 
HUSSAIN & ORS., before Hon’ble Delhi High Court.

16/04/2021 5

109 CS(Comm) No. 181 of 2021; Star India Pvt. Ltd. & Anr. V/s SAJID 
HUSSAIN & ORS., before Hon’ble Delhi High Court.

16/04/2021 13

110 CS(Comm) No. 181 of 2021; Star India Pvt. Ltd. & Anr. V/s SAJID 
HUSSAIN & ORS., before Hon’ble Delhi High Court.

16/04/2021 3



111 CS (Comm) No. 240 of 2021; Western Digital Technologies, Inc. v. 
Sumit Pandey & Ors. before Hon’ble Delhi High Court

27/5/2021 3

112
CS (COMM) No. 768 of 2018 (UTV Software Communications Ltd. & 
Ors Vs. Bmovies.is & Ors.] before Hon’ble Delhi High Court.

28/5/2021 1

113 CS (OS) No. 68 of 2021; Srei Infrastructure Finance Ltd. & Ors. V/s 
International Media Corporation & Ors. before Hon’ble Delhi High 
Court.

7/6/2021 2

114 CS(Comm) No. 181 of 2021; Star India Pvt. Ltd. & Anr. V/s SAJID 
HUSSAIN & ORS., before Hon’ble Delhi High Court.

16/04/2021 4

115 CS (COMM) No. 291 of 2021; Sporta Technologies Pvt. Ltd. v/s John 
Doe & others, before Hon’ble Delhi High Court

9/6/2021 36

116 C.S. (COMM) No. 770 of 2018, UTV Software Communications Ltd. 
and Ors. vs V. Fmovies.pe and Ors., before the Hon’ble Delhi High 
Court.- regarding pictures “Original Content ”

28/5/2021 5

117 C.S.(COMM) No. 776 of 2018 [UTV Software Communications Ltd and 
Ors. V.
Rarbg.is  and  Ors.]  before  Hon’ble  Delhi  High  Court

27/5/2021 1

118
C.S.(COMM) No. 777 of 2018 [UTV Software Communications Ltd and 
Ors. V. Thepiratebay.org and Ors.] before Hon’ble Delhi High Court

28/5/2021 2

119 C.S. (COMM) No. 778 of 2018 [Twentieth Century Fox Film 
Corporation &Ors. Vs. Yts.am & Ors.] Before Hon’ble Delhi High 
Court: - regarding pictures “Original Content”.

28/5/2021 1

120 CS(Comm) No. 181 of 2021; Star India Pvt. Ltd. & Anr. V/s SAJID 
HUSSAIN & ORS., before Hon’ble Delhi High Court.

16/04/2021 12

121 CS (Comm) No. 275 of 2020; DISNEY ENTERPRISES, INC. & ORS. Vs 
KIMCARTOON.TO & ORS. before Hon’ble Delhi High Court

4/6/2021 29

122 CS (COMM) No. 289 of 2021; Sony Pictures Network India Private 

Limited V/s www.sportsala.tv and others, before Hon’ble Delhi High 
Court

4/6/2021 46

123 CS(Comm) No. 181 of 2021; Star India Pvt. Ltd. & Anr. V/s SAJID 
HUSSAIN & ORS., before Hon’ble Delhi High Court.

16/04/2021 13

124 C.S.(COMM) No. 407 of 2019; Warner Bros. Entertainment Inc. vs. 
https://ww2.movierulzfree.com & Ors., before Hon’ble Delhi High 
Court

12/7/2021 & 
14/7/2021

3

125 CS Comm No. 264 of 2020; titled as SNAPDEAL PRIVATE LIMITED v/s 
SNAPDEALLUCKY–DRAWS.ORG.IN & ORS., before Hon’ble Delhi High 
Court.

12/7/2021 19

126
CS Comm No. 369 of 2019; Warner Bros. Entertainment Inc. v. 
https://tamilrockers.ws &before Delhi High Court

12/7/2021 & 
14/7/2021

3

127
C.S.(COMM) No. 422 of 2019; Warner Bros. Entertainment Inc. vs. 
https://xmovies08.ru & Ors., before Hon’ble Delhi High Court

12/7/2021 & 
14/7/2021

1



128
C.S.(COMM) No. 457 of 2019; Warner Bros. Entertainment Inc. vs. 
Moviesflix.net & Ors., before Hon’ble Delhi High Court

12/7/2021 & 
14/7/2021

27

129
C.S.(COMM) No. 515 of 2019; Warner Bros. Entertainment Inc. v/s 
rutracker.org & Ors. before Hon’ble Delhi High Court

12/7/2021 & 
14/7/2021

1

130 CS Comm No. 264 of 2020; titled as SNAPDEAL PRIVATE LIMITED v/s 
SNAPDEALLUCKY–DRAWS.ORG.IN & ORS., before Hon’ble Delhi High 
Court.

12/7/2021 & 
3/8/2021

61

131 CS (COMM) No. 353 of 2021; Star India Pvt Ltd & Anr. v/s 
yodesiserial.su & Ors. before Hon’ble Delhi High Court.

9/8/2021 50

132 CS (COMM) No. 364 of 2021; Star India Pvt Ltd & Anr. v/s 
moviesghar.art & Ors. before Hon’ble Delhi High Court

9/8/2021 43

133
CS (Comm) No. 367 of 2021; 'Viacom18 Media Private Limited vs 
www.oreo-tv.com and others' before Hon’ble Delhi High Court.

9/8/2021 32

134 CS (COMM) No. 364 of 2021; Star India Pvt Ltd & Anr. v/s 
moviesghar.art & Ors. before Hon’ble Delhi High Court

9/8/2021 47

135 CS No. 78 of 2018, titled as Indiamart Intermesh Ltd. Vs Ankit & Ors., 
before Hon’ble High Court, Calcutta

18/3/2019 3

136 CS (COMM) No. 399 of 2021; Hindustan Unilever Limited v/s Nitin 
Kumar Singh & Ors. before Hon’ble Delhi High Court

27/8/2021 10

137 CS (Comm) No. 400 of 2021; Sporta Technologies Pvt. Ltd. vs GHD 
Sports and Others, before Hon’ble Delhi High Court

27/8/2021 134

138 CS (COMM) No. 364 of 2021; Star India Pvt Ltd & Anr. v/s 
moviesghar.art & Ors. before Hon’ble Delhi High Court

9/8/2021 36

139
C.S.(COMM) No. 594 of 2019; Disney Enterprises, Inc. & Ors. vs 
RLSBB.UNBLOCKED.LTDA & Ors, before Hon’ble Delhi High Court 

12/7/2021 1

140 CS (Comm) No. 401 of 2021; Universal City Studios LLC and Ors. vs 
myflixer.to and Ors., before Hon’ble Delhi High Court

31/08/2021 78

141 CS (COMM) No. 364 of 2021; Star India Pvt Ltd & Anr. v/s 
moviesghar.art & Ors. before Hon’ble Delhi High Court

9/8/2021 25

142 CS (COMM) No. 399 of 2021; Hindustan Unilever Limited v/s Nitin 
Kumar Singh & Ors. before Hon’ble Delhi High Court

27/8/2021 2

143 CS No. 78 of 2018, titled as Indiamart Intermesh Ltd. Vs Ankit & Ors., 
before Hon’ble High Court, Calcutta

18/3/2019 1

144  CS (COMM) No. 151 of 2021; Star India Pvt. Ltd. & Anr. V/s 
y1.mylivecricket.biz & Ors. before Hon’ble Delhi High Court. 

19/04/2021 
& 

26/03/2021
27

145 CS (COMM) No. 176 of 2021; Snapdeal Private Limited V/s 
GoDaddy.com, LLC & Ors. before Hon’ble Delhi High Court 

16/09/2021 431

146 CS No. 78 of 2018, titled as Indiamart Intermesh Ltd. Vs Ankit & Ors., 
before Hon’ble High Court, Calcutta

18/3/2019 1

147  CS (COMM) No. 151 of 2021; Star India Pvt. Ltd. & Anr. V/s 
y1.mylivecricket.biz & Ors. before Hon’ble Delhi High Court. 

19/04/2021 
& 

26/03/2021 
16



148 CS(Comm) No. 181 of 2021; Star India Pvt. Ltd. & Anr. V/s SAJID 
HUSSAIN & ORS., before Hon’ble Delhi High Court.

16/04/2021 14

149 CS Comm No. 366 of 2019; Warner Bros. Entertainment Inc. v. 
https://hindilinks4u.to & Ors. before Delhi High Court

29/9/2021 1

150 C.S.(COMM) No. 407 of 2019; Warner Bros. Entertainment Inc. vs. 
https://ww2.movierulzfree.com & Ors., before Hon’ble Delhi High 
Court

29/9/2021 23

151
C.S.(COMM) No. 409 of 2019; Warner Bros. Entertainment Inc. vs. 
https://skymovies.live & Ors., before Hon’ble Delhi High Court

29/9/2021 4

152
C.S.(COMM) No. 422 of 2019; Warner Bros. Entertainment Inc. vs. 
https://xmovies08.ru & Ors., before Hon’ble Delhi High Court

04/10/21 11

153 CS (COMM) No. 474 of 2021; LOREAL S.A. V/s ASHOK KUMAR AND 
OTHERS & ORS before Hon’ble Delhi High Court

28/9/2021 1

154  CS (COMM) No. 151 of 2021; Star India Pvt. Ltd. & Anr. V/s 
y1.mylivecricket.biz & Ors. before Hon’ble Delhi High Court. 

19/04/2021 
& 

26/03/2021 
7

155  CS (COMM) No. 151 of 2021; Star India Pvt. Ltd. & Anr. V/s 
y1.mylivecricket.biz & Ors. before Hon’ble Delhi High Court. 

19/04/2021 
& 

26/03/2021 
7

156 CS(Comm) No. 181 of 2021; Star India Pvt. Ltd. & Anr. V/s SAJID 
HUSSAIN & ORS., before Hon’ble Delhi High Court.

16/04/2021 1

157
CS (COMM) No. 448 of 2020; Sporta Technologies Pvt. Ltd. & Anr. v/s 
Dream11 Prime. & Ors. before Hon’ble Delhi High Court.

20/9/2021 67

158
CS (Comm) No. 518 of 2021; Star India Pvt. Ltd. and Anr. v/s 
filmyclub.wapkiz.com And Ors., before Hon’ble Delhi High Court.

12/10/21 47

159 CS (Comm) No. 3812 of 2021; GS1 India V/s Indian EAN Barcodes and 
Ors., before District Judge (Commercial Court)-01, Central, Tis Hazari 
Courts, Delhi.

05/10/21 1

160 CS No. 78 of 2018, titled as Indiamart Intermesh Ltd. Vs Ankit & Ors., 
before Hon’ble High Court, Calcutta

18/3/2019 1

161 C.S. Comm No. 724 of 2017 UTV Software Commuincations ltd. and 
Ors. Vs 1337x.to and Ors. Before Delhi High Court 

20/9/2021 2

162 C.S. (COMM) No. 770 of 2018, UTV Software Communications Ltd. 
and Ors. vs V. Fmovies.pe and Ors., before the Hon’ble Delhi High 
Court.- regarding pictures “Original Content ”

20/9/2021 1

163
C.S.(COMM) No. 777 of 2018 [UTV Software Communications Ltd and 
Ors. V. Thepiratebay.org and Ors.] before Hon’ble Delhi High Court

20/9/2021 2

164 CS Comm No. 369 of 2019; Warner Bros. Entertainment Inc. v. 
https://tamilrockers.ws &before Delhi High Court

29/9/2021 15

165
C.S.(COMM) No. 402 of 2019; Warner Bros. Entertainment Inc. vs. 
https://www.uwatchfree.st & Ors., before Hon’ble Delhi High Court

29/9/2021 3



166 C.S. (COMM) No. 778 of 2018 [Twentieth Century Fox Film 
Corporation &Ors. Vs. Yts.am & Ors.] Before Hon’ble Delhi High 
Court: - regarding pictures “Original Content”.

20/9/2021 6

167 CS (Comm) No. 275 of 2020; DISNEY ENTERPRISES, INC. & ORS. Vs 
KIMCARTOON.TO & ORS. before Hon’ble Delhi High Court

20/9/2021 15

168 CS (COMM) No. 399 of 2021; Hindustan Unilever Limited v/s Nitin 
Kumar Singh & Ors. before Hon’ble Delhi High Court

27/8/2021 3

169 CS (Comm) No. 400 of 2021; Sporta Technologies Pvt. Ltd. vs GHD 
Sports and Others, before Hon’ble Delhi High Court

30/9/2021 119

170
C.S.(COMM) No. 418 of 2019; Warner Bros. Entertainment Inc. vs. 
https://yo-movies.com & Ors., before Hon’ble Delhi High Court

04/10/21 3

171 C.S.(COMM) No. 457 of 2019; Warner Bros. Entertainment Inc. vs. 
Moviesflix.net & Ors., before Hon’ble Delhi High Court

04/10/21 17

172
CS (Comm) No. 518 of 2021; Star India Pvt. Ltd. and Anr. v/s 
filmyclub.wapkiz.com And Ors., before Hon’ble Delhi High Court.

12/10/21 32

173
CS (COMM) No. 524 of 2021; Kamdhenu Limited V/s Raghunath 
Virdharam Bishnoi & Ors. before Hon’ble Delhi High Court

25/10/2021 1

174
C.S.(COMM) No. 594 of 2019; Disney Enterprises, Inc. & Ors. vs 
RLSBB.UNBLOCKED.LTDA & Ors, before Hon’ble Delhi High Court.

04/10/21 6

175 CS (COMM) No. 364 of 2021; Star India Pvt Ltd & Anr. v/s 
moviesghar.art & Ors. before Hon’ble Delhi High Court

09/08/21 45

176 CS(Comm) No. 181 of 2021; Star India Pvt. Ltd. & Anr. V/s SAJID 
HUSSAIN & ORS., before Hon’ble Delhi High Court.

16/4/2021 1

177
CS (Comm) No. 518 of 2021; Star India Pvt. Ltd. and Anr. v/s 
filmyclub.wapkiz.com And Ors., before Hon’ble Delhi High Court.

12/10/21 36

178
CS (Comm) No. 518 of 2021; Star India Pvt. Ltd. and Anr. v/s 
filmyclub.wapkiz.com And Ors., before Hon’ble Delhi High Court.

12/10/21 14

179 CS (Comm) No. 400 of 2021; Sporta Technologies Pvt. Ltd. vs GHD 
Sports and Others, before Hon’ble Delhi High Court

27/8/2021 1

180
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201 CS (COMM) No. 353 of 2021; Star India Pvt Ltd & Anr. v/s 
yodesiserial.su & Ors. before Hon’ble Delhi High Court.

21/1/2022 91

202 CS Comm No. 369 of 2019; Warner Bros. Entertainment Inc. v. 
https://tamilrockers.ws &before Delhi High Court

17/12/2021 16

203 CS (COMM) No. 399 of 2021; Hindustan Unilever Limited v/s Nitin 
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